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Abstract

The usefulness of a uniform resource locator (URL) on the World Wide Web is
reliant on the resource being hosted at the same URL in perpetuity. When URLs
are altered or removed, this results in the resource, such as an image or document,
being inaccessible. While web-archiving projects seek to prevent such a loss of online
resources, providing complete backups of the web remains a formidable challenge.
This article outlines the initial development and testing of a decentralised application
(DApp), provisionally named Repudiation Chain, as a potential tool to help
address these challenges presented by shifting URLs and uncertain web-archiving.
Repudiation Chain seeks to make use of a blockchain smart contract mechanism in
order to allow individual users to contribute to web-archiving. Repudiation Chain
aims to offer unalterable assurance that a specific file and its URL existed at a given
point in time—by generating a compact, non-reversible representation of the file at
the time of its non-repudiation. If widely adopted, such a tool could contribute to
decentralisation and democratisation of web-archiving.
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1. Introduction

The ubiquity of the internet-enabled World Wide Web has allowed for its use as a
global storage platform for data and information (Berners-Lee & Fischetti, 2001).
The preservation of web content is of immeasurable value, and tools and services
that can aid in this preservation need to be continually researched and explored.
Web resources are linked to uniform resource locators (URLs), but the permanence
of URL citations is uncertain and dependent on several factors, including websites’
management policies and their archiving and hosting agreements. When a URL
changes or is deleted, the associated resource, such as a web page, a document,
an image, a photo or a video, will become either difficult to access or completely
inaccessible.

Web-archiving initiatives seek to prevent losses of online resources due to URL
changes or deletions, thus playing an important role in the preservation of data and
information for future researchers and the broader public. However, it is misguided
to assume the completeness and perpetual existence of web archives, such as the
Wayback Machine (Habibzadeh, 2013; Internet Archive, n.d.; Murphy, Hashim,
& O’Connor, 2008). Challenges facing web archives include the apparent lack of a
complete, unbiased web archive across the entire web, and the archives’ obligations to
remove copyright-infringing content.

The purpose of our study was to perform the initial development and testing of
a decentralised application (DApp) that could be made publicly available as a
non-repudiation tool for use by individuals and entities seeking to participate in
web-archiving. The DApp that we began development of, which we have named
Repudiation Chain, is designed to provide a means of storing pertinent metadata
relating to any given URL, by using the Ethereum cryptocurrency’s blockchain smart
contract tool. Repudiation Chain seeks to provide non-repudiation properties, i.e.,
guarantees that, at a specific point in time, the integrity or contents of a file linked
to a URL can be established as an immutable representation of that file’s existence.
Repudiation Chain seeks to provide proof of the origin and integrity of the data
linked to a URL; to prevent participants from denying responsibility for actions they
take, such as altering a file linked to a URL; and to preserve information on the
entity requesting the immutable representation.

Repudiation Chain is designed in such a way that, upon request by an entity, such
as an internet user, the tool is required to store, in a blockchain, a time-stamped,
immutable, compact, and public representation of a file that has been given a URL.
This stored representation of the file must be associated with the entity that originally
made the request for storage, as well as the URL that points to the file location.
Repudiation Chain must also be able to determine whether there is a difference
between the file that has been stored in the blockchain and the file identified by the
URL.
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Repudiation Chain is thus designed to be a supplementary web-archiving tool that
can be used in conjunction with a web-archive initiative. It is intended for use by
those who need access to a free notary-like tool, and those who wish to track whether
a specific file hosted online has changed over time. Repudiation Chain thus aims to
supplement, and address some flaws inherent in, existing internet-archiving services,
as described in the introduction. It also aims to help decentralise and democratise
web-archiving, by allowing individual users and small entities to participate in, and
increase the accuracy of, web-archiving.

2. Literature review

Web-archiving
Web-archiving can be divided into two categories:
e micro-archiving, performed on a small scale (including by individuals) for
day-to-day purposes and aiming to preserve an object for further study; and
®  macro-archiving, performed on a large scale by organisations with specialised
technical expertise in the field for preservation purposes (e.g., of societal
and cultural heritage) and to serve as primary sources of historic data and
information.

Web-archiving services are provided by trusted third parties, and the services’ basic
operations are (I'TU, 2000) storing of documents, and issuing of signed copies of
stored documents, when requested by an authorised entity, with inclusion of the
documents’ dates of registration.

Distributed ledger systems and blockchains

A distributed ledger system is a database distributed across multiple hosts on a network.
It is typically public and requires some consensus among contributors operating on
the system so that it can synchronise, share, and replicate itself. One of the more
popular types of distributed ledger system is a blockchain (UK Government Chief
Scientific Adviser, 2016). A blockchain platform is an open, decentralised ledger that
can record transactions between parties across a peer-to-peer network, without the
need for a central certifying authority. Blockchain applications are increasingly being
developed for services such as fund transfers, smart contracts, e-voting, and efficient
supply chain management. Blockchains can now be found deployed in numerous
sectors, including finance, healthcare, law, trade, and real estate.

A blockchain is a data structure consisting of a list of data records, called blocks,
which are cryptographically and sequentially linked. A block contains and stores the
following data (Conte de Leon, Stalick, Jillepalli, Haney, & Sheldon, 2017):
®  Block data: the set of messages or transactions, analogous to a collection of
records;
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o Chaining hash values: the hash values of the previous block in the blockchain;
and
®  Block hash: a representation of a given block’s content as well as its chaining

hash.

The existence and authenticity of a block are reliant on the block’s cryptographic
signature. This signature is composed of a timestamp, the hash value of the given
block, and the hash value of the preceding block—unless the block is the genesis
block (the first block in a blockchain).

Blockchains provide certain strengths and advantages over other systems, including
the following:

e they do notrequire a central authority and thus they move trust requirements
to the underlying technology (Conte de Leon et al., 2017; Walch, 2017);

e in a publicly available distributed ledger, all participants can make
transactions, thus providing transparency (UK Government Chief Scientific
Adviser, 2016); and

e all blocks added are validated and distributed across the network to form an
emergent blockchain (and not all participants will have the same blockchain,
thus making the emergent blockchain the one that the majority of the
network participants agree upon at any given point in time) (Conte de Leon

et al., 2017).

"Two notable weaknesses of blockchains are:
e the security and immutability of a blockchain rely on the strength of the
cryptographic hash function used (Conte de Leon et al., 2017); and
e they currently lack sufficiently widespread adoption.

Trusted timestamping and non-repudiation

A digital trusted timestamp, analogous to a traditional physical timestamp, serves as
proof that the timestamped data or information existed at the time indicated by the
stamp. A trusted timestamp is one that cannot be tampered with and, accordingly,
is one provided by a service provider whose validity is trusted by all involved parties
(Truu,2010; Adams, Pinkas, Cain, & Zuccherato,2001). In trusted timestamping, the
creation and modification times are stored. This requires the use of publicly available,
trusted, timestamp management infrastructure in the form of a timestamping
authority. Trusted timestamps are particularly important for cryptocurrency ledgers
such as Bitcoin, as well as for anything where reliable proof is needed of data or
information’s existence in a particular form at a particular time (Nakamoto, 2008).

A topic closely related to trusted timestamping is non-repudiation. A general

definition of a system that provides non-repudiation is a system where a user cannot
deny actions or refuse accountability (Negus, 2020). In the context of a cryptographic
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service, non-repudiation is a form of authentication that provides proof of the
integrity and origin of a given file, with proof being unforgeable and verifiable by any
third party at any time (McCullagh & Caelli, 2000).

In Repudiation Chain, the smart contract used can be extended to provide a non-
repudiation service, but the primary property it seeks to provide, in the tool’s current
stage of development, is immutable proof that a given URL-linked file existed at a
specific point in time in a specific form.

Cryptographic hash functions and Merkle trees

A hash function maps an input of arbitrary length to an output of fixed length
(Goodrich & Tamassia, 2014). Hash functions have many functional properties,
which have led to their widespread use as one of the underlying means of security for
computing devices, online communication, and the internet (Merkle, 1989; Preneel,
2011). Many different hash functions have emerged, including the family of secure
hash algorithms (SHAs), which are extensively used in blockchain implementations
and other cryptographically sensitive applications. The contents of a typical
blockchain can be altered only if enough computational power has reached consensus
on the alteration, and the computational power required is heavily dependent on
the strength of the hash function (the hash function’s resilience to different types of
attacks) used by the blockchain.

A Merkle tree is a data structure that is dependent on hash functions (Berman,
Karpinski, & Nekrich, 2007). Merkle trees can be used to provide a representation of
data,and to provide a secure means of verifying the contents of a data file (Nakamoto,
2008; Singhal, Dhameja, & Panda, 2018). Every leaf value in a Merkle tree can be
identified with respect to a publicly known root and the authentication path of that
leaf. A Merkle tree is built from its leaves to its root so that the root can be used
as a representation of the entire data file. Repudiation Chain uses a Merkle tree to
represent data files of varying length in a compact manner.

Ethereum DApps and smart contracts

Ethereum, which supports the Ether cryptocurrency, uses a blockchain, and it
provides a platform for DApps and smart contracts (Buterin, 2014). DApps provide
an interface between smart contracts and the Ethereum Virtual Machine (EVIM)
where smart contracts are executed. A smart contract is a self-executing, distributed
code. Executing a smart contract accrues a “gas” cost, which represents the amount
of computational work required. The price of gas is proportional to the priority that
the EVM gives to executing a smart contract, based on block “miners” prioritising
contracts that are seen as profitable. A miner is a person using computing technologies,
such as the Antminer S9 mining hardware, to process blocks of transactions, such as
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Bitcoin transactions, and add the blocks to the blockchain (Hertig, 2017). Table 1
provides approximate gas costs, in 2020, for some operations (Wood, 2020).

Table 1: Prices of some operations in an Ethereum smart contract

Operation Gas

adding two numbers 3 gas
multiplying two numbers 5 gas
secure hash algorithm 3 (SHA3) operation 30 gas
cost per word of input for SHA3 operation 6 gas
storing one byte of non-zero transaction data 68 gas

3. Initial development and testing of Repudiation Chain
To conduct the initial development work on Repudiation Chain, we worked with
the aforementioned EVM smart contract tool provided by Ethereum. The metadata
components that needed to be stored were:
e an immutable representation of the URL-linked file;
e a timestamp that is separate from the one provided by Ethereum and is
expensive to alter, thus providing additional protection against alteration;
the URL in question; and

an association to the entity making use of the service.

More trustworthy timestamping

Several different kinds of attacks exist for Ethereum smart contracts. One is based
on an unmined block’s timestamp. If a smart contract uses a block’s timestamp, it is
possible for a miner who holds some incentive to manipulate the given contract’s
functionality to tamper with the timestamp for a block that the miner mines. This
vulnerability has been reduced to a few seconds, but it still presents a potential

weakness (Atzei, Bartoletti, & Cimoli, 2017).

Accordingly, since Repudiation Chain relies on a trusted timestamp, it was
determined that the native timestamp provided for each block by Ethereum was
inadequate. An alternative means of providing a trusted timestamp, or of providing a
fail-safe method to detect possible tampering, needed to be identified. To this end, we
designed Algorithm 1. Algorithm 1 provides a simple means of identifying whether
a list of timestamps deviates by more than some predetermined length of time in a
list of timestamps. The acceptable time deviation can be altered to conform to the
specifics of the required scenario. This determination of an acceptable time deviation
would need to be based on a consideration of the amount of time it takes to get a
timestamp, the size of the list of timestamps, whether getting a timestamp can be
parallelised (i.e., via multiple timeservers operating in a near-simultaneous fashion),
the amount of time it takes for a contract to be executed, the transaction fee, and the
source of the timestamps.
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Algorithm 1: Detect suspicious timestamp

function 1sSuspICIOUSTIMESTAMP (ListofTimestamps, TimeDeviation) : returns Boolean
Long averageTimestamp < Mean(ListofTimestamps))
for each timestamp in ListofTimestamps do
if ((timestamp + TimeDeviation) > averageTimestamp) or
((timestamp — Time Deviation) < averageTimestamp) then
return true
end if
end for
return false
end function

It Algorithm 1 returns a value of false, then the average timestamp of the list of
timestamps can be used in the smart contract. This provides an emergent, fail-
safe timestamp. This fail-safe timestamp indicates that the participants external
to the miner came to consensus regarding a time. Thus, this fail-safe can be used
in conjunction with the block’s timestamp, with any significant difference between
the two indicating that either the miner or the provider of the list of timestamps
tampered with the timestamps provided.

Algorithm 1 only provides a means of detecting whether a timestamp was tampered
with. To further obscure the possibility or risk of tampering, the list of timestamps
should be from multiple, geographically dispersed sources, i.e., to reduce the possibility
of collusion between possible timestamp providers. The derived average timestamp
should be presented to the smart contract only once it satisfies Algorithm 1. This
average timestamp is presented to the smart contract only when consensus is reached
on the client’s side. This results in the miner having a diminished window in which
to tamper, without being detected, with the block’s timestamp or the underlying
smart contract’s functionality. This process leads to the improvement of a smart
contract’s usefulness as a means of providing trusted timestamping. Examples of

possible sources for lists of timestamps include the NTP Pool Project and Google’s
Public NTP.

Ensuring secure hash algorithms and application

Repudiation Chain is designed to use hash functions to provided file identification
and integrity—as the hash value of any file can be used to identify that file, and any
changes made to that file will result in a change to the file’s hash value (Mackall,
2006).

Smart contracts on Ethereum should not be used to find multiple hash values, as
hashing is an expensive operation in Ethereum (Wood, 2014). An alternative to
using a smart contract to find the hash value of a file is to find the hash value on the
client’s side (i.e., on the side of the entity using Repudiation Chain). But finding
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the hash value of a large file can fail due to hardware limitations, as the entirety of a
large file cannot “fit” in the memory of the machine when calculating the hash value.
Algorithm 2 was designed to overcome this practical limitation by partitioning the
given file into a list of m-partitions, iterating over the list, and calculating the hash
value of the entire file in a linear manner. Algorithm 3 provides a generalisation of
Algorithm 2 for application to a list.

Algorithm 2: Naive file hash algorithm used by Repudiation Chain
function NaiveFiLEHAsH(File, HashFunction, BufferSize) : returns FileHash
FileHash HashValue
while (entire File not read) do
curBuf fer < File.readNextBuf fer(Buf ferSize)
HashValue < HashFunction(output + curBuf fer)
end while
return HashValue
end function

Algorithm 3: Data structure devised from Algorithm 2 for direct
comparison to Merkle trees
function HASHLINKEDCHAIN(Listofltems) : returns HashValue
HashValue current
for each Items in ListofItems do
current < Hash(current + Items)
end for
return current
end function

We conducted an ANOVA statistical comparison between Algorithm 3 and Merkle
trees (using a binary Merkle tree), whereby the null hypothesis was set as: zhe mean
performance of either algorithm is identical. This comparison was based on the time
required to generate a representation of files of varying lengths when using either
algorithm. Algorithm 3 was found to perform significantly more quickly than the
Merkle tree, at a p-value less than 0.00000001. (In lay terms, the p-value is the
probability of obtaining the observed results when the associated null hypothesis is
true, with accordingly smaller p-values being preferable (see Mendenhall & Sincich,
2012).) This difference in performance was likely due to Algorithm 3 calculating
roughly half as many hash values as a Merkle tree for the same file. Algorithm 3
does not have the same authentication path properties as a Merkle tree, but due to
Algorithm 3’s superior performance for the desired use case, it is the preferred means
of generating hash value representations of files. The sacrifice Algorithm 3 makes in
order to achieve greater speed than a Merkle tree is a loss of functionality that was
not needed by Repudiation Chain.
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4. Comparison between Repudiation Chain and Bitcoin’s Proof of Existence

To test Repudiation Chain, we compared its efficacy to that of Bitcoin’s Proof of
Existence non-repudiation service, which operates as a web application (Crosby,
Nachiappan, Pattanayak, Verma, & Kalyanaraman, 2016; Proof of Existence, n.d.).
Proof of Existence provides non-repudiation by storing the cryptographic hash of a
file as part of a transaction on Bitcoin’s blockchain, with each transaction having an
associated timestamp (Crosby et al., 2016). Users of Proof of Existence upload the
file they wish to non-repudiate and pay the associated fee of 0.00025 Bitcoins (BTC),
which, at the time of the finalisation of this article in June 2020, had a value of USD2.34
(based on an exchange rate, calculated via CoinMarketCap, of BTC1=USD?9,349.75
and ETC1=228.80 (CoinMarketCap, 2020)). Proof of Existence is a centralised web
DApp, unlike Repudiation Chain, which is a smart contract that interacts with a
client-side application. Unlike Proof of Existence, Repudiation Chain facilitates the
transfer of trust to the client’s hardware as opposed to a centralised third-party’s
hardware. The cost to use Proof of Existence is set at a flat flee, and this fee is larger
than the cost to store the appropriate information, with this disparity presumably
being necessary to pay for infrastructure costs and to maintain a profit. Repudiation
Chain does not share the same cost burdens and possible profit motivations.

In order to compare this USD2.34 cost to use Proof of Existence with the cost to use
Repudiation Chain, we derived a function that could be used to estimate the gas cost
of Repudiation Chain use, as follows:

For an adjusted R? value of 0.9997806 for a p-level less than 0.00001, the
gas cost to use the RC is given by: (695.81%,) +210598.31; where x, is the
length of the URL. The lower bound of a URLs length is 13 characters, the
mean is 35 characters and the upper bound is 425 (Ducut, Liu, & Fontelo,

2008).

Table 2 provides a summary of the expected costs associated with using Repudiation

Chain.

Table 2: Repudiation Chain gas cost estimates

URL Gas cost Gas price (Wei) Transaction fee USD value

length (Ether) (June 2020)
13 219643.84 4.92e+15 4.92¢-03 USD1.13
35 234951.66 5.26e+15 5.26e-03 USD1.20
425 506317.56 1.13e+16 1.13e-02 USD2.59
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Table 3 compares Repudiation Chain and Proof of Existence in terms of cost, how
files are received, information that is stored, and anonymity.

Table 3: Comparison between Repudiation Chain and Proof of Existence

Factors Repudiation Chain Proof of Existence

Dependent on length of Flat fee of BT'C0.00025
Cost of service URL (see Table 2)

Approximate cost to USD1.13 - USD2.59 USD1.97
add non-repudiated
representation of a file

How files are received Download Upload

Information stored two distinct and timestamp
independent timestamps hash of file

hash of file

hash of cargo
address of the adder
URL of file
Anonymity Derived from Ethereum’s Derived from Bitcoin’s,
and device’s anonymity browser’s and device’s

anonymity

As seen in Table 3, our proposed Repudiation Chain was found to provide more
functionality and information storage than Proof of Existence, and to be cheaper to

use for many URL lengths.

5. Directions for further testing and development of Repudiation Chain

The next key step will be extensive testing of the functionality and scalability of
Repudiation Chain and its underlying system on the main Ethereum network.
Additionally, there are several possible additional elements of development.
Repudiation Chain could utilise available processing cores more effectively through
the parallelisation of Algorithms 1 and 2 for timestamping and hash representation,
potentially resulting in shorter allowed time deviations. Repudiation Chain could
also be redesigned to incorporate a “token” or alt-currency system, which would allow
for donation of funds (through a publicly accessible wallet) in support of Repudiation
Chain’s functioning, thus extending its democratisation. Such functionality would,
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however, likely require investigation of cost-effective spam-filtering.

The functionality of Repudiation Chain could also be extended to provide additional
front-end options for users, in the form of a web application or an application for
smartphone devices (e.g., DApp, which would be very similar to a standard mobile
application, but with some important computations and storage functionality
handled by the Ethereum blockchain). Moreover, additional layers of anonymity
could also be explored, in order to further protect the interests and privacy of users.
This might include devising a means of “laundering” transactions between Ethereum
smart contracts and Repudiation Chain, i.e., by obfuscating the origins of a given
transaction or interaction. Consideration could also be given to the addition of
a means to manipulate the speed at which information is stored by Repudiation
Chain—e.g., by allowing users to define the gas price relative to the current market,
thus improving the user experience.
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