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Abstract

The term decentralised as a description of the architecture, operation, and gover-
nance of permissionless blockchain systems has become ubiquitous. However, in
these contexts, the term decentralised has no clear definition. Blockchain ecosystems
are complex, and thus it is essential to address confusion among stakeholders about
their nature and promote understanding of the intentions and consequences of their
implementation. This article offers a theoretical definition of the term decentralised in
the context of permissionless blockchain systems. It is proposed that five inextricable
and interconnected aspects are required, at a minimum, to warrant a claim that a per-
missionless blockchain system is decentralised. These aspects are disintermediation,
a peer-to-peer network, a distributed blockchain data structure, algorithmic trust,
and open-source principles. The relationship between the five aspects is discussed,
and it is argued that decentralisation is not binary but exists on a spectrum. Any vari-
ation in one or more aspects may impact the system’s decentralised nature as a whole.
The researchers identify areas where further investigation in this field is required and
propose instances where the knowledge garnered may be used.
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1. Introduction

When the term decentralised is used to refer to a permissionless blockchain system,
the term tends to lack precision with respect to its meaning and the aspects of the
system it is being used to refer to (Walch, 2019, p. 40). Many terms are used to
describe technologies built on so-called decentralised blockchains. The terms decen-
tralised consensus systems, decentralised applications, decentralised digital curren-
cies, cryptocurrencies, altcoins, meta coins, smart contracts, distributed applications,
distributed autonomous organisations, and distributed autonomous companies are
routinely used throughout the literature (Glaser & Bezzenberger, 2015). Some au-
thors simply refer to blockchain or blockchain technology (Holotescu, 2018). It may
be that within the computer science community, the term decentralised blockchain is
generally understood. However, one would be hard-pressed to find a clear theoretical
definition for it. The vagueness represents a potential problem for any stakeholder
needing to engage with the technology on some level.

This study provides a proposed clear theoretical definition of the term decentralised
in the context of a permissionless blockchain system. In establishing and setting out
the definition, this study seeks to make an important contribution to stakeholders
engaging with blockchain by inserting critical, theoretically founded analysis into the
subject’s discourse.

What is a theoretical def inition, and why is it important?

The conclusion Walch (2019) draws is that in law, the term decentralised already
represents a legal standard that has implications for regulators and business, and its
current lack of proper definition may result in misleading conclusions being drawn
from it. This is exacerbated by the fact that regulators and managers have to deal with
many different types of business models that are being established using blockchain
systems (Stabile et al., 2020). Whether the underlying blockchain system is cen-
tralised or decentralised is fundamental to the type of business model and, therefore,
its regulatory environment.
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Notwithstanding its vagueness, the term decentralised found its way into regulators’
language from early on, as this description by the US Department of the Treasury
Financial Crimes Enforcement Network (FinCEN) shows:

c. De-Centralized Virtual Currencies

A final type of convertible virtual currency activity involves a de-central-
ized convertible virtual currency (1) that has no central repository and no
single administrator, and (2) that persons may obtain by their own comput-

ing or manufacturing effort. (FinCEN, 2013, p. 5)
And the practice is still ongoing, as is evident in this more recent US government statement:

The vast majority of cryptocurrencies are decentralized, as they lack a cen-
tral administrator to issue currency and maintain payment ledgers—in oth-

er words, there is no central bank. (US Department of Justice, 2020, p. 3)

In the first example above, the term decentralised is contained in the definition of
the system (decentralised virtual currency), while the second example explains what
a decentralised cryptocurrency lacks, not what it contains. A theoretical definition
must go beyond a superficial description. In addition to specifying what is required
in a decentralised blockchain system, this study also answers the Aow, when and why
questions that apply to theories in general (Bacharach, 1989). Specifically, in the con-
text of permissionless blockchain systems, this study answers the following questions:

e What are the aspects (constituent stakeholders and components) of
decentralisation in a decentralised blockchain system?
How do these aspects combine and interact to achieve decentralisation?
When (and to what end) do the stakeholders and components need to
arrange themselves in a manner that delivers decentralisation?

e  Why is each aspect necessary? In other words, why can decentralisations not
exist without the presence of each aspect?

It is important to note that the end-product is not merely a list of constituent ele-
ments and their individual roles, but is more importantly also an explanation of the
interactions and causal relationships between these phenomena.

Structure of the article

This article starts with a description of blockchain systems, their components, and
their purpose, before defining what a permissionless blockchain system is and the
environment in which it operates. The terminology and environment make up the
boundary assumptions within which the theoretical definition of decentralised will
be positioned. Specifically, the definition of decentralised is bounded by the key con-
straint of a permissionless blockchain system, as permissioned blockchain systems are
specifically no# decentralised (Vukolic, 2017). In the results, we propose a proper, the-
oretically founded, technical definition of the term decentralised in the context of
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permissionless blockchain systems. The article concludes with a discussion of the
results and concluding remarks.

2. Background

In the literature, some authors refer to blockchain as a data structure, an ordered
list of blocks, where each block contains a list of transactions, and where blocks
are cryptographically linked to provide a tamper-proof historical transaction record
(Nofer et al., 2017; Xu et al., 2017). The idea of a blockchain as a distributed ledger
of transactions (therefore a data structure) is echoed by multiple researchers (Mulir,
2018; Rizun et al., 2015; Zheng et al., 2017). Other authors describe a blockchain as
a combination of technologies such as distributed ledgers, cryptography, and consen-
sus mechanisms that allow untrusted parties to agree on the state of transaction data
that is decentralised — therefore, a system (Glaser & Bezzenberger, 2015; Saad et al.,
2019; Tasca & Tessone, 2019).

To avoid ambiguity, in this study, the term blockchain explicitly means a distributed
ledger that conforms to a cryptographically linked data structure that serves as a
transaction record and makes up one component of a blockchain system. The data
structure characteristics are specifically designed to enable parties to agree on the
transaction record without having to trust one another. Furthermore, this study
defines a blockchain system as a combination of stakeholders and technologies that
produce, consume, or interact with required services, or are enabled by the use of a
blockchain data structure. While permissionless blockchain systems may differ in
their intended application and architecture, they all share essential objectives (Be-

zuidenhout et al., 2020).

Purpose of a blockchain system

A blockchain’s purpose is to record transactions (which may include smart contract
programs) that are immutable and cannot be repudiated, and that are secure, trans-
parent and accessible (Tasca & Tessone, 2019; Xu et al., 2017). These terms (related
to the nature of the blockchain data structure) are defined in the following way:

e Immutable refers to the principle that a recorded transaction cannot be altered
or, more accurately, can eventually not be altered (Tasca & Tessone, 2019).

e Non-repudiation means that since a transaction cannot be altered, it can also
not be undone or “taken back” (Xu et al., 2017). Immutability and non-
repudiation are achieved by embedding cryptographic hash pointers into the
blockchain to construct a tamper-proof log of transactions (Narayanan et
al., 2016).

e  Securityin permissionless blockchain systems pivots on a trifecta of techniques
that protect the ownership of data, the integrity of the blockchain, and the
system’s redundancy as a whole. First, data ownership security is established
through public-key cryptography by allowing only the rightful owner of a
private key to transact with their own data on the blockchain (Tschorsch &
Scheuermann, 2016). Second, the blockchain itself consists of a sequential
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series of blocks, each linked by a cryptographic hash pointer to the previous
block to produce a tamper-evident log of transactions. This ensures the
integrity of the blockchain (Narayanan et al., 2016). Third, a centralised
system controlled by a single authority carries the risk of single-point failure
(Atzori, 2017). By doing away with a centralised or root authority and by
distributing copies of the blockchain across many peers on a peer-to-peer
network, a permissionless blockchain uses redundancy to mitigate this type
of risk.

o  Transparency refers to the fact that all the blockchain transactions are
open and, therefore, auditable by all the system’s participants. In the case
of permissionless blockchain systems, this means anyone with an internet
connection (Tasca & Tessone, 2019).

o  Acwcessibility is narrowly coupled with the idea of transparency, meaning
all participants in a permissionless blockchain system have equal rights to
transact on and manipulate the blockchain (Xu et al., 2017). For clarification,
note that there is a juxtaposition between accessibility and security here.
Accessibility implies the ability to inspect the blockchain, including all the
transactions on it. This may include inspecting the data (for auditability
purposes) of other participants. Accessibility also means that there is no
restriction on participants to transact on the system, but transactions by
participants are limited to their own data. Accessibility does not extend to
the point where data ownership security is compromised.

In a permissionless blockchain system (see section 2), the definition of decentralised
becomes critical. This is because it must remain true to its purpose while being de-
centralised and must therefore operate in the absence of a central trusted authority.

Permissionless blockchain systems and their environment

This study focuses on permissionless, i.e., public, blockchain systems. As a starting
point, the emphasis is placed on the distinction between distributed and decen-
tralised system architectures as described by Troncoso et al. (2017, p. 208). Note that
these definitions are aimed at information systems in general and not blockchain
systems specifically:

Distributed system: A system with multiple components that have their
behaviour co-ordinated via message passing. These components are usually
spatially separated and communicate using a network, and may be man-

aged by a single root of trust or authority. (Danezis & Halpin, 2017, p. 208)

Decentralized system: A distributed system in which multiple authorities
control different components, and no single authority is fully trusted by all

others. (Danezis & Halpin, 2017, p. 208)
These two definitions show clearly that while all decentralised systems are distribut-

ed, not all distributed systems are decentralised. Permissionless blockchain systems do
not restrict participation. Anyone can join or leave the system at will. They function
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on a peer-to-peer basis, without a central authority and require a decentralised con-
sensus mechanism for participants to reach an agreement on a single correct state
of the blockchain (Glaser & Bezzenberger, 2015; Tasca & Tessone, 2019; Zheng
et al., 2017). These are the only type of blockchain systems where the definition of
decentralised may be applicable because permissionless blockchain systems are dis-
tributed systems where different components are controlled by multiple authorities.
In contrast, permissioned (private) blockchain systems are systems where only certain
entities are allowed access to the blockchain. Although they are also distributed sys-
tems, access is controlled by a central authority, and these types of blockchain systems
are not decentralised (Deshpande et al, 2017). The definition of decentralised has no
meaning in the context of permissioned blockchain systems.

Layers in a blockchain system

Three layers of entities or components in permissionless blockchain systems make up
the blockchain environment. These are the external layer, the primary layer, and the
secondary layer, as depicted in Figure 1.

Figure 1: Layers in a blockchain system

* Users
eDevelopers \
*Regulators
eExchanges

y External layer

e Peer-to-peer network

Primary layer * Blockchain
¢ Consensus mechanism

* Smart contracts
* Distributed applcations
* Regulators
* Exchanges

Secondary layer

First is the layer that constitutes its mechanical operation. It consists of the block-
chain, peer-to-peer network, and the consensus mechanism (Narayanan et al., 2016;

Zheng et al., 2017). This will be referred to as the primary layer.
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A second layer of more sophisticated applications can be built on top of the basic
blockchain implementation through smart contracts. The meaning of the term smar¢
contract is extremely broad. However, it allows for a range of automated, dynamic
applications to operate independently, using the primary layer’s services (Glaser &
Bezzenberger, 2015). These applications will be referred to as the secondary layer. It
is important to note that the interaction with the secondary layer applications occurs
by initiating a transaction (containing the smart contract code to be executed) on the
primary layer. For example, Ethereum (Buterin, 2013) allows users to pre-program
transactions by submitting software code inside a transaction that executes auto-
matically under certain conditions. These transactions do not require any additional
action by the users who created them.

Blockchain systems do not suddenly spring into being and then exist in isolation;
they are embedded within society at large. They are created and maintained by some
entity or entities to fulfil a useful function to a community of consumers or users.
These entities include:

e Developers that develop and maintain software related to both the primary
and secondary layers of many blockchain systems (Bitcoin.org, n.d.;
Cardanofoundation.org, 2020; Ethereum.org, n.d.). These may be not-for-
profit communities or business entities that operate for profit (Glaser &
Bezzenberger, 2015).

e Users who transact with the blockchain system, either directly with the
primary layer or indirectly with the secondary layer. These may be individuals,
organisations, or systems (including IoT devices). Users may also transact
through intermediaries such as brokers or exchanges, which, in turn, can be
viewed as users, organisations, or systems.

e Regulatory authorities that may scrutinise blockchain systems from time to

time (Tasca & Tessone, 2019).

The entities above are examples of external stakeholders that make up an exzernal
layer, comprising all the parties that interact with or provide support to the block-
chain system’s primary or secondary layers.

The secondary layer is embedded in the primary layer and cannot exist without it.
Furthermore, the external layer does not interact directly with the secondary layer but
does so through the primary layer. Similarly, the primary layer does not exist without
the requirement for, consumption of, and development by the external layer. Within
the context provided in the preceding discussions—focusing on the distinction be-
tween the terms blockchain and blockchain system, the purpose of a blockchain system,
and the definition of a permissionless blockchain system and its constituent /ayers (envi-
ronment)—it is possible to define the term decentralised.
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3. Methodology

This study investigated literature in the blockchain domain to classify the aspects
that authors associated with the decentralised nature of blockchain systems. The
purpose was neither to be exhaustive nor comparative, and to extract the meaning
of the term decentralised as used by authors in information science in the context
of the permissionless blockchain environment. Works that dealt with the theory of
blockchain systems in general in the preceding five years (since 2016) were selected.
Only peer-reviewed material was included, specifically journal articles and confer-
ence papers. The primary search was conducted through the internet search services
of Academia, ResearchGate, Semantic Scholar, and SSRN. A secondary search was
done by looking for appropriate material referenced in articles and papers that passed
this selection process.

Each item identified in the literature was studied to determine which aspects the au-
thor(s) ascribed to the term decentralised in the context of a permissionless blockchain
system. In some of the material set aside for further analysis, the authors’ treatment
of the term decentralised was too vague to warrant including it in the study. Eventu-
ally, of the 89 articles and papers identified for detailed scrutiny, 46 (see Appendix)
were included in the results. At this point, we concluded that it was unlikely that
additional interpretations of the term decentralised were forthcoming by including
more material, and that the disqualified material up to that point did not include any
information that was not present in the final 46 articles and papers.

4. Analysis from the review of existing literature

Throughout the 46 items investigated, it was found that the term decentralised could
be associated with five aspects that apply to permissionless blockchain systems.
These aspects, identified from the literature, were disintermediation, a distributed
blockchain, peer-to-peer network, algorithmic trust, and open-source principles.
They represent philosophical ideas (disintermediation and open-source principles),
physical components (peer-to-peer network), and software implementations (dis-
tributed blockchain and algorithmic trust) which form the basis of the theoretical
definition of decentralised in a permissionless blockchain system. Table 1 lists the five
aspects of decentralisation against the author numbers in the Appendix.
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Table 1: Aspects of decentralisation identified from the literature

Aspect Of, . Author number in Appendix Count
decentralisation
1,2,3,4,14,15,16,18,19, 20, 21,22, 23,27, 28, 29,
Disintermediation | 30, 31,32, 33,34, 35,36, 38,39, 40, 41,42, 43,44, 45, 32
46
Distributed 1,3,4,5,6,9,10,11,13,14,16,17,18,21, 22,23, 24,
. 25,26,27,28,29,30,31,33,36,37,39, 40,41, 42, 43, 35
blockchain
44,45
Peer-to-peer 4,5,9,16,17,18,24,25,27,29, 30, 33, 36, 39, 41, 43, 17
network 44
1,3,4,5,6,7,8,11,13,14,16,17,18, 19, 20, 24, 25,
Algorithmic trust | 26,27,28,30,31, 33,34, 36,38, 39,40, 41, 42, 44, 45, 33
46
Open-source 5,12, 20,28, 41 5
principles

The study did not assign any weight to the number of times an aspect presented in
the literature (“Count” column in Table 1). This was done for two reasons. First, the
literature reviewed did not aim to define the term decentralisation but assumed that
decentralisation was a valid descriptor of a blockchain system because one or more of
the specific aspects were present. Second, as will be shown in the results (section 5),
no aspect is more important than the other; all are required in a decentralised block-
chain system. Each of these aspects is now discussed in detail to provide the context
of how they were represented in the reviewed literature.

Disintermediation

Disintermediation is a philosophical idea that was central to Nakamoto’s introduc-
tion of Bitcoin. He posited a system of electronic payments where individuals could
transact without the mediation of a central institution (Nakamoto, 2008). The idea of
disintermediation, which refers to the absence of a central authority in a blockchain
system, whether the transactions are meant to be of a monetary nature or not, is an
assertion that comes across often in the literature. Some authors refer to a blockchain
system being decentralised because of the lack of central authority within the peer-
to-peer network directly, while others refer more indirectly to the absence of a central
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point of trust or authority. Hackius and Petersen (2017, p. 5) called it “without rely-
ing on a central authority or centralised infrastructure establishing trust”, while Lin
and Liao (2017, p. 653) state that “blockchain doesn’t have to rely on a centralized
node”. This philosophical flavour can border on political ideology, as noted by Atzori
(2017, p. 46): “the advocates of decentralization tend to have in common the same
dissociative attitude towards centralized institutions and the State in particular”. In
this study, the researchers opted for the term “disintermediation” used by Holotescu
(2018, p. 276) to describe the spectrum of phrases ranging from “not having to rely
on a central node” to “dissociative attitude towards centralized institutions” as the
term summarises all of the above ideas into a single word.

Disintermediation means that any party that aims to participate in the blockchain
system’s primary layer (for instance, join the peer-to-peer network, submit a trans-
action, or attempt to extend the blockchain) can do so without the permission of
any other party. Furthermore, any party that participates in the primary layer of the
blockchain system may send data to, or receive data from, any other party. This can
be done by contacting that party directly or through an intermediary, and if it does so
through an intermediary (another node or series of nodes on the network), the party
can expect that the data will be transmitted without any interference or changes
whatsoever. This includes any undue delay in transmission. We argue that, as part
of a theoretical definition, disintermediation can be interpreted as a software policy,
loose standing from the motivations, political or otherwise, of any party that engages
with the blockchain system.

Distributed blockchain

The most common reference regarding the nature of the blockchain data structure
among authors reviewed includes the notion of a ledger, transaction ledger, or transac-
tion record, distributed or shared among the nodes of the peer-to-peer network. For
example: “At the heart of these systems is a shared ledger that reliably records a se-
quence of transactions” (Chen & Micali, 2017, p. 1); “Every different user constitutes
a network node and maintains a copy of the ledger” (Konstantinidis et al., 2018, p.
384); and “The information about every transaction ever completed in Blockchain
is shared and available to all nodes” (Limata, 2019, p. 5). Other authors used the
term distributed database, for instance: “A blockchain is a distributed ledger database”
(Manski, 2017, p. 512), and “a distributed database of records” (Perwej et al., 2019,
p. 82).

All these terms refer to the cryptographically linked, tamper-proof blockchain data
structure identified in section 2. In the context of decentralisation in permissionless
blockchain systems, the blockchain has no central custodian and is duplicated on
many peers (but it need not be duplicated on all) on the peer-to-peer network.
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Peer-to-peer network

A peer-to-peer network refers to the well-known network topology where no cen-
tral node controls access to or data flow within a network (Schoder et al., 2005;
Schollmeier, 2001). Logically it makes sense to argue that a peer-to-peer network is
the only network topology that enables disintermediation because, if the network is
hierarchical, the ability for stakeholders to interact with the network or transmit or
receive data on the network will not meet the standard set for disintermediation (see
above).

In the literature reviewed, the purpose of the peer-to-peer network was named in
relation to the storage of copies of the blockchain (Boudguiga et al., 2017; Labazova,
2019), the verification of transactions, the recording of transactions, and the verifi-
cation of the validity of the blockchain (Atzori, 2017; Nawari & Ravindran, 2019).
We add to these functions the provision of disintermediated communication (data
exchange) between stakeholders and components.

Algorithmic trust

Disintermediation requires a transparent method whereby parties can agree that ad-
ditions to the blockchain are valid. This mechanism is called a consensus algorithm
(Tschorsch & Scheuermann, 2016; Zheng et al., 2017) and constitutes a distributed
protocol (Blocki & Zhou, 2016; Cachin & Vukolic, 2017) to deliver community
trust (Aste et al., 2017). Many terms exist to summarise how participants in a per-
missionless blockchain system eventually agree on a single correct blockchain (trans-
action history) and verify that the blockchain has not been tampered with. In the
reviewed literature, these descriptions included mostly references to cryptography,
proof-based consensus, and trust by computation. The consensus process in a per-
missionless blockchain system aims to select the node that is allowed to add a block
of transactions to the blockchain at random (Glaser, 2017). Essentially, the commu-
nity of participants in a blockchain system accept a set of digital governance rules or

“cryptolaw” (Rueda et al., 2020, p. 182), which will govern the system.

For this study and in the context of permissionless blockchain systems, we define
algorithmic trust as a set of rules that disintermediated stakeholders share to manage
the blockchain’s extension and security. Logically these rules must be consistent (the
same for all stakeholders), transparent (the details of how they work must be known
to all stakeholders), and rigid (not changeable at the whim of any minority). However,
algorithmic trust extends beyond the computational processes verifying and adding
transactions or transaction blocks to the blockchain; the consistency, transparency,
and rigidity requirements also apply to the communication protocols of the peer-to-
peer network because these play a critical role in the disintermediation process.
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Open-source principles

The meaning of open-source development (Glaser & Bezzenberger, 2015), open-
source system (Lin & Liao, 2017), and developers operating on open-source princi-
ples (Tasca & Tessone, 2019) is more difficult to pin down into a single definition.
Arguments will be presented in the discussion that the source code of the system
must be open-source. This includes all modules that control communication, secu-
rity, verification, and consensus. However, it goes beyond software. The entire de-
cision-making structure of the developer community must be transparent. On the
other hand, to demand that the decision-making structure must be open for partici-
pation by every stakeholder that wishes to do so seems more idealistic than practical.

5. Results

Armed with the five aspects of decentralisation, namely disintermediation, a distrib-
uted blockchain, a peer-to-peer network, algorithmic trust, and open-source prin-
ciples identified from the literature (see section 4), it is now possible to construct a
theoretical definition of the term decentralised or decentralisation, in the context of
permissionless blockchain systems.

Decentralisation defined

The aspects of decentralisation are inextricable, and decentralisation cannot exist if
any one aspect is lacking. However, a theoretical definition must explain not only
which aspects are required, but also when and why each aspect is required and how
it contributes to decentralisation. Figure 2 shows the interrelationships between the
aspects of decentralisation and how these aspects support the purpose of a decen-
tralised blockchain system.

The primary driver of the decentralisation process is the aspect of disintermediation
at the top centre of Figure 2. The requirement that the blockchain system must be
permissionless (by definition) is the reason why disintermediation is needed. Any
party must be allowed to participate in the blockchain system without the permission
of any other party. In practice, it means that the blockchain must, in the first instance,
be available to anyone or any system that may want to use it for any purpose it may
see fit — because no permission is needed. Secondly, disintermediation also means
that any party can send valid data to any number of the nodes on the peer-to-peer
network with the expectation that it will be propagated across the whole network and
be accepted as part of the blockchain. Valid data refers to a transaction, a new addi-
tion to the blockchain, or any other data that may form part of the system’s operation.
The processing of any valid data by any source must be indistinguishable from any
other valid data from any other source. In other words, disintermediation gives rise
to a software policy of data and source equivalence. Disintermediation supports the
permissionless blockchain system’s purpose of transparency and access.

12 The African Journal of Information and Communication (AJIC)



Defining Decentralisation in Permissionless Blockchain Systems

Figure 2: Interrelationships between the aspects of decentralisation and how they support
the purpose of a decentralised blockchain system

Aspect of decentralisation Purpose
) T Transparency
Disintermediation Supports---» Accessibilty
Requires
Peer-to-peer network Supports---» Accessibility
Requires Enabl
transparency nables
Immutability
Necessitates Distributed blockchain data structure ——Supports—»{  Non-repudiation
Security
Secures
Immutability
P O Non-repudiation
Algorithmic trust Supports---»| Accessibilty
Security
Provides
transparency
Open-source principles Supports—»{  Transparency

Disintermediation creates the requirement for a peer-to-peer network—the second
aspect of decentralisation in Figure 2. A peer-to-peer network requires no central au-
thority to grant or deny access to any would-be participant. Peers on the network do
not screen data in any way except for checking its validity according to the consensus
rules of the system. It allows for the unencumbered flow of data between all the
stakeholders in the system. The peer-to-peer network supports the permissionless
blockchain system’s purpose of accessibility.

A peer-to-peer network enables a distributed blockchain environment—the third
aspect of decentralisation in Figure 2. The distributed blockchain ensures that the
transaction data has no single custodian. A distributed blockchain contributes to-
wards the blockchain system’s purpose of security by providing redundancy of the
blockchain and operational nodes. Since the blockchain is also a tamper-proof log
of transactions, it also supports the purposes of immutability and non-repudiation.

The requirement for algorithmic trust is a consequence of disintermediation (the
fourth aspect of decentralisation in Figure 2) and the peer-to-peer network. Since
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no central authority exists in a permissionless blockchain system to serve as an au-
thoritative source of truth concerning which information is to be trusted or not, it
requires a mechanism for algorithmic trust. Algorithmic trust is the implementation
of the software policy of data and source equivalence, the security protocols, and the
communication protocols of the system (section 4). It provides both the mechanism
for constructing valid data to be transmitted on the peer-to-peer network and the
mechanism whereby all participants can verify the validity of data received. Algo-
rithmic trust ensures accessibility through data and source equivalence, immutability
through accessibility, and non-repudiation and security through data validation of
transactions, new transaction blocks, and the blockchain.

In practice, algorithmic trust is the result of software programs that are executed by
participants in the blockchain system. The programs may construct and broadcast
new transactions to the peer-to-peer network, they may verify transactions and at-
tempt to construct new blocks of transactions to add to the blockchain, they may
broadcast new transaction blocks or new versions of the blockchain to the peer-to-
peer network, or they may validate newly received transaction blocks or blockchain
versions. In section 4, we argued that three requirements must apply to the rules that
these software programs follow. The rules must be consistent (the same for all stake-
holders), transparent (the details of how they work must be known to all stakehold-
ers), and rigid (not changeable at the whim of any minority). These requirements
necessitate that all stakeholders have access to the details of how algorithms are
implemented in the code, and the permissionless blockchain system must therefore
operate on open-source principles — the fifth aspect of decentralisation in Figure 2.
Open-source principles ensure the transparency that is required by disintermediated
parties to function in an environment of algorithmic trust. It is the pivotal aspect
that allows permissionless blockchain systems to fulfil their purpose of transparency.
Section 6 will explain, however, that this is the most precarious aspect of the decen-
tralisation of a permissionless blockchain system.

Our definition of decentralisation in a permissionless blockchain system can be sum-
marised as follows:

When a distributed blockchain data structure is implemented between dis-
intermediated parties, it provides the basis for a decentralised blockchain sys-
tem. This creates the logical requirement for a peer-to-peer network topology
that serves to transmit data between parties and store the blockchain in a
distributed manner. Since no central authority exists in this system to serve as
an authoritative source of truth concerning which information is to be trusted
or not, it requires a mechanism for algorithmic trust. This algorithmic trust
mechanism must be auditable by any stakeholder in the system and must,
therefore, operate on open-source principles. These five aspects are a mini-
mum requirement to define a decentralised, permissionless blockchain system.
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5. Discussion

As the results have shown, the aspects of decentralisation are inextricable and thus
cannot be viewed in isolation. If all five aspects of decentralisation are present, one
may ask if it is enough to define the blockchain system as decentralised. The answer
is no. One must consider the presence of the five aspects and their individual nature,
which may be much more nuanced. For example, many consensus algorithms have
been proposed for blockchain systems that operate between disintermediated parties.
Two of the most prevalent are proof-of-work and proof-of-stake, which are both
probabilistic. They aim to give all participants a random chance of adding a new
block of transactions to the blockchain. However, this random chance does not mean
equally probable for all participants; in fact, there may be significant discrepancies
that give some parties a larger chance of proposing a block than others (Nguyen &
Kim, 2018).

In the case of Bitcoin (using proof-of-work), it is generally accepted that when 51%
of the computing power in the network is centralised, then the consensus mechanism
loses its decentralised nature (Eyal & Sirer, 2014). Eyal and Sirer (2014) have, how-
ever, shown that even at concentrations as low as 25%, consensus can be manipulated
to some extent in favour of some stakeholders. It shows that decentralisation is not a
binary aspect (it exists on a spectrum (Walch, 2019)), and for any stakeholder to eval-
uate the decentralisation of algorithmic trust, the software needs to be open-source
(so that its exact mechanics can be interrogated, as Eyal and Sirer (2014) have done).

Similarly, Di Bella et al. (2013, p. 21) have shown that evidence exists to indicate that
a small core (concentrated group) of developers take the most important decisions
about the ‘architecture and evolution” of open-source software projects. This type of
centralised behaviour has many examples within the developer communities of Bit-
coin and other blockchain systems. Gervais et al. (2014) and Walch (2019) warn that,
despite the presence of open-source principles, the algorithmic trust mechanisms
of both Bitcoin and Ethereum have been altered through the decisions taken by a
small group of developers and miners. On the other hand, practical considerations
regarding the maintenance of complex software systems preclude consultation with
every stakeholder.

6. Conclusion

The introduction to this article identified the confusing nature of the term decen-
tralised in blockchain literature and made the case for a proper definition of the term.
A review of a large body of recent blockchain literature has identified five aspects
(disintermediation, distributed blockchain, peer-to-peer network, algorithmic trust,
and open-source principles) that are required for a permissionless blockchain system
to be defined as decentralised. Table 1 shows that while many authors have some of
these aspects in mind, very few refer to all of them in unison when claiming decen-
tralisation. The confusion seems to arise from this incomplete description that is of-
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ten used by authors. Perhaps the term is so ubiquitous that not much thought is given
as to the details of its meaning. This study addresses the shortcoming by providing
authors with a set of five aspects to consider when they refer to a permissionless
blockchain system as decentralised, and therefore it contributes to the understanding
of blockchain technology. The study goes further by describing the interrelationships
between these aspects, acknowledging that the aspects are not of an entirely fixed
nature and must be evaluated against the real-world practicalities that are faced by
all complex systems.

This article represents an opening statement, a foundation on which arguments that
seek to answer many unanswered questions about the implications of decentralisa-
tion and its building blocks may be built. Especially in the fields of blockchain gov-
ernance and regulation, there remains much work to be done in the interpretation
of these aspects and how they affect the legal standing of permissionless blockchain
systems. It is also important to the ongoing search for better blockchain technology,
such as data structures, cross-chain functionality, and consensus algorithms. Consid-
eration should be given to the implications of these technological advances for the
decentralised nature of the blockchain system.

We stopped short of investigating or making claims about the nature of decentralisa-
tion in the secondary layer of blockchain systems. This is an important shortcoming
that must be addressed in future research efforts. Finally, while it was not the purpose
of this article, the definition may also serve as a basis for refuting false claims about
decentralisation in a blockchain system that is in fact not decentralised.
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