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Regulatory Imperatives for the Future of SADC’s “Digital Complexity 
Ecosystem” 1

Lucienne Abrahams
Senior Lecturer and Director, LINK Centre, University of the Witwatersrand (Wits), 
Johannesburg

Abstract
This article uses a “digital complexity ecosystem” framing to delineate the challenges 
facing  regulation of the digital economy in  the Southern African Development 
Community (SADC) region. The digital complexity ecosystem approach, grounded 
in the field of complexity science – and in particular the study of complex adaptive 
systems (CASs) – is used to illuminate the sources of uncertainty, unpredictability 
and discontinuity currently present in the SADC digital sphere.  Drawing on 
examples from three regulatory areas, namely mobile financial services, Internet of 
Things (IoT) network and services markets, and e-health services, the article argues 
that SADC regulatory bodies will themselves need to adopt highly adaptive, non-
linear approaches if they are to successfully regulate activities in the digital ecosystem 
moving forward. Based on the findings, recommendations are made on SADC 
regional regulatory agendas and, at national levels, matters of concurrent jurisdiction.

Keywords
complexity science, complex adaptive systems (CAS), digital economy, digital 
complexity ecosystem, Southern African Development Community (SADC), 
electronic communications regulation, economic regulation, social regulation, 
concurrent regulatory jurisdiction, mobile financial services, Internet of Things (IoT), 
e-health
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1 This article evolved from two conferences papers: (i) a keynote paper delivered at CyberAbuja 2015, the IEEE 
International Conference on Cyberspace Governance: The Imperative for National and Economic Security, Abuja, 
4-7 November 2015 (Abrahams, 2015); and (ii) an unpublished conference paper delivered at the ACER Conference, 
Livingstone, Zambia, 10-11 March 2016 (Abrahams, 2016).
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1. Introduction: The “digital complexity ecosystem” and the SADC region
In the next decade, as the Southern African Development Community (SADC) 
region shifts to Internet-based life, it will encounter high levels of complexity 
in economic, social and institutional systems, requiring regulators to anticipate 
disruptive change and frame regulation for a “digital complexity ecosystem”. In this 
article, the term complexity is used to refer to the uncertainty, unpredictability and 
discontinuity arising from the interconnectedness of global economic reforms with 
innovation in digitally-supported communications and transactions, leading to the 
generation of complex, adaptive forms of digital commerce and digital government. 
While this article focuses on regulation, it is acknowledged that there is a wider 
enabling environment acting on and stimulating this ecosystem. These additional 
enablers include (i) investment appetite and returns with respect to mobilisation of 
network infrastructures and related services; (ii) digital skills and other innovation 
factors; and (iii) factors pertaining to the business of each of the major economic 
sectors, namely the resource-based primary sector, the manufacturing/construction/
energy secondary sector, the services-based tertiary sector, and the knowledge-based 
quaternary sector. Investigating these additional enablers is beyond the scope of this 
article, but they must be understood as contributing factors to the complex digital 
transformations taking place.

This introductory section of the article positions the digital economy as a complex 
adaptive ecosystem, and establishes the need for SADC regulators to respond in a 
correspondingly complex, adaptive manner. The next section sets out the regulatory 
dimensions of the digital complexity ecosystem, followed by a section providing an 
overview of the emerging digital economy in the SADC region. Then, in its core 
section (Section 4), the article sets out the regulatory imperatives for advancement 
of the digital complexity ecosystem in the SADC region in respect of the following 
issues related to digital services access and selected forms of usage: (1) mobile 
financial services, (2) Internet of Things (IoT) network and services markets, and (3) 
e-health services. These are all service sectors characterised by elements common to 
complex adaptive systems, thus producing regulatory uncertainty and discontinuity, 
emerging from the fact that the choices of whether or not to regulate, and how to 
regulate, relate more to the balancing of innovation effects (positive and negative), 
and the re-interpretation of rationales for economic and social regulation, than to 
utilising existing theoretical foundations for regulation. Furthermore, regulation for 
cross-sectoral digital transformation engenders contributions from a large number 
of regulators, not only from electronic communications sector and competition 
regulators. The article then offers an analysis relevant to SADC regulators, followed 
by concluding remarks.

The digital complexity ecosystem
The digital complexity ecosystem framework I formulate and apply in this article, 
following some initial thoughts on the subject (Abrahams, 2015;  2016), borrows 

from the field of complexity science. Complexity science is interdisciplinary, and 
explores the broad terrain (Anderson, 1999; Schneider & Somers, 2006) and 
application (Akgün, Keskin & Byrne, 2014) of complex adaptive systems (CASs), 
using a variety of concepts, theories and methodologies for studying such systems 
(see, for example, Gates (2016), who uses the combined term “systems thinking 
and complexity science” (STCS)). This article draws on particular concepts from 
this body of theoretical knowledge as analytical tools, notably those of uncertainty, 
unpredictability and discontinuity, because they are all closely associated with 
innovation outcomes. I have observed the presence of these three themes at the 
current conjuncture of digital innovation and its early effects in the economies of 
the region, for example the regulatory challenges arising from the introduction of 
mobile financial services, or MTN Business offering services through IoT platforms 
in South Africa and Namibia. I have fused notions from complexity science with 
conceptions of the dynamics of the “digital economy”, “digital transformation” 
and “regulatory imperatives” to arrive at the conception of the “digital complexity 
ecosystem” presented here. 

The value of this kind of conception is its focus on the need for policymakers, 
regulators and other stakeholders to engage in complexity-oriented, CAS-oriented 
thinking and analysis, rather than to consider simple solutions to complex challenges, 
when interacting with emergent digital services. For example, the study of IoT 
requires complexity science thinking, because IoT artefacts, processes and innovative 
outcomes are such complex, adaptive (and self-adaptive) applications and systems 
(see, for example, the work of Moraes do Nascimento & Perreira de Lucena, 2017). 

Many features of digital ecosystems can be considered as complex, adaptive systems, 
whether the feature consists of introducing IoT applications for smart cities, or 
building out mobile financial services, or a manifestation in the socially oriented 
arenas of Internet-supported education, digitally enabled health practice, or digital 
government. Each of these systems is multi-faceted – constantly shifting, adapting 
and evolving as supply-side and demand-side actors adjust to new services, new 
competitive advantages or threats, new opportunities, and unexpected outcomes. 

Risk for SADC regulators
Given this adaptive complexity inherent in the elements of digital ecosystems, 
regulation of these ecosystems’ core elements – such as electronic communications 
markets, Internet-based services markets, and digitally supported environments 
arising from convergence of electronic communications and Internet-based services 
(e.g. smart cities) – requires advances in the institutional environment towards 
intensive knowledge formation, in order for regulatory bodies to perform effectively. 
Regulatory institutions that fail to build and command such knowledge will run the 
risk of becoming all but irrelevant to the emergent digital ecosystem. This risk is 
already apparent in the SADC region, where the pace of change is poised to test the 
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capacity of regulators to advance the supporting regulatory agenda at the required 
pace.

Some may try to argue that digital complexity ecosystem regulatory challenges are 
not particularly pressing in a region such as the SADC, where several of the countries’ 
Internet penetration levels are among the lowest in the world, but the converse is 
true. If the roughly 78% of SADC residents2 not yet using the Internet are to join the 
digital complexity ecosystem and participate in a manner that safely enhances their 
livelihood opportunities, the regulatory imperatives outlined in this article must be 
at the forefront of the agendas of the region’s regulatory authorities. Furthermore, it 
can persuasively be argued that while African economies are growing in size, they 
are not growing sufficiently in technological, process or governance complexity, or in 
the enhancement of “the technical capabilities of people and institutions” (African 
Center for Economic Transformation, 2013) required for transforming from mainly 
low-technology-using agricultural and services-based economies to medium- or 
high-technology-using3 agricultural and services economies, supported by digitally 
complex ecosystems. Effective regulation is needed to enhance the effective operation 
of the supporting digital ecosystem. 

It is acknowledged that there are other contemporary regulatory questions pertaining 
to the digital ecosystem that are not covered in this article – such as regulation for over-
the-top (OTT) services, for cloud computing, for smart cities, for cryptocurrencies, 
and for other forms of digital transformation – and that also need regulatory research 
and debate. The scope of this article excludes a full review of the current state of 
SADC regulation for the digital economy. Such further research would be important 
for designing a formal regulatory agenda and research programme for SADC 
regulators and regional regulatory associations.

2. Regulation in the digital complexity ecosystem
In the late 1990s and early 2000s, much of the electronic communications sector 
research focused on the social and economic regulation of the “telecommunications 
economy”, with particular attention to regulatory approaches to guiding telecoms 
market structures and facilitating transition from monopoly to competition (Boylaud 
& Nicoletti, 2001; Buigues, 2006; Bourreau & Dogan, 2004; Fredebeul-Krein & 
Freytag, 1999; Gillwald, 2005; Noll, 1999). The research agenda then expanded to 
include regulation for fostering the “mobile communications economy” (Gebreab, 
2002; Haucap, 2003; Nanevie, 2012), and then for evolution of the “broadband 

2  This percentage is based on total estimated population and total estimated Internet access (Internet 
World Stats, 2017), noting that only a very small age cohort would not need to engage in direct 
Internet use, but should still have indirect participation in the digital ecosystem.
3  The OECD classifies telecommunications (non-manufacturing) as being among medium-low R&D 
intensity industries; IT and other information services (non-manufacturing) as being among medium-
high R&D intensity industries; and software publishing (non-manufacturing) as being among high 
R&D intensity industries (Galindo-Rueda & Verger, 2016). 

Internet economy” (Fransman, 2007; Kelly, Mulas, Raja, Qiang & Williams, 2009; 
Czernich, Falck, Kretschmer & Woessman, 2011).

More recently, scholars have enlarged the field to encompass the broad “cyber” or 
“digital” economy, with myriad dimensions including: regulation of open access 
telecommunications infrastructure (Krämer & Schnurr, 2014); the role of regulation 
in stimulating innovation in the telecoms sector (Cave, 2016; Vogelsang, 2017); 
micro-licensing for future 5G networks (Matinmikko, Latva-aho, Ahokangas, 
& Seppänen, 2017); advances in spectrum regulation (Lawson, 2014; Basaure, 
Marianov, & Paredes, 2015); market power in multi-sided digital services markets 
(Krämer & Wohlfarth, 2017); regulation with respect to applications of the IoT 
(Brown, 2015); privacy regulation for secure smart city networks (Bartoli, et al. 
2012); monitored self-regulation in the field of data protection (Lachaud, 2017); 
the right to digital identity in law (Sullivan, 2016); financial regulation in Bitcoin 
markets (Pieters & Vivanco, 2017); and the multitude of cybersecurity regulatory 
matters (Hinde & Van Belle, 2012; Hutchings, Smith, & James, 2013; Maaref, 
2012; Peter, 2017). Hernandez, Leza and Ballot-Lena (2010) discuss “ICT 
regulation in the digital economy”, while Hanna (2015; 2016) draws attention 
to “transforming to a networked society”, and “mastering digital transformation”. 

Regulators in the SADC region have been mainly engaged in laying the infrastructural 
foundations for a digital economy, with greater or lesser degrees of success. The 
emerging phase of digital economy evolution evinces a greater degree of complexity 
in law-making and rule-making than before, a phase in which greater mastery of the 
regulatory environment is required. This phase is about more than “ICT regulation”; 
it is about moving to interconnected jurisdictions and spheres of regulation that 
will promote the digital business, commerce, trade and services that operate on the 
foundational infrastructure.

Economic regulation for the electronic communications sector has generally been 
understood as addressing access, effective competition, and consumer protection 
(Blackman & Srivastava, 2011, p. 10), noting the distinctions amongst theories 
of regulation, e.g., public interest, interest group, power of ideas, institutional, and 
network theories (Baldwin, Cave & Lodge, 2012, pp. 40-67). Economic regulation 
also addresses sector innovation, as discussed extensively in Blackman and Srivastava 
(2011) and Baldwin et al. (2012). Meanwhile, social regulation for the electronic 
communications sector has generally been concerned with “achieving socially 
desirable results”, including addressing essential services (Baldwin et al., 2012, pp. 
19 and 24). 

While much of this important theoretical work on the modalities of electronic 
communications regulation remains relevant, there are many new features, 
interpretations and applications of economic and social regulation that are relevant 
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to digital ecosystem evolution in 2017 – and which will grow in importance and 
relevance in the next decade, including in SADC region countries. The digital 
economy of mobile apps; OTT services and other digital platforms; mobile money; 
utilisation of robotics and social media in banking; gamification in digital education; 
online entertainment; digital health services; early formations of smart cities (such 
as the Konza Techno City in Kenya); and many more digital modalities, is one in 
which the regulatory agendas of African electronic communications sector regulators 
will need (i) to be refocused and (ii) to be complemented by the efforts of other 
sector regulators. Without shifts in regulatory focus and practice, African economies 
will struggle to transition to well-functioning digital economies. To give but one 
example, definitions of universality now need to include consideration of access to 
online e-services and mobile services for education, health, banking and finance, and 
other mobile or Internet-based services.

3. The SADC digital economy
The economy of the region is strongly services-based, with a few economies also 
having a significant agricultural or manufacturing component (see Table 1 below). As 
of mid-2016, an estimated 332.5 million people resided in the SADC region (World 
Bank, 2017; ECA, AfDB Group & AUC, 2017, p. 36), of whom estimates indicate 
that 147 million or 44% would have mobile subscriptions, 113 million or 34% would 
have smartphones, and 72 million or approximately 22% had some degree of Internet 
use, thus constituting approximately 18% of African Internet users (GSMA, 2015a, 
p.19;4 Internet World Stats, 2017).

Mobile telephony (voice and text) access on the African continent has increased 
significantly in recent years, and was estimated at 420 million unique mobile 
subscribers, or a 43% penetration rate, at the end of 2016. Industry reports suggest 
that the mobile industry, including mobile broadband, could account for an estimated 
USD214 billion of Africa’s annual GDP by 2020 (GSMA, 2016, p. 6). Mobile 
penetration in countries in the SADC region ranges from those with penetrations of 
60% and above (Botswana, Lesotho, Mauritius, Seychelles, South Africa, Tanzania), 
to those with penetrations between 50% and 59% (Democratic Republic of Congo, 
Swaziland, Zambia, Zimbabwe), between 40% and 49% (Mozambique, Namibia), to 
the low-penetration countries of Angola, Malawi and Madagascar (34%; 35% and 
23% respectively) (GSMA, 2017, p. 9; ITU, 2017a, pp. 240-243).

Mobile Internet subscriber penetration is estimated at 28% for the whole of Africa 
(GSMA, 2017, p. 33) and total Internet penetration at 31% in 2017 (Internet World 
Stats, 2017), indicating that Internet penetration is largely mobile. SADC region 
Internet penetration is lower than the continental average and is reported as being 
highest in Mauritius, The Seychelles,5 and South Africa, and significant in Botswana, 

4  Latest publicly available data for SADC region.
5  Mauritius and The Seychelles are small island states.

Namibia, Swaziland, Zambia and Zimbabwe, while penetration is less than 10% 
in the Democratic Republic of Congo (DRC), Madagascar and Malawi (Internet 
World Stats, 2017). There is now a clear trend towards mobile broadband adoption 
on the continent and it is envisaged that around 60% of subscribers will have mobile 
broadband Internet access, in other words usable Internet, by 2020 (GSMA, 2017, 
p. 7).

Table 1:  SADC regional economy: Key statistics
Country Population 

2016
(millions)

GDP 2016
(USD 
billions)

Agriculture 
as % GDP

Manufac-
turing # as 
% GDP

Services as 
% GDP

Internet 
penetration
%

Angola 28.8 89.6 10.1* 5.5* 46.5* 22.3

Botswana 2.2 15.2 2.4* 6.4* 64.3* 39.4

Democratic 
Republic of 
Congo

78.7 34.9 21.1 17.5 64.3 6.2

Lesotho 2.2 2.1 5.7* 10.7* 62.3* 27.4

Madagascar 24.8 9.9 24.4 13.8 56.5 5.1

Malawi 18.0 5.4 28.3 10.4 55.8 9.6

Mauritius 1.2 12.1 3.5 13.9 74.8* 62.7

Mozambique 28.8 11.0 24.8 9.5 53.6 17.5

Namibia 2.4 10.2 6.7* 9.1* 62.3* 31.0

Seychelles 0.094 1.4 2.6** 8.5** 83.0** 56.5

South Africa 55.9 294.8 2.4 13.4 68.6 54.0

Swaziland 1.3 3.7 9.9* 33.5* 52.2* 33.0

Tanzania 55.5 47.4 31.1 5.9 41.8 13.0

Zambia 16.5 19.5 5.3* 7.9* 59.4* 30.1

Zimbabwe 16.1 16.2 11.2 9.9 64.5 41.1

Total 332.5 573.4
Sources: ECA, AfDB Group & AUC, 2017; Internet World Stats, 2017; World Bank, 2017
* latest data 2015
** latest data 2014
# other industry is not included in order to highlight local manufacturing

Low household incomes and rural modes of subsistence production (WEF, 2017, 
p. 7) may hold back the pace of adoption of mobile broadband, but adoption is set 
to continue, given the innovations in digital services for consumers at many income 
levels. The smartphone adoption trend creates the foundation for a stronger consumer 
push to a digital economy in the SADC region in the next decade. Four SADC 
countries appear in the Global Mobile Engagement Index (GMEI) (a measure of 
frequency of mobile service usage with smartphones and non-smartphones) out of 
56 countries surveyed, namely South Africa, Mozambique, Tanzania and DRC with, 
for example, Tanzania showing significant usage of remittances via mobile money 
service, online banking and bill payment (GSMA, 2017, p. 27).
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While substantial numbers of subscribers, connections and broadband services will 
mean that network effects (demand-side economies of scale) increase, and while 
these network effects can create value for rural households – through, for example, 
benefits of mobile money transfer or access to educational content – this value can 
only manifest where villages and villagers have reasonable access and quality of service 
with respect to voice and broadband. Bello, Opadiji, Faruk and Adediran (2016) shed 
some light on the realities for rural households on the wrong side of the digital divide 
in villages in rural Nigeria, where access to basic mobile service is low due mainly to 
lack of network infrastructure and quality of service. There are many such villages 
across the SADC region, raising critical questions for electronic communications 
sector regulators with respect to continued major gaps in universality and quality 
of service in the next decade. In the SADC region, when one looks at the countries 
with populations above 10 million, one finds that in Angola, an estimated 55% of the 
population is rural, 57% is rural in the DRC, 83% in Malawi, 67% in Mozambique, 
34% in South Africa, 67% in Tanzania, 58% in Zambia, and 67% in Zimbabwe 
(ECA, AfDB Group & AUC, 2017, p. 37). 

The SADC regional economy has a strong bias towards services and agriculture as the 
largest contributing sectors to GDP, sectors in which innovative digital applications 
and platforms can be adopted with relative ease, provided that the economic and 
social environments are reasonably well regulated and governed. IoT applications 
are already in operation for urban management in a few cities (example Windhoek) 
(NUST, n.d.), and appetite for mobile financial services has been observed (Mazer & 
Rowan, 2016; Robb & Vilakazi, 2016). 

Mobile f inancial services
In the SADC region, digital technologies and processes are transforming consumer 
and business markets in the financial sector towards fully-digital banking, including 
robotic transaction processing and virtual assistants, requiring attention to cybersecurity. 
Mobile money adoption is significant in Swaziland and Botswana (21% and 22% 
respectively) and high in Zimbabwe and Tanzania (45% and 51% respectively) (Fanta, 
Mutsonziwa, Goosen, Emanuel, & Kettles, 2016). Adoption in 2017 is likely to be 
higher than in the latest survey years. Mobile money statistics for Tanzania are as 
follows: with a population of 56 million (Internet World Stats, 2017) and 40.2 million 
mobile subscriptions, there were, in June 2017, 20.2 million mobile money accounts 
with five mobile money providers (Vodacom M-Pesa, Tigo Pesa, Airtel Money, Ezy 
Pesa and new entrant Halotel Money) (TCRA, 2017). Furthermore, Tanzania had 
more than 166,000 mobile money agents in 2016, and one-third of Tanzanians lived 
within 5km of an agent (CGAP, 2016). 

Notwithstanding the quite strong adoption in Tanzania and Zimbabwe, mobile 
money and mobile financial services are not yet widespread in the SADC region (see 

Figure 1 below6) (Fanta et al., 2016). In the case of Zambia, a recent study found that 
94.3% of rural people did not have a bank account and around 70% of urban adults 
did not have bank accounts (Banda, 2016), while 9 million or 53% had a mobile 
phone (GSMA, 2017, p. 9). Noting that mobile money transactions would now be 
significantly higher than the USD300 million per month estimated in 2014 (GSMA, 
2015b, p. 32), these data present a strong case to leverage the deepening mobile 
penetration rates and extensive ownership of mobile phone devices to enhance 
financial inclusion through digital innovation, balanced against appropriate levels of 
regulation. 

Figure 1: Mobile money usage across 11 SADC countries
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Figure 1: Mobile phone penetration, formal inclusion, and mobile money usage across 
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Technology has significantly changed the way people access financial services. The advent 

of the Automated Teller Machines (ATMs) has improved access to bank accounts by 

allowing account holders 24 hour access to their money instead of confining access only 

during branch trading hours. ATMs are therefore important in giving people anytime 

access. The recent move by banks to introduce mobile banking and internet banking 

further revolutionised the way people access their bank accounts. Mobile and internet 

banking allows the banked to access their accounts whenever and wherever they want to 

giving them both time and locational freedom. Mobile money took the innovation further 

by allowing people access to financial services without a need to own a bank account. It can 

therefore be expected that mobile money is likely to be popular where access to ATM, 

mobile and internet banking is low. Figure 2 shows the relative penetration of ATMs, 

mobile and internet banking across the countries in the region. South Africa, Mauritius, 

Botswana, and Swaziland have ATM use of 40 percent or more compared to Malawi, 

Mozambique, Tanzania, the Democratic Republic of Congo, and Madagascar where less 

than 10 percent of adults use ATMs. ATM penetration is particularly low in Malawi, 
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Source: Fanta et al. (2016), p. 7

The mobile financial services basket includes both service processes and mobile 
money, notably the following types of services: mobile money transfer from person 
to person; mobile payments including bill and merchant payments; mobile credit and 
savings with or without a bank account; mobile insurance; and other mobile financial 
services for the unbanked and the banked, e.g., where supermarket chains or networks 
of retailers develop products to transfer money across borders, to transfer through the 
banking system, or to transfer through Internet banking using a smartphone or other 
connected device. 

The 2016 FinMark Trust study (Fanta, et al., 2016, p. 19) indicates that the four 
main forms of mobile money usage in eight countries in the SADC region are paying 
bills, buying air-time, sending money and receiving money, with bill payments being 
a minor proportion of “top four” transactional activity, as compared to the more 

6  Formally included means financial inclusion in the banking and financial system.
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extensive uses of mobile financial services elsewhere on the continent, including 
mobile salary disbursements and mobile payments for commercial transactions, 
education and health services, and transport (GSMA, 2017, p. 27; GSMA, 2015a, 
pp. 30-35). Mobile financial services bring networks of retailers, banks and mobile 
operators into competition in the mobile financial services sector, with potential 
long-term innovation and consumer benefits. Thus, while the current pace of mobile 
financial inclusion is slow in the SADC region, the potential is great and can be 
translated into actual financial inclusion through proactive regulation. 

In 2014, the cost of intra-regional remittances was comparatively high when using 
the traditional banking system: the average total cost of sending USD200 within 
Southern Africa was USD20.47 (approximately 10% of the value of the transaction) 
for cross-border banks7; and USD17.24 for banks operating in a single country 
(AfDB, 2014, p. 73). By contrast, the cost to the consumer of using mobile money 
service providers for cross-border remittances is significantly lower. In 2017, Airtel 
Money Malawi charges 3% of the value of the transaction for cross-border transfers of 
the equivalent of USD200 in Malawian Kwacha and no cash-out charges are applied, 
though charges are higher than bank charges in the lowest transaction band (Airtel 
Money Malawi, 2017). In Tanzania, with respect to Airtel Money tariffs effective from 
September 2017, there are no charges to the sender for amounts above TZS200,0008 
(approximately USD88) and cash-out charges are low for Airtel Money customers 
and partner networks, but high for the recipient at the lower transaction bands (Airtel 
Money Tanzania, 2017), a matter that may require regulatory attention.

The African Development Report 2014 motivated for the financial integration of 
retail payment systems across the continent, in order to promote greater economic 
participation and cross-border trade, noting that mobile financial services innovation 
was then at the early stages of its evolution (AfDB, 2014). In this context, the 
review commissioned by the Committee of Central Bank Governors in SADC 
(CCBG-SADC) with respect to the laws and regulations applicable to national 
payment systems gave rise, in March 2016, to the publication of SADC Mobile 
Money Guidelines (FinMark Trust, 2016). The SADC Model Law on Electronic 
Communications and Transactions, prepared for SADC electronic communications 
regulators is also relevant, as indicated later.

Internet of Things (IoT) networks and services
IoT applications and services require human-to-machine (H2M), machine-to-
machine (M2M), and, ultimately, everything-to-everything (E2E) communication, 
creating “[a] global infrastructure for the information society, enabling advanced 
services by interconnecting (physical and virtual) things based on existing and evolving 

7  Cross-border banks operate in more than one African country  
8  TZS = Tanzania Shilling, written locally as TSH.

interoperable information and communication” (Brown, 2015). At international level, 
IoT deployment is significant in applications in smart cities, connected vehicles, and 
healthcare (Brown, 2015), and is emerging in the fields of industrial maintenance, 
building information modelling, and the insurance sector (Civerchia, 2017; Gartner, 
2016), the latter case interweaving the electronic communications and financial 
services sectors in another area fostering overlap in regulatory agendas. 

With respect to early trends and use cases in IoT adoption in Africa, Ndubuaku and 
Okereafor (2015) comment on the need to transition, in Nigeria, from IoT being 
dominated by M2M communication (e.g., point-of-sale devices, fleet management, 
personal vehicle tracking and security monitoring of oil tankers and vessels), to E2E 
communication with more advanced IoT applications needed in traffic management, 
oil pipeline monitoring, wildlife conservation, and tracking of medical equipment 
(Ndubuaku & Okereafor, 2015). The Hawkes (2017) study presents African examples 
of the use of IoT applications in energy and utilities (IoT-enabled solar systems in 
Ghana and Ivory Coast; sensors in water pumps in rural Rwanda; electricity load 
limiting through smart meters in Johannesburg); IoT applications to foster precision 
agriculture and “agro based analytics” (IoT in livestock tracking, and the deployment 
of agricultural drones for data collection to inform usage of scarce agricultural 
inputs). It comments on the unexploited potential in healthcare (for remote patient 
monitoring and management, or the management of virus epidemics through 
extensive data collection and predictive analytics), amongst other uses. South African 
insurtech startup Naked Insurance is seeking to offer customers a “new generation 
insurance” experience ( Jackson, 2017). New insurance business models include 
remote sensors and other IoT-connected devices at the insured’s premises, sending 
data to a data centre or warehouse for rapid customer response.

Tech hubs in the SADC region, such as the FABLab Design and Technology Centre 
in Windhoek, Tshimologong Digital Innovation Precinct in Johannesburg, and a few 
other tech hubs are participating in IoT innovation to meet local demand and offer 
IoT services at locally defined prices. For example, FABLab is adapting sensors for 
localised uses in Namibia, initially focused on environmental sensing, with future 
interest in water and waste management, parking and transport management, and 
other applications to urban management (see the Smart Citizen – FABlab Namibia 
video).9 Tech hubs and collaborative working spaces are now estimated to number 
over 300 across Africa, and around 70 in the SADC region, including FABLab, 
Tshimologong, Bongohive Zambia and  Dar es Salaam Innovation Space (Disrupt 
Africa, 2016; GSMA 2017; World Bank, 2016), potentially spaces for building IoT 
applications. 

9  Smart Citizen – FABlab Namibia video available at http://fablab.nust.na/?q=all-projects-list#cb-
p=/?q=project/smart-citizen 
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While IoT applications can use existing Wi-Fi and other telecoms networks, operators 
Huawei, MTN, Vodacom and others are also offering new network solutions such 
as LTE-M (medium bandwidth) and re-using 2G networks for IoT for smart grids 
and object tracking; as well as introducing low-power and narrow-band networks 
such as LPWA IoT networks and NB-IoT networks10 for smart water metering 
and other solutions (Hawkes, 2017, p. 14). IoT data sensing, capture, storage and 
communication provide the basis for making available extensive data as the basis 
for research in data analytics, predictive analytics, and artificial intelligence, leading 
to enhanced evidence-based decision-making and applications of value to societies 
and economies. However, sharing the data, and conducting data-driven activities, via 
the Internet raise significant cyber risk. The SADC Model Law on Data Protection 
and the SADC Model Law on Computer Crime and Cybercrime are relevant, as 
indicated later.

e-Health services innovation
Public health advancement places strenous demands on government funding, and on 
efficient use of the resources available for patient management in hospitals and clinics 
across the SADC region. Some of the applications to public health management 
challenges, that can promote greater efficiency in healthcare management, arise from 
digital innovation (i) in the use of location-specific services for targeted approaches 
to malaria  management and response; or (ii) in the field of data analytics, for example 
with respect to the management of dread diseases (such as cancer, heart attack and 
stroke), and chronic diseases such as HIV/AIDS; or (iii) the use of IoT applications 
ranging from remote health monitoring to facilities management.

Article 7 of the SADC Protocol on Health requires the sharing of health data and 
the establishment of a regional indicators database (SADC, 1999), requirements that 
are ever more important as the regional economy becomes more integrated. Health 
applications of the Internet, including the use of IoT for sharing public-health-
related data or anonymised patient data, can be appropriate, relatively low-cost, 
digital innovations in primary healthcare services. However these innovations are 
at a nascent stage in the SADC region. Hawkes (2017, p. 5) reports South African 
start-up Vitls as offering a wearable device that monitors vital signs and “sends the 
data to the cloud where algorithms create actionable insights for medical staff ”, 
noting that IoT applications need healthcare institutions to introduce electronic 
medical records, which is considered possible in the medium term. IoT applications 
in healthcare can encourage greater self-management, for example in the treatment 
of diabetes (Brown, 2015, p. 11) and other diseases of lifestyle. At the same time, 
there are, in these health applications, concomitant risks of interference with data, 
as well as privacy risk and ethical risk, all requring regulatory attention. e-Health 

10  LPWA IoT network means low power wide area IoT network; NB-IoT network means narrow 
band IoT network.

regulatory issues overlap with regulating the trust environment to advance the use 
of IoT platforms and services, as health regulatory issues pertaining to the ethical 
treatment of patient data by clinicians and health practitioners require privacy and 
data security with respect to patient personal information and medical records. The 
SADC Model Law on Data Protection and the SADC Model Law on Computer 
Crime and Cybercrime are also relevant here, as indicated later.

Seeing the SADC digital economy within a complex adaptive ecosystem
The ways in which regulatory dynamics interact with economic (or social) dynamics 
lead to an evolving digital ecosystem. The ecosystem influences the economy, 
and vice versa. As we have seen in the preceding sub-sections, the SADC digital 
economy demonstrates many of the features that are typical of complex adaptive 
systems, for example: uncertainty that arises due to the risks experienced in mobile 
financial services; unpredictability that arises through the emergence of next 
generation telecoms and IoT infrastructure networks; and discontinuity that arises 
where regulation rapidly shifts from a focus on telecoms regulation, to electronic 
communications sector regulation, to digital ecosystem regulation. 

4. SADC regulatory imperatives in the digital complexity ecosystem
The SADC regulatory imperatives are discussed below in the following sequence: (i) 
key challenges in regulating mobile financial services; (ii) key challenges in regulating 
IoT networks and services; and (iii) key challenges in regulating the e-health services 
environment.

Regulating mobile f inancial services
It is widely recognised, at both a global and SADC regional level, that the attention 
of regulators is required with respect to: competition and interoperability across 
providers in the mobile money ecosystem (see, for example, Bourreau & Valletti, 
2015); cross-border remittances and money transfers (see, for example, Mazer & 
Rowan, 2016); licensing or approval of service providers (see, for example, Evans & 
Pirchio, 2015); regulating to advance innovation (see, for example, Blechman, 2016); 
and regulatory harmonisation with respect to all of these issues within regional 
and continental blocs. Some of these responsibilities are the role of central banks, 
some the role of electronic communications sector regulators, and others the role 
of competition authorities. Furthermore, consistency and harmonisation issues arise 
with respect to regulatory action across the SADC region, raising the profile of 
regional regulatory associations in promoting the digital complexity ecosystem.

Competition and interoperability 
Given its relative convenience and socioeconomic efficiency, SADC regulators need 
to research and understand the barriers to extensive mobile money adoption that 
could be addressed through regulation. Regulatory assurance of, in particular, the 
promotion of interoperability of mobile money services, is important with respect to 
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the following (Bourreau & Valletti, 2015): interoperability of the mobile networks 
that promote mobile money services; interoperability of mobile money agents to serve 
consumers of any service; and national and regional interoperability across mobile 
money platforms (at the SADC regional level, these would include Airtel Money, or 
Vodacom M-Pesa, or another platform).

With respect to regulatory lessons from mobile money services in the SADC region 
and in Africa, studies are relatively recent. Robb and Vilakazi (2016, pp. 27-28), 
with reference to Tanzania and Zimbabwe, note that Tanzanian firms embraced 
interoperability, possibly due to the symmetrical nature of the market; while some 
Zimbabwean firms encouraged interoperability (NetOne and Telecel) to the benefit 
of consumers, and others did not (Econet), possibly due to the relatively small market 
size and Econet being a dominant player. In the Zambian experience (Banda, 2016), 
competition issues relate to agent exclusivity, interoperability at the agent level for 
agent sharing (about 50% of 5,000 agents are active), issues around account opening, 
and network effects. Other regulatory issues Banda notes in the Zambian context 
are that the National Payment Systems Act 1 of 2007 may have limitations with 
respect to services beyond payments and transfers; for example, no allowance is made 
for interest payments on the funds in a mobile money wallet. Some of the just-cited 
regulatory issues require the attention of competition authorities, others require the 
attention of the banking regulator. Issues in competition regulation are paramount 
in respect of the emerging mobile financial payments ecosystem, which includes 
an array of products and services, including mobile insurance and mobile credit, in 
addition to the more traditional mobile money products.

Cross-border remittances and money transfers for cross-border trade
Advancing mobile money systems for cross-border trade, to enhance access to 
income over and above remittances, requires the attention of the general competition 
and consumer protection regulators, as well as the sector-specific regulators, namely 
central (or reserve) banks, electronic communications regulators and financial integrity 
regulators (FinMark Trust, 2016, p. 29). The ex ante promotion of competition in 
mobile money and payments markets by regulators can potentially stimulate interest 
in fostering the mobile money and mobile payments ecosystem as a means to intra-
regional trade.

Licensing
The SADC Mobile Money Guidelines propose that central banks focus on the 
licensing and licence conditions (or approval) of mobile money service providers 
(MMSPs), while electronic communications regulators focus on the licensing 
and licence conditions of the mobile network operators (MNOs) who constitute 
or support the MMSPs. For example, with respect to approvals, Directive #24 of 
the Central Bank of the DRC, the country’s banking regulator, requires that, “[p]
rior to performing any electronic money activity, electronic money institutions, as 

defined in the Directive, must be approved by the Central Bank” (Di Castri, 2014). 
Contemplating the take-off of mobile financial services, Evans and Pirchio (2015) 
suggest that heavy regulation may stifle development, e.g., via a requirement for a 
banking licence for mobile money transfer even if there is no banking involved, or 
via the level of personal identification and know-your-customer (KYC) data required 
for basic transactions where small amounts of money are transferred. In the recent 
Tanzanian experience (CGAP, 2016; Mazer & Rowan, 2016; Roberts, 2016), the 
central bank allowed light touch regulation for the three MNOs who held significant 
mobile money market share, leading to rapid growth in the numbers of registered 
mobile money users, active users, and active agents. 

Regulating to advance innovation
Using lessons from Kenya, a regulatory respondent (personal communication, 2016), 
explains that the regulator’s dilemma is whether to regulate or whether to allow 
innovation and market evolution before regulating. In the mobile finanical services 
context, this applies to, among other things, the presence of agents and super-agents; 
clarifying the relevant market definitions; and consumer protection, e.g., transparency 
in billing. Focusing on one particular dimension of the dilemma, the respondent 
commented on regulatory uncertainty (personal communication, Kenyan regulatory 
respondent, 2016): 

[…] while M-Pesa is a success in everyone’s eyes, when the innovation came 
into being, as a regulator you don’t know whether the regulation will create 
competition issues, you don’t know whether the innovation works, you don’t 
know where to balance between competition issues and recoupment of the 
innovation cost, … if it is a competition issue, is it temporal, transitional or 
permanent?

This draws attention to the question of when and how the regulator steps in, based 
on its agenda, knowledge, foresight and resources. The regulator has to consider 
the definition of the relevant (new) market in order to design and conduct market 
studies. Working through these questions means that SADC regulators will require 
greater research capacity than is currently available, as well as foresight mechanisms, 
to adjust to the digitally complex environment.
 
The same Kenyan respondent explained (personal communication, Kenyan regulatory 
respondent, 2016): 

[…] where Equity Bank came up with Equitel thin-film, SIM-based 
transfer (you just add an additional SIM and place it on top of existing 
SIM), Safaricom went to court and said “maybe someone will steal data 
from our SIM”. The Competition Authority allowed rollout and took a 
wait-and-see approach. One of the main government agencies asked about 
the risks associated with unauthorised access to people’s data. All the 
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agencies had their own concerns. The [regulatory approach] could lead to 
curtailment until Equity Bank can address all the issues, or [the regulator 
can] let them roll out and understand the challenges […]. The whole 
problem is not resolved, but particular approaches can resolve particular 
parts of the dilemma.

This reflection illustrates the multiple concerns of multiple regulators and the inability 
to make, or inadvisability of making, quick decisions based on past experience when 
countenancing innovative shifts in technologies, services and markets. As regulating 
to advance innovation requires the existence and effective action of multiple regulators, 
SADC countries must act to fill the gaps in the regulatory environment. This will 
require the attention of those countries who do not yet have competition laws 
(Angola, DRC, Lesotho), those without competition authorities (DRC, Lesotho, 
Mozambique) (Ngobese & Kühn, 2017), and those without consumer protection 
authorities, cybersecurity regulators and other regulatory institutions required 
to cement the regional digital ecosystem. Beyond filling the gaps with respect to 
institutions and statutes, future challenges and complexities will include role clarity, 
i.e., unanticipated, multi-directional, overlapping responsibilities across regulators 
that require new forms of concurrent jurisdiction and affect the practice of designing 
new regulation.

Regulatory harmonisation
Regulatory harmonisation in the African telecoms and ICT sector is seen as a way 
to promote common approaches to common problems, as well as a means to create 
similar regulatory environments, thereby encouraging investment, competitive 
regional markets and consumer access (ITU, 2017b). Through the Harmonisation 
of ICT Policies in Sub-Saharan Africa (HIPSSA) project, a number of guidelines 
and model laws have been formulated, including three SADC model laws relevant 
to the mobile financial services environment. The SADC Model Law on Electronic 
Transactions and Electronic Commerce (ITU, 2013a) provides guidance with respect 
to legal recognition and legal effect of electronic communications and transactions; 
attribution of secure electronic signatures; the protection of online consumers; and 
matters related to online marketing and online safe harbours. Other relevant model 
laws are the SADC Model Law on Data Protection and the SADC Model Law 
on Cybercrime. With this guidance, each SADC country enacts its own laws and 
publishes its own related regulations, enabling the effective regulation of mobile 
financial services as a key component of the digital economy in the region.

With respect to the payments system environment, the Office of the Committee 
of Central Bank Governors in SADC (CCBG-SADC), the regional regulatory 
office for the banking sector, has established a Payments System Project under its 
Payments Subcommittee, which attends to matters of exchange control and banking 
supervision. The Payment Systems Project is interested in three key objectives 

(SADC BA, n.d.), namely (i)  an environment of harmonised, inclusive, and 
sustainable banking services; (ii) co-operation with national regulators to achieve 
integrity and credibility with respect to banking services; and (iii) improved technical 
and regulatory capacity of member associations to make their financial markets 
more attractive to regional and international investors. Meanwhile, the SADC 
Mobile Money Guidelines, commissioned by the CCBG, include commentary on 
(i) regulatory approaches necessary to create an enabling environment for vibrant 
mobile money markets; (ii) the ecosystem and the mobile money role players engaged 
in the formulation of regulations; (iii) common technical and operational standards 
for possible implementation by central banks, telecommunications regulators and 
other mobile money stakeholders; and (iv) domestic and regional interoperability 
through regulatory harmonisation (FinMark Trust, 2016, p. 2). 

With respect to the just-listed SADC Model Laws and to the SADC Mobile 
Money Guidelines, central banks and electronic communications sector regulators 
have significant responsibilities, many of which are still to be acted on in ways that 
can create a strong regulatory environment for mobile money, mobile credit, mobile 
insurance, mobile payments and other mobile financial services. 

Regulating IoT networks and services markets
SADC regulators must acknowledge the transformative nature of IoT infrastructures 
and applications, with respect to their contribution to economic organisation and 
advancement, and their provision of data for enhanced decision-making, as discussed 
above. The effective evolution and formation of IoT networks and services in the 
SADC region will require attention to a series of connected regulatory agendas 
and measures, within individual regulators and across multiple regulators. Many 
IoT use cases will present regulators with new issues for attention with respect to 
matters such as: competition and barriers to entry in IoT network infrastructure 
markets (requiring the attention of electronic communications regulators and 
competition authorities); and data privacy and cybersecurity (requiring the attention 
of cybersecurity regulatory bodies, information privacy regulatory bodies, and health 
professions councils where patient records are involved).

Competition in IoT networks and services
New challenges arise for access to the digital economy with respect to emerging IoT 
network infrastructure (for example, LWPA IoT and NB-IoT) availability, pricing 
and penetration. Digital access concerns also relate to the IoT-enabled services that 
can improve livelihoods and lifestyles. Since the existing SADC mobile network 
operators are in a strong position to create IoT network and service markets, this 
presents possible barriers to entry for new players and potentially high prices 
for business and household consumers, requiring regulatory attention. Key IoT 
regulatory issues (Brown, 2015, pp. 19-20) that will need to be investigated by SADC
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regulators include spectrum licensing and management to foster IoT networks 
and uses, noting also the new uses for 2G networks; addressing and numbering 
for “globally addressable things”; and competition regulation to address abuse of 
dominance where it arises.

Data privacy, cybersecurity and cybercrime
Converged IoT payments systems mean that payments can be made over an IoT 
platform, from your mobile device, or from your watch, or from your car, raising 
personal data protection and cybersecurity risks. The SADC Model Law on Data 
Protection (ITU, 2013b) provides guidance on the establishment of national data 
protection authorities, rules applicable to the processing of personal data, rights of 
the data subject, and transborder data flows. The SADC Model Law on Computer 
Crime and Cybercrime (ITU, 2013c) provides guidance on what would constitute 
cybercrime offences – including illegal access, illegal data interference, and data 
espionage – as well as on matters of criminal liability. 

In terms of these two SADC Model Laws, each SADC country must enact its own 
data protection and cybersecurity laws and publish its own related regulations. In the 
Hawkes (2017) study, an industry expert argues that regulation in Africa is lagging 
the early initiatives in IoT deployment, noting that while existing legislation for 
personal data protection could potentially be extended to IoT, this may not suffice 
for the range of new IoT use cases. The same expert notes that few SADC countries 
have enacted the relevant data protection legislation. Similarly, few countries in the 
region have effective (or any) cybersecurity legislation, designed with the specific 
intent of addressing risks in IoT services markets, as the basis for regulation. For 
example, South Africa’s privacy and data protection law, the Protection of Personal 
Information (POPI) Act was passed in 2013, before entry of IoT network and 
service providers, and only signed into law in 2017. And South Africa’s cybersecurity/
cybercrime law has not yet been enacted. Botswana, Mauritius and Zambia have laws 
that address some aspects of cybersecurity and cybercrime, but these laws need to 
be updated to address, inter alia, matters relating to IoT-based services (personal 
communication, cybersecurity specialist, South African government, 2017).

Regulating e-health services 
Regulatory issues that arise in respect of e-health services for electronic 
communications regulators and for health regulators include: availability of 
broadband and IoT networks; pricing of broadband and IoT services; privacy and 
trust with respect to the storage of anonymised personal health data in the cloud; and 
security pertaining to sharing of health data as the basis for data analytics services.

Availability of broadband and IoT networks and pricing of services
Introducing and utilising e-health services requires availability of broadband 
infrastructure in hospitals and clinics, in order to effectively collect and communicate 

patient health data from clinics and hospitals to decision-making structures, with a 
reasonable degree of accuracy and validity. Promoting broadband access is already 
on the regulatory agenda for electronic communications regulators, though progress 
is slow in many SADC countries. New regulatory challenges relate to the emerging 
market structures for low-power or narrow-band networks; competition and abuse of 
dominance; and universal access to these networks and related services at prices that 
are affordable for public hospitals and clinics.

Data privacy, trust and security
In the healthcare system, patient confidentiality and the protection of personal 
information are of equal importance to the potential value generated by gathering 
and analysing of big data generated through IoT applications. Here, information 
privacy regulators, cybersecurity regulators and health regulators all have roles to play. 
Noting that historical health regulations may create barriers to digital transformation 
in public health, it is necessary to study the health regulatory environment from the 
perspective of digital advances. Detailed investigation is required on matters that 
require concurrent jurisdiction, or parallel jurisdiction (discussed further below), by 
the health professions and the electronic communications sector regulators, as well as 
on matters that require self-regulation by e-health service providers.

The issues presented in this section 4 offer some perspective on uncertainty, 
discontinuity and unpredictability with respect to regulatory decision-making in the 
digitally complex ecosystem.

5. Analysis: Reorienting regulation for the SADC digital ecosystem
Analysis of the emerging SADC digital ecosystem indicates a regulatory environment 
characterised by uncertainty, unpredictability and discontinuity, one that is in need 
of complex adaptive responses. Drawing on the points that ensue from the discussion 
above, at least four key complex adaptive responses are required. First, there is a 
need for a shift in the regulatory agendas of sector-specific regulators to include 
attention to the new regulatory challenges discussed here and those discussed by 
other authors. Second, there is a need for regional regulatory harmonisation. Third, a 
multiplicity of regulators are engaged in addressing different facets of the regulatory 
environment for digital services, leading to the requirement to manage and coordinate 
interwoven regulatory agendas. Fourth, attention must be paid to the greater need for 
self-regulation – by operators, service providers and consumers – and co-regulatory 
arrangements.

New regulatory agendas and challenges
It is apparent that SADC regulators must adapt their agendas to include new items 
in respect of competition, data protection, cybersecurity and cybercrime. SADC 
countries will also need to establish new regulators, or, where possible, revise the 
mandates of existing regulators. In this respect, a key role of regional regulatory 
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bodies is to advance the knowledge required among SADC national regulatory 
authorities for future-oriented regulation. For example, IoT supply can only advance 
effectively and productively to meet local and regional demand where regulatory 
reviews and appropriate, timely ex ante regulation are part of the IoT ecosystem. 
Regulatory studies are required to understand the extent to which existing legislation 
may provide an initial foundation for conducting reviews and guiding regulatory 
decisions. In addition, research-based studies must guide how matters such as IoT 
licensing, data privacy, and cybersecurity will be regulated. This is necessary to inform 
the practices of regulatory authorities, identify priority areas for attention, and clarify 
the roles of various regulators and any areas of possible concurrent jurisdiction. It 
is also necessary to provide clarity for market entrants, for example, with respect 
to encouraging IoT market formation. In practical terms, the Communications 
Regulators’ Association of Southern Africa (CRASA) can make an important 
contribution to fostering advances in regulatory agendas and practices for SADC 
regulators.

Regulatory harmonisation
Important topics for regulatory harmonisation include mobile money and mobile 
payments; approaches to the formation of IoT markets and services; and the related 
issues of cyberspace risk and governance. These and other fields of enquiry are 
knowledge-intensive fields of regulation, requiring the existing SADC regional 
regulatory associations, CRASA and the CCBG-SADC, to act in ways that further 
advance the value of model laws, codes and regulatory guidelines. Greater effort is 
required to promote the establishment of new regulators for data protection and 
cybersecurity/cybercrime across the SADC region, so as to create the necessary 
foundations for regulatory harmonisation in this sphere.

Concurrent and parallel jurisdiction
Effective regulation for the future evolution of cyberspace requires the attention of 
multiple regulators and regional regulatory associations (in, inter alia, banking and 
finance, competition, consumer protection, cybersecurity, electronic communications, 
health professions, transport) to advance (i) regulation of mobile money and mobile 
payments markets; (ii) evolution of IoT markets; (iii) evolution of data analytics and 
other digital services; and, ultimately to foster (iv) interconnected digital markets 
across the SADC region. Some matters will require concurrent jurisdiction across 
regulators, which will in turn require clarification of roles and responsibilities, 
drafting of memoranda of agreement, and preparation and finalisation of country-
level regulations based on model laws or guidelines for regulatory harmonisation. 

Creating an ecosystem approach requires more than just concurrent jurisdiction. 
The converged services of digital financial services and digital healthcare, to give but 
two of many possible examples, create the need for parallel jurisdiction, with greater 

emphasis than before on simultaneous, cross-sectoral, collaborative and, occasionally, 
integrated regulation with respect to operator behaviour, consumer behaviour, and the 
behaviour of many service providers (for example, hosts of cloud services, and other 
unique stakeholders in particular sectors, such as health professionals or e-health 
service providers). Recognition of parallel jurisdiction means that distinct regulators 
understand their individual, respective contributions to fostering an effective digital 
ecosystem, and they seek to create complementarity through their decision-making. 
They seek to understand each other’s contributions and identify where and how to 
address the gaps arising from the early stages of formulating regulatory decisions for 
the complex digital ecosystem.

A case in point,  at regional level,  is the need for a regular interface amongst CRASA, 
the CCBG-SADC, the COMESA11 Competition Commission (eight SADC 
countries are members of COMESA), and the signatories to the SADC Memorandum 
of Understanding on Inter-Agency Cooperation in Competition Policy, Law and 
Enforcement (for a brief overview of this MoU, see Ngobese and Kühn, 2017, pp. 
3-4). Extended forms of mutual discussion, collaboration, and formulation of formal 
arrangements for concurrrent and/or parallel jurisdiction among these institutions are 
necessary to push forward the boundaries of cyberspace for consumers and users of 
mobile money services in the region.

In the SADC, the number of regulators needing to engage with the broad field of 
mobile and Internet-based services (read electronic communications, mobile financial 
services, IoT networks and services, e-health services) would be close to 100 regulators 
(or more) if each country were to have the types of regulators recommended in model 
laws and guidelines. These would include banking and financial services regulators 
(central banks), competition regulators, electronic communications sector regulators, 
data protection or information privacy regulators, cybersecurity regulators, general 
consumer rights regulators, health professions regulators, and others. Given the size of 
the regulatory community and the complexity of its regulatory agenda, the regulatory 
community itself needs to become a complex adaptive system, as regulators cannot 
possibly address the range and complexity of issues by applying “tried and tested” 
regulatory approaches where new innovative approaches are needed.

Self-regulation and co-regulation
Self-regulation is an important field of exploration for SADC policymakers and 
regulators, in order to encourage greater self-management by operators and 
service providers, with respect to activities of minimum risk, or areas where self-
regulation would remove an unnecessary burden on regulators. Where possible, user 
communities and provider communities can create and sign up to applicable codes of 

11  COMESA is the Common Market for East and Southern Africa.
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conduct. Also relevant are co-regulatory approaches, where regulators publish codes 
of conduct and monitor compliance, a modality that is much less onerous than direct 
regulation.

6. Conclusions: The complex adaptive system of regulation for the SADC digital 
economy
This article has sought to introduce a discussion of SADC regulation within a 
complex digital world. The specific discussion points reflect the uncertainty and 
unpredictability of the regulatory landscape, and the points of discontinuity with 
a regulatory history largely focused on the silos of telecoms, or banking, or health 
services. Over the coming decades, deep structural economic change is inevitable in 
the SADC region, whether due to endogenous or exogenous influences. Regulators 
must confront, rather than shy away from, the complexity enshrined in the digital 
future. 

Important considerations for addressing complexity include non-linear thinking 
(Anderson, 1999; Schneider & Somers, 2006) and non-linear regulatory design; 
regulatory approaches that understand the digital economy as a complex adaptive 
system (Akgün, Keskin & Byrne, 2014); and the application of methodologies for 
studying such systems (Gates, 2016). Non-linear thinking can and should be applied 
by regulatory organisations in the content of the regulatory agenda and in the design 
of approaches to regulation.  In other words, it may not be possible or advisable to 
promote continuity in regulatory approaches – such as applying general competition 
theory to mobile financial services regulation and addressing the traditional issues of 
dominance and abuse of dominance – where the nature of the regulatory challenges 
is significantly dissimilar to historical trends or completely new (e.g., the issues of 
provider-based and agent-based interoperability). 

Regulators must consider the best possible regulatory approaches based on the 
characteristics and relevant factors pertaining to the matter at hand, thinking about 
regulation as part of shaping the future of systems of communication as an adaptive, 
interpretive exercise, rather than as simply a rule-driven exercise based solely on past 
experience and historical trends. 

It would be advantageous for SADC regulators to consider each new challenge in 
relation to its own specific characteristics and influencing factors, rather than to 
simply look to past regulatory approaches for answers. Regulators can, accordingly, 
consider the nature of the system changes and innovations taking root, and design 
regulation that strongly encourages innovation, while balancing the interests of 
industry development and consumer welfare. Furthermore, regulators will need 
to consider and adopt particular methodologies for studying complex adaptive 
systems in the digital sphere, such as STCS evaluation methodologies (Gates, 2016) 
or research methods for studying virtual communities (Aguirre, 2011), and other 

methodologies applicable to regulating in a context of digital complexity.

The article has touched on some of the key emergent regulatory dimensions in this 
SADC digital complexity ecosystem, in the context of mobile financial services 
regulation, regulation of IoT networks and services markets, and regulation of e-health 
services. However, it has not touched on many other important emerging phenomena, 
notably cloud computing, spectrum management, or issues of the intellectual property 
rights of entrepreneurs and start-ups in high technology hubs where tech developers 
and entrepreneurs are engaged in digital innovation and digitally enabled innovation. 
With respect to these manifestations of digital complexity, additional concerns arise 
for a future regulatory agenda for the digital services ecosystem. Moreover, it is noted 
that, beyond regulation, private firms and governments will need to pay attention to 
factors in the wider enabling environment, including new infrastructure investment, 
significantly heightened skills development, technology and process innovation, and 
strategy and leadership relevant to the digital transformation of business, government 
and civil society. Most importantly, the need for regulation must always be balanced 
against the need for innovation and investment in this domain. SADC regulators 
need to take a broad view of the many challenging emerging regulatory issues in their 
jurisdictions and construct a regulatory agenda that includes in-depth studies of the 
many new phenomena arising in the digital sphere.
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Abstract
In the sub-Saharan African context, there is an enormous shortage of healthcare 
workers, causing communities to experience major deficiencies in basic healthcare. 
The improvement of basic emergency healthcare can alleviate the lack of assistance 
to people in emergency situations and improve services to rural communities. The 
study described in this article, which took place in South Africa, was the first phase of 
development and testing of an automated clinical decision support system (CDSS) 
tool for first aid. The aim of the tool, a mobile smartphone app, is that it can assist 
untrained healthcare workers to deliver basic emergency care to patients who do 
not have access to, or cannot urgently get to, a medical facility. And the tool seeks to 
provide assistance that does not require the user to have diagnostic knowledge, i.e., 
the app guides the diagnostic process as well as the treatment options.
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1. Introduction
Medical emergencies are a daily occurrence in human life the world over. More 
often than not, other people are nearby and the onus of lending a helping hand then 
falls on them. If these bystanders were trained in first aid, defined as “emergency 
care or treatment given to an ill or injured person before regular medical aid can be 
obtained”,1 they would be able to assist with the necessary knowledge and urgency 
required to meet the needs of the patient.

The British Red Cross reported in 2009 that only 1 in 13 (i.e., only 7.7% of ) trained 
first-aiders in Britain felt comfortable in carrying out first aid (BBC News, 2009). If 
these unsure first-aiders could have something to reassure them, they would more 
likely be willing to help instead of simply being bystanders. 

Companies such as the American Red Cross (2016b), Phoneflips (2015), SusaSoftX 
(Google Play, 2016a), and St John Ambulance (Google Play, 2016b) have developed 
first aid applications that run on at least one of the more readily available mobile phone 
platforms (Android, BlackBerry, and iOS). One characteristic these applications have 
in common is that their use assumes a certain degree of prior medical knowledge. The 
user is required to make a diagnosis based on what he/she sees before the application 
provides steps to be followed in an emergency situation. It is assumed that the user 
can identify symptoms or diagnose medical conditions. These assumptions limit the 
efficacy of the applications in line with the limitations of the users’ medical expertise. 
If the user makes an incorrect diagnosis, incorrect treatment will be applied, which 
may have negative effects on the patient’s health.

Even though past research clearly indicates the advantages of training people in 
first aid, as well as the value of applying correct procedures in first aid situations, 
there appears to be a gap in the literature regarding research into mobile first aid 
applications that do not require the user to make diagnosis and instead use the 
patient’s symptoms to guide the user in appropriate and safe assistance.

In the study that is the focus of this article, which took place in South Africa, we 
developed the prototype of an automated clinical decision support system (CDSS) 
smartphone app for use by untrained healthcare workers in emergency medical 
situations, particularly in under-served rural areas. The study aims to achieve the 
following research objectives:

•	 to evaluate the WHO IMAI guidelines as basis for algorithm creation and 
investigate various algorithms for use in the proposed system;

•	 to investigate and identify the most appropriate software specification(s) 
to develop an m-health first aid system to be used as a guide in medical 
emergencies; and

1  See http://www.merriam-webster.com/dictionary/first%20aid

•	 to verify the validity of the outcomes proposed by the system by comparing 
its outcomes with the actions of medical professionals.

The article is structured as follows: The next section reviews literature on first aid 
and communication technology in healthcare (including artificial intelligence and 
CDSSs), and describes the workings of two existing first aid smartphone apps. Section 
3 describes the study: the development, testing, and refinement of of the prototype 
first aid mobile app. Section 4 provides results from an evaluation questionnaire on 
the tool, as completed by medical professionals. And Section 5 provides conclusions 
and future research directions.

2. First aid and the role of communication technologies
According to the St John Ambulance Association’s statement about the purpose 
of first aid, it should (1) preserve life, (2) prevent deterioration, and (3) promote 
recovery (St John Ambulance, 2016). Two of the many possible examples available in 
the literature, of cases where bystander first aid was needed, are the following: 

•	 a 17-year-old boy was in a motorcycle accident with no serious injuries, his 
heart stopped, and no bystander performed CPR, resulting in the boy’s death 
(St John Ambulance, 2010) 

•	 a 4-year-old boy suffered a swimming pool accident and was resuscitated by 
young, off-duty lifeguards (American Red Cross, 2016a)

Shortages of healthcare workers
It is not only the lack of first aid training and confidence among the general public 
that poses a risk. There are also significant shortages of healthcare workers in many 
parts of the world, particularly in developing countries. According to the Global 
Health Council (GHC, 2011), 15 sub-Saharan African countries do not have the 
recommended 20 physicians per 100,000 people. These countries have 5 or fewer 
physicians for every 100,000 people. And 17 sub-Saharan African countries have 50 
or fewer nurses for every 100,000 people, far below the recommended minimum of 
100 for every 100,000 people. 

In South Africa, the “shortage of trained human resources” (Cherry, 2012) was 
highlighted by the National Health Research Committee at a summit in July 2011 
as one of seven possible areas in which healthcare in South Africa can be improved 
Research shows that nearly 25% of doctors trained in South Africa work in other 
countries (Gevers, 2011).

The lack of healthcare provided by trained and qualified medical personnel in 
African countries (Health-e News, 2012), particularly in rural areas where access 
to trained personnel and hospitals or other medical facilities is particularly scarce, 
poses great risks for the local people. The simple process of symptom recognition 
and resuscitation can often mean the difference between life and death (Razzak & 
Kellerman, 2002) if properly, expertly and timeously delivered. 
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Communication technology in healthcare
e-Health refers to healthcare practices that make use of electronic processes and 
information and communication technology (ICT) in a cost-effective and secure 
manner (Hockstein, 2013). Besides use in emergency medicine, other examples of 
uses for e-health systems include patient treatment, diagnosis, prognosis, image-
processing, health management, and health worker education (WHO, n.d.c). 

Professionally trained healthcare workers in first world countries at large welcome 
and adopt the progress and implementation (Shekar, 2012), however, its use across 
Africa is still minimal. As an example, we can take note of the study done in Nigeria 
to determine the use of mobile technology in the distribution of reproductive 
health information (Ezema, 2016), but in contrast to that countries such as Kenya, 
Uganda and Zambia are eager to try new technologies that support healthcare with 
an open-mindedness for possible technologies that might have a future common 
platform (Shekar, 2012). Even with this in mind, the use of e-health technologies 
in developing countries is not widely accepted. It has been met with scepticism as 
it is not perceived to have the same personal interaction as would be the experience 
with a human healthcare worker. In some instances it is seen as a technological 
replacement of the human factor and only an aid in training and development of 
healthcare workers, rather than a trusted aid in actual emergency situations (Van 
Gemert-Pijnen, Wynchank, Covvey, & Ossebaard, 2012).

Mobile technology
In Africa, the number of mobile phone users was 557 million in 2015, and is expected 
to reach 725 million by 2020 (GSMA, 2016). When considering mobile technology 
in healthcare, it is noted that key goals are to improve access to, and the quality of, 
care (Qiang, Yamamichi, Hausman, Miller, & Altman, 2012). Treatment of people 
in rural areas where there is a great shortage of healthcare workers (Lemaire, 2011) 
links directly to these goals.

Artif icial intelligence (AI)
The use of artificial intelligence (AI) in healthcare has been gaining momentum 
over the last decade, and while there are human aspects which cannot be replaced 
by a computer, machines are able to analyse massive amounts of data and recognise 
patterns that are impossible for humans to detect (Hernandez, 2014). To take a 
simple example, storing and retrieving medical record details via machines is far 
more reliable than human mental recollection (Hernandez, 2014). So it is evident 
that, even though machines are not able to function independently in all scenarios of 
healthcare, AI does have its rightful place in the healthcare industry.

Clinical decision support systems (CDSSs)
Decision support systems (DSS) are “computerized information system[s] that 
support decision-making activities” (Power, Sharda, & Burstein, 2015). In the clinical 

decision support system (CDSS) context, Perreault and Metzger (1999) state that 
one of the core functions of a CDSS is to support diagnosis and a treatment plan, 
and that it should aim to promote “best practices, condition-specific guidelines, and 
population-based management”. By implementing such a system, a healthcare worker 
can start working independently sooner, allowing for an increase in the number of 
active healthcare workers in the field. Distinguishable advantages provided by a 
CDSS include less time spent on training and less mistakes when healthcare worker 
is unsure about procedures (Van der Walt, 2016). 

Existing f irst aid mobile applications
We now provide a basic comparison between two of the available mobile first aid 
applications.

St John Ambulance First Aid app
Figures 1 and 2 below shows two screens from the St John Ambulance First Aid app 
as it existed in mid-2016. The screen in Figure 1 gives the user options on treatments 
for what the app classifies as “major” emergencies. There are 12 options, 10 of which 
are available at first glance. The remaining two options can be reached by scrolling 
down. On the same screen, links can be found to treatment “techniques” (6 sub-
sections), “minor” emergencies (6 sub-sections) and “St John Info” (with information 
on the company, training, calling for help, and tips on a proper first aid kit).

Figures 1 and 2: St John Ambulance (2016b) First Aid mobile app

Figure 1: “major” emergencies screen Figure 2: “adult CPR” diagram, with text 
and audio
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The user is expected to decide whether an emergency qualifies as “major” or “minor”, 
and then identify treatments under the “techniques” tab, such as “treating shock”, 
“opening airways” and “recovery position”. The initial steps for “assessing the 
situation” (danger, response, airway, breathing, circulation) are also available under 
“techniques”. Various diagrams are included to make the instructions easy to follow, 
with the diagrams accompanied by text and audio (as shown in Figure 2).

The St John Ambulance First Aid mobile app is available on the Android, BlackBerry 
and iOS platforms. No registration is necessary before the application can be used.

Netcare Assist App
Figures 3 and 4 below shows two screens from the Netcare Assist App as it existed 
in mid-2016. (Netcare is a South African private hospital network). One the home 
screen, there is a slider button that can be used to call the Netcare emergency line. The 
user can also document potential “Personal Emergencies”, e.g., issues such as asthma 
or epilepsy can be stated, along with any contact person(s) and contact numbers of 
whom to call in each instance of occurrence. Figure 3 (the “First Aid” screen) shows 
a listing of a variety of situations requiring first aid, for which instructions (as per the 
example in Figure 4) are given.

Figures 3 and 4: Netcare Assist App (Netcare 911 (n.d.))

Figure 3: “First Aid” screen      Figure 4: CPR instructions

 

There are also tabs located along the bottom of every screen, with which the user can 
navigate to “locate”, “first aid”, and “update” pages. With “locate”, the user can find 

the physical location of hospitals, pharmacies, medical centres, and doctors’ rooms. 
On the update page, personal information can be changed and stored. Under “first 
aid”, the user can select from a list of 13 treatments. Each treatment is explained by 
means of text and pictures, and audio instructions are also available. The application 
is available for Android, BlackBerry and iOS phones. The user needs to register 
before the application can be used.

As with the St John Ambulance app, the Netcare app is dependent on the user 
making a diagnosis before any treatment steps can be requested.

3. The research: Development and testing of a CDSS emergency first aid app
The first core component of our research was development of an automated CDSS 
tool – an electronic emergency treatment guide app – which can communicate to 
healthcare workers the procedures and steps to follow in an emergency situation. 
Our aim was to identify AI protocols similar to protocols applied by healthcare 
workers during emergency medical assistance and build them into the app, so that 
such protocols could be imitated by the app. 

It must be noted that this study did not include development of an interface to enter 
patient information and vital readings into the system. For the purpose of this study, 
that data entry was done manually. Also, a specific database for electronic health 
records was not developed as part of the study, and data security was not considered. 
Other parameters decided upon were:

•	 that there must be provision for limitations found in rural areas (e.g., lack of 
equipment availability): the tool must not exclude the user from using it if 
blood pressure cannot be measured at the time; and

•	 that no patient data would be stored.

Choice of medical guidelines
Various guidelines were considered for this project, and it was ultimately decided that 
the guide for emergency medical treatment set up by the World Health Organisation 
(WHO) should be the guidance document. These WHO guidelines are the 
Integrated Management of Adolescent and Adult Illness (IMAI) Quick Check 
and Emergency Treatments for Adolescents and Adults (WHO, 2011). The IMAI 
guidelines are already implemented in more than 30 countries (WHO, n.d.b) and 
extension to several other countries, including India, China and Vietnam (WHO, 
n.d.a) was underway at the time of our research. After it was determined that the 
WHO IMAI guidelines were the most appropriate to use as a foundation for the 
tool, a basic “decision tree” structure was followed in the development of the tool. 

Feedback from validators
Based on recommendations from validators, the IMAI procedure for the treatment 
of a pneumothorax was revised, and a basic cardio pulmonary resuscitation guidelines 
were added. Additional recommendations from validators were to: make the display 
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of emergency and priority signs be more easily readable, e.g., via the use of bulleted 
points; revise medications to be suited to the South African market; and add diagrams 
to illustrate the procedures. 

The appropriate app model was prototyped, using rules-based algorithms, AI 
protocols, and ontology modelling.

Selecting a viable testing platform
The two most likely options identified for testing the electronic emergency treatment 
guide were: 1) to create an application with a database that must be stored on a user’s 
smart device; or 2) to use a web-based platform with a database that the user must 
connect to in order for it to be used. The advantages and disadvantages of each, and 
the eventual platform selection, are now discussed.

A smart-device application
The advantage of a smart-device application with a connected database is that no 
Internet connectivity is needed, but the disadvantages –  which, in our analysis, 
outweigh the advantages –  are: that the application must be installed on a device 
prior to use, and it needs to store information in a database. Also, for testing purposes, 
the stored database must be retrieved or, in cases where users do not have devices, 
such devices must be provided to users, and later collected for data to be accessed.

An Internet platform
Advantages of running an Internet application are that the information can be 
uploaded immediately, and no storage of information is necessary on the user’s device, 
so none of the user’s storage space is occupied. Alternatively, if it is a device lent to 
the user for the means of inputting data, there is no need to retrieve the device at a 
later stage. The one major drawback of this route is that the user will need Internet 
connectivity.

Selection of platform
After considering the advantages and disadvantages, the decision was made to use 
the Google Forms Internet platform to create the emergency treatment guide tool 
for users to use during the testing of the concept. We determined that the advantages 
of using Google Forms are that: no website is necessary; no database needs to be 
created; live updates can be done without having to recall older versions; a full report 
is generated containing all the options exercised by the user; the report is accessible 
by the creator in the form of an Excel spreadsheet; a high maximum number of 
questions (255) is allowed; and an unlimited number of users is allowed.

Stages of development and testing of the tool
We decided on the following stages:

•	 develop the first version of the tool on the Internet platform;
•	 conduct field visit to observe trained emergency medical technicians in 

action, and address shortcomings of the tool;
•	 enter actual, documented medical emergency cases from literature to test the 

tool, and address deficiencies;
•	 have healthcare professionals test the tool and evaluate it by means of a 

questionnaire, and then make adjustments where necessary;
•	 have untrained healthcare workers use the tool for data collection purposes; 

and
•	 have the inputs from the untrained healthcare workers validated by medical 

professionals to verify the validity of the tool.

The final two stages just listed were not performed in the first phase that is the 
subject of this article.

Basic operation of the tool
In order to place users into categories according to their qualifications, and thus 
the medical procedures they could be allowed to perform), the user is first asked to 
indicate her or his level of qualification. The options are:

•	 No formal medical training
•	 First Aid Level 1 or 2 / Medical student
•	 First Aid Level 3
•	 Basic Ambulance Assistant / Basic Life Support
•	 Ambulance Emergency Assistant / Intermediate Life Support
•	 Emergency Care Technician
•	 Advanced Life Support / Critical Care Assistant / Emergency Care 

Practitioner / Nurse / Doctor

By selecting an option, the user is screened and only receives instructions for 
procedures that she or he is permitted to perform. Once the user is screened, she or 
he is guided through a series of questions and steps according to her or his choice of 
answers. After each instruction or question, the user must give an indication that she 
or he is ready to continue to the next step (or return to the previous step), as shown 
in Figure 5 below.
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Figure 5: Available options and back/continue buttons

 
The first prompt is for the user to identify any primary symptoms from a list: “trauma 
to the chest”; “bleeding from the head”; “other external bleeding”; “patient is not 
breathing”; “patient has no pulse”; or “none of the above”. The user must choose the 
appropriate response in order to receive further instructions relating to that specific 
condition. If none of the primary signs can be identified, the user is offered the choice 
of other emergency signs, e.g., “respiratory distress”; “circulation/shock”; “trauma 
(and neglected trauma)”; “convulsions/unconsciousness”. If none of the emergency 
signs prevail, the user can choose from a list of priority signs, e.g., “pale/fainting/very 
weak”, “bleeding; fracture/deformity.

Ref inement of the tool
As development of the app continued, several issues emerged and were addressed. 
It was decided that the user would give input by means of selecting one or more 
appropriate options. Checkboxes were initially used in a limited number of questions, 
but the questions were later revised to allow for radio buttons only. Dropdown lists 
proved to be too small for handheld devices and as a result were not implemented. 
The decision was made to keep text input questions to a minimum, due to the limited 
screen size of certain models of smart devices. Instead of requiring text inputs, the 
needed information in all but three question was divided into viable sections, such 
as a range depicting low values, normal values, and high values representing the 
possibilities. In the app in its current form, the only questions requiring text input 
are: (1) “enter diastolic blood pressure (lower value) {optional}”; (2) “enter patent’s 
age {optional}”; and (3) “an identification code the health worker assigns to himself/
herself ”. (The third question just listed is one of the six questions included for 
research data organisation purposes, and all six of these questions will be removed 
from the final version of the tool.

The manner in which the user is guided, by means of a series of options to select from 
and instructions based on the options selected, is shown in Figures 6 and 7 below.

Figures 6 and 7: Examples of options and instructions in the tool

Figure 6: Options available to the user Figure 7: Step-by-step instructions for CPR

Improvements after f ield visit
A field visit was conducted in order to observe trained paramedics. The major concern 
expressed was that multiple medical issues might present themselves simultaneously 
in certain situations, and that, accordingly, there had to be clearer distinctions 
made in the options given in the tool so that the user can choose, and attend to, 
the condition that is most threatening. It was thus required that additional options 
be given throughout the instructional process to allow the user to return to other 
issues (after treating the most pressing conditions) that need to be addressed before 
referring the patient to a medical professional or medical facility. It was also noted 
that verbal permission must be obtained from the patient (if he/she is conscious) 
before any treatment can be given. An instruction to do so was included in the tool.

Testing of tool against documented cases
A key step in testing of the tool was to use specific documented cases to compare 
the tool’s IMAI-based suggested steps with steps actually followed by medical 
professionals. We used 20 documented cases for this testing, and after comparing 
the elements of each procedure, a 69.5% correlation was found between the steps 
suggested by the tool and the steps actually followed by medical professionals. It was 
found that:

•	 the lowest correlation for steps in a single case was 33%;
•	 the highest correlation for a single case was 100%; and
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•	 the order in which the steps were performed had a 100% correlation across 
the 20 cases.

However, in the process of entering the 20 cases, some difficulties were encountered. 
It was noticed that too many unnecessary steps were required to reach certain 
procedures. (As a result, more options were provided in earlier steps in order to reach 
said procedures directly.) It was also found that two of the methods for administering 
medication were too vague. And three instances that called for vital signs to be 
entered became a “dead-end” if the vitals were not known, e.g., if they couldn’t be 
measured (and those instances thus needed an “unknown” option). These deficiencies 
were addressed.

It was then decided that more cases, as well as cases of a more diverse nature, should 
be utilised in order to get a more comprehensive idea of the scope of efficiency of 
the application. The number of cases drawn from the literature was increased from 
20 to 30. It was found that this larger case load, with increased diversity of medical 
cases, produced a slightly lower correlation than with 20 cases – 65.6% instead of 
69.5% – and that:

•	 the lowest correlation for steps in a single case was 17% (down from 33% 
when there were 20 cases);

•	 the highest correlation for a single case was 100%; and
•	 the order in which the steps were to be performed was matched in 28 of the 

30 cases (a 93% correlation, down from the 100% correlation with 20 cases).

Testing by healthcare professionals
The tool was also given to two doctors, three nurses, three emergency medical 
technicians (EMTs) and two pharmacists, so that they could scrutinise the tool 
and look for inconsistencies between the tool’s information and IMAI guidelines. 
Feedback was received from two of the doctors, one nurse, and two EMTs. The 
feedback from the responding professionals called for refinement of approaches 
provided by the app to: certain medical procedures; restrictions on which medical 
personnel could form certain procedures; administering of certain medications, 
certain locally available medications; and provision of appropriate scales for inputting 
vital signs (instead of having the user type the values). Based on this feedback, the 
tool was further refined – with the help and input of one doctor (Van Aswegen, 
2016) and one EMT (Rossouw, 2016). It was decided that of particular urgency was 
incorporating limitations into the tool in terms of procedures healthcare workers 
would be allowed to perform, and these were duly built into the app before any 
further testing was done.

4. Evaluation survey
For a more formal method of feedback collection, a questionnaire was drawn up 
to gather input from medical professionals. The questionnaire was administered 

electronically, and feedback from three medical doctors, three EMTs, two pharmacists 
and one emergency care practitioner (ECP) was received. All the feedback was 
considered and the tool was adjusted to reflect the recommendations. The core areas 
of interest in this questionnaire were: the IMAI guidelines; the medical procedures; 
usability; opinions on assistance offered by the app, efficiency in training, healthcare 
delivery, and suitability of the tool; security; completeness; participant demographics; 
and comments on overall perception. The feedback is discussed below.

The tool ’s guidelines and medical procedures
Figure 8 below shows the survey data from the medical professionals’ responses 
to the questions regarding: (1) the choice of IMAI guidelines as the basis for the 
guidance provided by the app; (2) whether the app succeeds in replicating the IMAI 
guidelines; and (3) whether the tool succeeds in imitating the procedures followed 
by medical professionals. 

Figure 8: Survey findings on tool’s guidelines and medical procedures

Usability of the tool
Figure 9 below represents the medical professionals’ inputs on the usability of the 
tool, in terms of: (1) clarity of instructions; (2) ease of following instructions for 
qualified healthcare workers; (3) ease of following the instructions for untrained 
healthcare workers; (4) ease of data entry; and (5) comfort of visual interaction.
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Figure 9: Survey findings on usability of the tool

General opinions on suitability of the tool
Figure 10 shows the opinions of the respondents on the following aspects: (1) the 
degree to which the tool can be helpful in a rural setting where there are no trained 
medical professionals nearby; (2) the degree to which the tool can be helpful in the 
hands of an untrained person; (3) usefulness in training of healthcare workers; (4) 
usefulness in re-training of healthcare workers; (5) usefulness for improvement of 
healthcare delivery; (6) enhancement of user confidence via computerised clinical 
decision support system (CCDS); (7) the trust that an unqualified healthcare worker 
might place in the outcome proposed by the tool.

Figure 10: General opinions on suitability of the tool

At the general level, the survey found that 90% of the respondents felt the tool was 
complete and that no additions needed to be made. Among the 10% of respondents 
who felt additions were needed, suggestions included: addition of diagrams 
and pictures to assist people in rural areas who may have low levels of English 
comprehension or be illiterate; revision of clinical procedures in line with the most 
recent version of the IMAI guidelines. There was also a suggestion that all the CPR 
instructions be on the same page, instead of the user having to choose “continue” or 
“back” to move between instructions. 

5. Conclusions and future work
The core aims of this initial study were to develop and test the first version of an 
m-health first aid tool that makes procedural recommendations in response to 
symptoms – instead of expecting the user to diagnose the patient and treat according 
to said diagnosis. 

In this first phase of testing, relatively good correlations were found between the steps 
recommended by the tool and the steps taken by medical professionals in documented 
cases. The tool was refined on the basis of inputs from – and with direct help from – a 
small group of medical professionals. After refinement of the instrument, a broader 
survey of medical professionals’ views on the tool was performed, and the tool received 
relatively strong scores in terms of its ability to replicate IMAI guidelines, its ability 
to imitate the procedures followed by medical professionals, and in terms of usability 
general suitability matters.

But even after refinement, the tool in its current form is not without limitations. 
Perhaps the most significant of these limitations is the one alluded to near the end 
of the previous section: the lack of visual elements such as pictures and diagrams. For 
the application to be usable by people who are not fluent in English or who even be 
illiterate, descriptions of procedures, not matter how accurate, will not suffice. This 
element will be addressed at a later stage. Another likely limitation in use of the tool 
is that it consumes valuable time to refer to the screen during use, i.e., when actually 
treating a patient. Inclusion of voice commands may be a positive addition to the 
final version. Additionally, rollout and convincing people to choose this tool over 
other smartphone applications may be difficult as it is a new product. 

The next phase will be to validate the system against cases in the field. Untrained 
healthcare workers will have to participate in the study, to test the guidance aspect 
of the tool. After untrained healthcare workers have entered their responses, the 
responses will need to be checked by professionally trained medical personnel to 
confirm the correctness of the actions suggested by the tool. Correlation factors, 
relevance and accuracy will then be studied to determine the significance of the data 
and the support lent by the tool. The ultimate goal, after all development and testing 
are done, is to generate a viable product.
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Abstract 
Research on violence against children, though extensive, has not been effectively 
deployed for the development and tailoring of communication efforts aimed at 
specific national, local and cultural contexts within which such violence occurs. 
This article presents a staged, multi-sectoral communication strategy to reduce the 
incidence of violence against children in South Africa. Drawing on formative data 
collected through a literature review, key informant interviews, focus groups, and 
a stakeholder review meeting, the research team, in collaboration with UNICEF 
South Africa, formulated a communication strategy aimed at combatting violence 
against children. The data analysis and strategy development within a social-
ecological framework sought to identify factors at multiple levels that contribute to 
violence against children in the South African context. The communication strategy 
is designed to achieve positive social and behaviour change outcomes in South Africa 
with respect to the treatment of children, and also to provide an approach as well as 
specific elements that are potentially replicable to some extent in other countries.
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1. The scope of violence against children and gaps in communication approaches 
to address the issue
Violence against children is a multifaceted problem and globally widespread (UNICEF, 
2014). At the same time, the accumulation of research and practice in public health 
communication has a great deal to contribute in preventing such violence, though it 
has not yet been applied in any significant way to this issue.  Hence, relatively little is 
known about effective communication approaches for designing, implementing, and 
evaluating campaigns to address a problem that is at once ubiquitous, hard to define, 
and often hidden. Our working assumption in this article is that a communication 
framework can serve as a valuable tool for change in large audiences, as well as for 
future research. Based on the development of a communication-for-development 
(C4D) strategy for UNICEF to reduce violence against children in South Africa, we 
present a communication framework that, we hope, can be adapted for application 
both in South Africa and in analogous settings. Communication-for-development 
refers to a broad term employed by United Nations agencies to describe a social 
process aimed at promoting dialogue within communities and between communities 
and policymakers, to facilitate the achievement of human development goals (UNDP, 
2011). 

Violence against children as a global problem
Violence against children manifests in different forms, including physical violence 
(fatal and non-fatal), sexual violence, exploitation, violent discipline/corporal 
punishment, emotional violence, neglect and negligent treatment, and bullying, both 
physical and psychological (UNICEF, 2014; WHO, 2012; Pinheiro, 2006).  In 2012, 
approximately one in five homicide victims worldwide were children and adolescents 
under the age of 20 (UNICEF, 2014). Moreover, violence against children is 
commonplace, and it intersects with other factors, including disabilities, ethnicity 
and gender (UNICEF, 2014; UN, 2014). The problem occurs in numerous settings 
ranging from the home, schools, work places, communities, institutional care sites, 

juvenile justice systems, and via the Internet in the form of cyber-bullying (UNICEF, 
2014).  Social and cultural norms and beliefs, religious imperatives, socioeconomic 
status, non-existent or weak legislative and enforcement frameworks, and under-
reporting are all contributing factors (Pinheiro, 2006; Landers, 2013).  Children are 
also subjected to violence in trafficking, armed conflict (including the exploitation 
of children by gangs and opposition movements), and by harmful, sometimes fatal, 
practices such as female genital cutting and child marriage (UN ECOSOC, 2008).

United Nations efforts
In cooperation with host countries, UNICEF has been at the forefront of worldwide 
efforts to develop and implement a range of approaches to child protection.  These 
efforts, including communication interventions, are grounded in a human rights 
foundation, based on the 1989 United Nations Convention on the Rights of the 
Child, and are tied to the following elements: (1) strengthening national protection 
systems; (2) supporting social change; and (3) promoting child protection in 
conflict and natural disasters.  Crosscutting areas include (1) evidence-building and 
knowledge management; and (2) convening and catalysing agents of change (UN 
ECOSOC, 2008).

Other global and UN agencies also have taken on this issue. The prevention of 
violence against children, particularly gender-based violence, was included in 
multiple efforts to meet the 2000-2015 Millennium Development Goals (Fehling, 
Nelson, & Venkatapuram, 2013).  The seminal 2002 UN World Health Organisation 
(WHO) report on violence and health concluded that violence against children and 
women is a global priority, and called for a public health, science-based approach to 
complement criminal justice and human rights responses (WHO, 2002). Further, 
the 2006 UN World Report on Violence against Children called on governments to 
prioritise prevention and allocate sufficient resources to address risk factors and 
underlying causes (Pinheiro, 2006). WHO continues to advocate for a public 
health-based, preventive approach to child maltreatment (WHO, 2013).  Finally, in 
pursuit of the global targets set out in the Sustainable Development Goals for 2030, 
UNICEF promulgated An Agenda for #EVERYChild 2015 in which the first item 
calls for an end to violence against children (UNICEF, 2015).

Existing research insuff icient
A brief summary of relevant research literature is useful as a point of reference, 
with a caveat that the literature often conflates communication and other types 
of violence-prevention interventions. Important for the strategy discussed in this 
article, key factors hindering the effectiveness of interventions to prevent violence 
against children, including communication efforts, have been knowledge gaps 
and the implementation of approaches that are not well-tailored for the intended 
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audience or that lack a sufficient evidence base.  Additionally, data suggest there 
is insufficient dialogue in low- and middle-income country settings between work 
in early child development and work in violence prevention – dialogue that could 
help harmonise efforts to address these two intersecting phenomena and balance the 
current predominance of such research and evidence from high-income countries 
(UBS Optimus Foundation & WHO, 2013).

Few evidence-based communication or community-based efforts to change the social 
norms that support violence against children exist, and fewer still are sufficiently 
tailored to a particular country or community context (UBS Optimus Foundation & 
WHO, 2013; Fulu, Kerr-Wilson, & Lang, 2014).  In fact, a large majority (90%) of 
studies on violence prevention, early child development, and parenting interventions 
have been published in high-income countries, specifically, the United States and 
Canada (Knerr, Gardner, & Cluver, 2011; UBS Optimus Foundation & WHO, 
2013).  Moreover, a review of a sample of UNICEF country programs showed that 
data on violence against children are also hampered by “differences in terminology, 
variations in cultural/social interpretations, and the validity, representativeness and 
coverage of data, including baseline data which is often absent” (Landers, 2013, pp. 
23-24).  In short, there is a weak and fragmented evidence base on this important 
topic (Landis, Williamson, Fry, & Stark, 2013; Bott, 2014). 
 
In addition to the lack of reliable and representative data, evaluations of intervention 
effectiveness are often flawed and do not even measure decreases in violence as 
an outcome (Fulu, Kerr-Wilson, & Lang, 2014). Within the spectrum of possible 
intervention points, programming focused on prevention derives from a stronger 
evidence base (Bott, 2014).  Recent research has recommended that a public health, 
social-ecological approach through the life cycle be incorporated in developing, 
monitoring and evaluating efforts to prevent violence against children (Chan, 2013; 
Fegert & Stötzel, 2016; Sood, 2015; UBS Optimus Foundation & WHO, 2013; 
Van Niekerk & Makoae, 2014).  A social-ecological approach means to identify and 
address contributing factors that extend beyond the individual, through multiple 
levels including family, community, and the broader socio-cultural context, drawing 
on Bronfenbrenner’s ecological model of human development (1979) and subsequent 
public health applications (Stokols, 1992, 1996; see also USCDC, n.d.). Using a 
social-ecological approach through the life cycle refers to the identification of the 
multi-level contexts salient at different life stages, and their incorporation in program 
design and evaluation (see, for example, Edberg et al., 2011).  

The UNICEF-sponsored effort to address violence against children in South Africa
This article describes an effort to utilise formative research in the development of a 
tailored, multi-component, phased strategy as a guide for a UNICEF and government 

of South Africa collaborative campaign, using a C4D intervention, to reduce violence 
against children.  Working with UNICEF, the research team conducted a literature 
review, formative qualitative research, and stakeholder meetings as a foundation for 
the strategy. The aim was to understand the forms and contexts in which South 
African children face violence, and to identify specific approaches, channels, and 
messages – both informational and persuasive – that would be suitable for both 
national and local communication interventions.

The formative research was oriented around a social-ecological approach 
(Bronfenbrenner, 1979; Knerr, Gardner, & Cluver, 2011; Stokols, 1992; 1996),  in 
order to identify specific contributing factors at multiple levels that could be included 
in a communication strategy (Burton, 2012). It was understood during this process 
that aspects of broader contributing factors in South Africa could be implicated, 
including the impact of poverty, enduring impacts of apartheid, existing social 
and cultural norms and practices, the role of social institutions, legal and policy 
frameworks (and their implementation), and the allocation of resources (UBS 
Optimus Foundation & WHO, 2013).

The social-ecological framework we used employs two major dimensions: (1) 
levels of influence, moving from the individual out to broader societal factors; and 
(2) pathways of influence, linking factors at one level to those in another, both as 
a means of understanding causality and of guiding the change process advocated 
through the communication strategy. Thus, for example, system-level factors – e.g., 
the lack of capacity and training among child and family serving agencies to address 
violence victims – have an influence on individual decisions to report violence against 
children and to seek treatment. As described later in this article, one campaign focus 
(through a media advocacy component) could therefore be directed to improving 
these systems, with the assumption that doing so would contribute to changes in 
individual decisions. Or, if exposure to, and normalisation of violence is a factor that 
contributes to behavioral norms at the societal, community, family and peer levels, 
then the campaign should include multiple components at different levels seeking to 
break the pattern of normalisation. 

Figure 1 (next page) illustrates this approach.

AJIC 20-21-Jan-18-22h19.indd   52-53 1/21/2018   10:43:10 PM



AJIC Issue 20, 2017The African Journal of Information and Communication (AJIC)     54        55

 Edberg, Shaikh, Rimal, Rassool and Mthembu  Communication Strategy to Reduce Violence against Children in South Africa

Figure 1: Social-ecological levels and pathways of influence 
 
                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                  

Figure 1: Social-ecological levels and pathways of influence 
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The overall research question guiding the effort was as follows: What kind of C4D 
strategy would be most effective in combatting violence against children in the South 
African context, and how would such a strategy be empirically and theoretically 
grounded?

2. Methods
The proposed communication strategy was developed through an intensive, 
collaborative research process that included the following steps: 

•	 An extensive literature review that included use of general online search 
tools, consultation of significant research reports provided by UNICEF 
and key research institutions (e.g., the University of Cape Town Children’s 
Institute), and specific database searches (e.g., LexisNexis, Google Scholar, 
PsychINFO, JSTOR, Web of Science, PubMed, Scopus, AnthroSource); 

•	 Meetings and discussions with UNICEF South Africa topical experts;
•	 Semi-structured interviews with identified local key informants (referred to 

in this article as expert respondents) to elicit information that would help to 
understand and inform knowledge gaps in the literature and prioritise those 

with respect to project relevance;
•	 Conduct of four focus group sessions (total n=33) with samples of parents, 

youth, teachers, and social service practitioners, to gain information on general 
attitudes, beliefs and experiences concerning the issue of violence against 
children in South Africa, and feedback on ideas for the communication 
strategy; and

•	 A stakeholder meeting in Pretoria, South Africa, that included representatives 
from media, non-governmental organisations (NGOs), service providers 
who work with victimised children, government ministries, and UNICEF.

Topical experts and key informants were drawn from the following domains/sectors: 
experts in child development from South African universities; treatment providers 
for children who are victims of violence; representatives from South African NGOs 
that conduct relevant communication efforts; broadcast media organisations; the 
Department of Social Development; and local NGOs advocating for child rights. 

A partner organisation in South Africa specialising in qualitative research conducted 
the focus group discussions. Participants were recruited using a purposive sampling 
strategy (Bernard, 2011), working through existing contact networks from our 
research partner and UNICEF.  Collected data were transcribed and then analysed 
for key themes using QSR International NVivo, qualitative data analysis software 
for researchers. (A listing of key informant interviews and focus groups is at the 
conclusion of the References section below.)

Research findings were compiled and used to inform the development of a sequenced 
communication strategy and its theoretical justification.  Relevant stakeholders in 
South Africa reviewed the draft strategy prior to its finalisation. 

3. Findings from the literature review and formative research

Context of child violence in South Africa
Data reviewed in this section are drawn from the literature reviewed and pertinent 
data collected from the qualitative research, including the key informant interviews 
and focus groups as a means of triangulation.  

Violence against children should be viewed in the context of the broader environment 
of violence in South Africa. In 2015, based on 2010-2012 data, South Africa was 
said to have the second-highest rate of gun-related deaths in the world, at 9.4 per 
100,000 (BusinessTech, 2015). South Africa also ranks high in rates of interpersonal 
violence and violence against women (DSD, DWCPD, & UNICEF, 2012).  Reliable, 
comprehensive data specifically on violence against children are, however, difficult 
to come by, thereby hampering a full understanding of the extent of the problem 
(UNICEF, 2014).  In general, violence involving adolescents (typically meaning 
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children between ages 10 to 19) is often connected to community violence and crime, 
whereas violence against younger children, age five and under, most typically occurs 
in the context of family (UCT, n.d.).  

There is no one source of comprehensive data; however, multiple sources attest to 
the widespread nature of violence against children.  By one report, 827 children were 
murdered in South Africa in 2012-13, and 21,575 children were assaulted (Gould, 
2014).  At the 52 Thuthuzela Care Centres that provide “one-stop” services to 
victims of sexual assault and rape, for fiscal year 2013-2014, a total of 30,706 matters 
were reported, of which 2,769 pertained to trafficking, domestic violence or matters 
governed by the Children’s Act of 2005, and the overwhelming balance concerned 
sexual offences (Department of Justice and Constitutional Development, 2014).  The 
South African Medical Research Council, in an examination of child homicide rates 
by age, found that the highest risk of death for girls was in the 0-4 age group with a 
rate of 8.3 per 100,000, while the highest risk of death for boys was in the adolescent 
15-17 age group with an alarming rate of 21.7 per 100,000 (Mathews, Abrahams, 
Jewkes, Martin, & Lombard, 2012).  In the 0-4 age group, there was only a 0.7 
difference in the homicide rates for girls and boys; however, the overall male child 
homicide rate was almost double that of the female child homicide rate because of 
the substantial mortality rate of male adolescents (Mathews et al., 2012). 

Child violence in South Africa occurs in multiple settings (Mathews, Jamieson, 
Lake & Smith, 2014, p. 43; Proudlock, 2014, p. 173). A pilot child death review 
conducted by the University of Cape Town found that of the children and babies 
who died in 2009, 44 % were killed in connection with violence (Nicolson, 2015).  
Corporal punishment appears to be relatively widespread in South Africa, even in 
schools where it is against the law (Van der Merwe, Dawes, & Ward, 2012).  Some 
sources have indicated that corporal punishment is more prevalent in rural and 
poorer provinces or areas, with a high degree of continued use found in KwaZulu-
Natal Province (Burton & Leoschut, 2013).  Traditional practices involving violence 
against children, such as virginity testing, also appear to be more prevalent in rural 
than urban areas (Curran & Bonthuys, 2004; UCT, n.d.). Additionally, the World 
Bank and other sources have identified bullying and cyber-bullying as problems 
among South African children (Burton, 2012).  Supporting the latter assessment, 
youth in one of the focus group discussions for our research expressed a considerable 
amount of concern over cyber-bullying, including harassment via the social media 
platform Instagram.  There is also violence directed to specific categories of children, 
including the disabled, children from immigrant families, street children, and those 
with HIV/AIDS, as well as evidence of discrimination and violence, in Southern and 
East Africa, against children with albinism (The African Child Policy Forum, 2014).

Children are victimised not only by adults but also by their peers. One expert 
respondent from a treatment setting, interviewed during our research, estimated that 

as many as 40% of her clients were affected by peer violence. Children as young as 
age 5, she said, are perpetrators as well as victims.  Peer-on-peer violence, according 
to another NGO expert respondent, also includes sexual abuse. Data show that peer 
violence in schools ranges from threats of violence and assaults to sexual assaults and 
robbery (Burton, 2012).  A study conducted by South Africa’s Centre for the Study 
of Violence and Reconciliation concluded that peers are significant perpetrators 
of homicide and rape, with the 15-34 age group comprising 9 out of 12 (75%) 
of suspects for victims ages 14 and younger, and 42% of rapes committed against 
children under age 12 (Graham, Bruce, & Perold, 2010). Thus because child violence 
includes both perpetration and victimisation, against what appears to be a backdrop 
of normalised violence, a third expert NGO respondent said that there is a shift in 
thinking, from a conceptualisation of “violence against children” to the notion of 
“violence in childhood”, which is seen as a more adequate description of the situation.  

A social ecology of causal factors for violence against children in South Africa
Following the social-ecological approach outlined earlier, we understand violence 
against children in South Africa as the outcome of multiple, interacting factors.  
While we cannot detail all the formative evidence herein, the literature review 
and the qualitative formative research support a general understanding that, at the 
broader, distal levels, factors include gender norms and the continuing impacts of 
apartheid on violent behavioural patterns through, among other means, the cultural 
normalisation of violence (from high exposure), and socioeconomic inequity linked 
to family fragmentation (Edberg, Shaikh, Thurman, & Rimal, 2015). 

At the more proximal levels, the data from the literature and formative research point 
to substance abuse; community-violence exposure and victimisation; difficult family 
circumstances and partner violence; school violence (including peer-to-peer violence, 
in-person or virtual); vulnerability of specific population subgroups including infants, 
HIV/AIDS orphans, and immigrants; traditional practices such as bride-stealing, 
virginity testing and circumcision; common cultural practices regarding discipline of 
children; a lack of capacity by social, health and police services to provide adequate 
prevention and intervention; and low levels of awareness and trust in these services 
(Edberg et al., 2015). 
 
Normalisation at multiple levels
One expert respondent described the underlying atmosphere of normalised violence 
as follows: “People learn violence as a language; it’s so ingrained that even before they 
learn to speak, they learn violence.”  A youth focus group participant underscored this 
description, saying that violence “is the only world we know.”  In a statement issued 
by the University of Cape Town, a development policy expert was quoted as saying:

Due to the normalisation of violence in South Africa’s past, there is now a 
widespread tolerance of it. So we need to work very hard to break this cycle. 
This requires an attitude that preventing violence is everyone’s business: 
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government, civil society, religious and traditional leaders, communities, 
caregivers, children, the media… all have a positive role to play in saying no 
to violence against children. (UCT, 2014, p. 3)

Youth respondents even talked about the normalisation of cyberbullying. The 
youth who are not bullied “are not taking it serious because it is like you are being 
desensitised of the whole thing because we [are] growing up watching bullies on TV 
and everything else so it becomes normal to you.”  Yet another youth said, “it starts 
social [social media] and goes to physical.” 

Causal links between social-ecological levels
Links can be drawn between the distal and proximal levels of causation.  Respondents 
in focus group discussions with social workers and parents, for example, pointed to 
family breakdown and poverty, and their association with substance abuse and family 
violence, as a syndrome correlated with violence against children, particularly neglect 
and lack of protection.  For instance, one respondent noted, “[Violence] is also linked 
to the social economic conditions in South Africa as a whole.  Because socially the 
family structures are really destroyed in our country.”  This was echoed by another 
respondent stating, “Yes, [family structures are] almost non-existent.” Economic 
factors also play a role, as a third respondent expressed, “[M]ost of the parents are 
not working. In the morning they go to drink. Sit in there drinking the whole day.  
They don’t care about the children.  And they [are] angry and frustrated and the first 
person that is suffering are the children when they get home.”  There also was a link 
made to a general breakdown in cultural values, including a change from collective to 
more individualistic relationships. 

Moreover, at the family level, the normalisation of violence is embedded in traditional 
childrearing practices.  In some contexts, parents and teachers do not see corporal 
punishment as constituting abuse. According to one service-provider focus group 
respondent, “Children need to be disciplined but because not all parent[s] know the 
difference between discipline and abuse[,] we should teach parents that there are 
other ways to discipline your children.  You know, let them stand in a corner, you 
know.  Withhold certain treats.” Physical discipline is customary in certain South 
African contexts, and to move towards changing this practice, parent respondents 
suggested that allowing parents who practice corporal punishment to get more 
exposure to the practices of parents who do not use such punishment, along with 
exposure to positive messages, would be useful. Some parent respondents also cited 
the usefulness of support from other community members when, for example, there 
are many single-parent households in a community.  At the same time, there were 
concerns expressed about the potential for loss of authority over children in the 
absence of the sanction of corporal punishment. 

At the government level, there is a substantial body of law that protects and promotes 
child rights. Despite this strong legal foundation, there are multiple barriers through 

lower social-ecological levels, including the community and family levels, with 
respect to implementation.  Enforcement remains weak across national and provincial 
government departments, with respect to both prevention of violence against children 
and adequate response to incidents of such violence (Proudlock, 2014). Moreover, 
the social context is complex; child abuse cases may entail complicity by families, the 
police and other services (Richter & Dawes, 2008).

South African C4D efforts to address violence against children 
South Africa has a rich media environment, and government, private and non-profit 
media organisations have been involved in initiatives to address interpersonal violence 
and raise public awareness of the negative impacts of violence, including violence 
against children. Government-sponsored efforts include the annual 16 Days of 
Activism for No Violence against Women and Children campaign; Child Protection 
Week, hosted by the Department of Social Development (DSD) since 1998; and 
participation in the UN’s UNiTE to End Violence against Women campaign (DSD, 
DWCPD, & UNICEF, 2012). The South African Integrated National Programme 
of Action Addressing Violence against Women and Children (2013-2018) includes, 
as a key objective, a call to “prevent violence from occurring through a sustained 
strategy for transforming attitudes, practices and behaviours” (DSD, 2014, p. 25). 

A number of NGOs in South Africa have implemented public communication 
campaigns to address violence against both children and women. Perhaps the most 
notable and widely recognised efforts are those conducted by the Soul City Institute 
for Social Justice (Soul City Institute), based in Johannesburg. Soul City employs 
an “edutainment” or “infotainment” approach, harnessing popular culture and 
communication via mass media in an effort to bring about social change through 
entertainment delivery modes. Soul City activities have included dramatic soap-opera 
style (“soapie”) TV series, radio programmes, and accompanying print materials, 
including a series focusing on alcohol and violence (Phuza Wise); the Kwanda (“to 
grow”) reality TV show focused on community mobilisation and improvement; and 
the Soul Buddyz television and multimedia series aimed at promoting health and 
well-being among children aged 8-12. 

Resources Aimed at the Prevention of Child Abuse (RAPCAN) is a South African 
NGO engaged in activities to help address violence against children, including some 
communication interventions directed at parents, educators and communities, and 
some advocacy to end corporal punishment. Another South African NGO, Sonke 
Gender Justice, focuses on HIV/AIDS issues and sexual and reproductive health 
rights, and has implemented advocacy campaigns aimed at promoting child rights, 
including community mobilisation and media campaigns in partnership with 
Promundo to increase men’s involvement in nonviolent parenting (Sonke Gender 
Justice, n.d.).  The loveLife NGO primarily addresses HIV prevention among youth, 
and tis work intersects with child violence issues because of its focus on broader 
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social determinants of risk. Research shows, for example, that childhood sexual and 
physical abuse contributes to later, HIV-transmission-causing sexual risk behaviour 
and victimisation through early sexual initiation, unprotected sex, and use of alcohol 
and drugs during sexual activity (Richter et al., 2014). The loveLife programme’s 
initiatives have included peer educator programmes, media campaigns, local 
community dialogues, and a Cyber Y programme for youth that combines computer 
literacy training with information about healthy sexuality and lifestyle choices. 

There is not yet a sufficient body of evidence assessing the effectiveness of specific 
C4D initiatives in preventing and responding to violence against children in South 
Africa. For example, reports summarising two of the primary public awareness 
activities, DSD’s Child Protection Week and the 16 Days of Activism for No 
Violence against Women and Children campaign, do not include any measurement 
or evaluation of effectiveness (Van Niekerk & Makoae, 2014).  And according to the 
South African Child Gauge 2014, “statistics on reported violence against children have 
not reduced substantially in the past two decades” (Van Niekerk & Makoae, 2014, 
p. 38).  

While not extensive, there have been some evaluations of the effectiveness of Soul 
City’s C4D efforts, with evidence found of positive attitude change regarding the 
acceptability of violence (Soul City Institute, n.d., 2011).  Soul City deploys a variety 
of measurement methods, including quantitative baseline and follow-up surveys, 
and some qualitative data (Soul City Institute, 2016).  An evaluation of a Soul City 
intervention to address domestic violence found a 14 % increase in agreement with a 
statement that no woman deserves to be beaten, and the same percentage increase in 
awareness about a national helpline connecting Soul City audiences to assistance for 
domestic violence (Hillis et al., 2015; Usdin, Scheepers, Goldstein, & Japhet, 2005). 
The intervention also correlated with a shift in attitudes, showing a 10% increase 
in respondents disagreeing that domestic violence was a private affair (Usdin et 
al., 2005).  Soul City evaluations assessing some of its multimedia programs that 
include youth as a target audience show increases in HIV/AIDS knowledge and 
condom use among youth (Soul City Institute, 2016).  There is also some evidence 
of impact among youth of loveLife programmes (Peltzer & Chirinda, 2014).  In 
addition, outside South Africa, there is evidence that communication programmes 
have decreased the acceptability of violence against intimate partners and children 
(Promundo, 2012).

It bears noting that some of Soul City’s evaluation documents appear to be incomplete.  
For example, a 2007 evaluation report on a health promotion intervention involving 
multimedia components cited a nationally representative sample of approximately 
1,500 people interviewed over three consecutive years; however, outcome measurement 
and reporting focused only on a one-year sample (Soul City Institute, 2007).  

4. Social-ecological analysis underlying the communications strategy to address 
violence against children

Theoretical basis
The formative research identified both broad, distal contributing factors (e.g., 
behavioural legacy of apartheid), as well as more proximal factors at the levels of 
institutions, communities, families, and individuals, that contribute to violence 
against children in South Africa. The broader factors identified tend to be historically 
and societally embedded and thus likely slow to change, while some of the proximal 
factors would likely be conducive to shorter-term change.  Accordingly, we, along 
with the rest of the research team, concluded that a communication effort would 
need to operate at multiple levels (i.e., follow a social-ecological approach), and 
be staged (i.e., progress through several stages and target population levels) to be 
effective and optimise the best combination of campaign components. 

It should also be noted that the formative data suggested the need for stages even 
at the highly proximal, individual-factor level.  For example, a parent might receive 
or hear information regarding the use of non-violent disciplinary practices.  Yet if 
parents perceive these practices to be normative (in part due to cultural traditions, in 
part because of the general normalisation of violence as documented in the formative 
research), the information would likely need to be strengthened by follow-up (i.e., 
staged) components employing social support and modeling from other parents to 
translate the information into action. 

Multiple social and behaviour change theories support a staged communication 
strategy. As an overall framework, we drew on the premise of the trans-theoretical 
model (Prochaska & DiClemente, 1983; Prochaska, Redding, & Evers, 2002) that 
behaviour change is a staged process, not a single event. Implied is the idea that 
addressing readiness to change must be included as part of in the behaviour change 
process, and that messages and strategies need to be tailored to a succession of 
change stages and their differing requirements. Second is diffusion of innovations 
theory (Rogers, 1995), which characterises the adoption of a new behaviour or 
technology as occurring through stages within a diffusion context that includes the 
social and cultural environment, and can be facilitated via change agents. Third is 
social cognitive theory (Bandura, 1986; 2001), focusing on the person-environment 
interaction as a mechanism for change, in which individual change is facilitated by 
behavioural models, skill-building, social support, and positive reinforcement from 
one’s social environment, leading to greater behavioural self-efficacy.  Linked to this 
is social support theory (House, 1981; Berkman & Glass, 2000), focusing on the 
importance of several types of social support to reinforce behaviour change.  

Fifth is a set of communications-related theories, in particular social marketing/
branding theory and media advocacy theory. Social marketing/branding theory 
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(Evans et al., 2011; Hecht & Lee, 2008; Kotler, Roberto & Lee, 2002) likens 
the adoption of behaviour to adoption or purchase of a product.  The marketing 
task involves linking the behaviour to desirable attributes that would enhance its 
attractiveness, such that the behaviour represents those attributes, as in a “brand”.
Media advocacy theory (Dorfman & Krasnow, 2014; Wallack, 1994) focuses on 
the use of media techniques for agenda-setting and public policy change. Finally, 
we drew on cultural theory (summarised in Edberg, 2013, as it pertains to health), 
which emphasises the embedded nature of behaviour, such that a behaviour cannot 
be considered or addressed outside the socio-cultural context that gives it meaning 
and value, and that in turn contributes to constraints and facilitators concerning 
specific behavioural options.  

Based on the data collection and analysis, we have outlined below a framework and 
approach for a staged communication strategy. Each phase of the strategy draws on 
descriptive and causal data based on the formative research, and is linked to one or 
more of the theoretical perspectives outlined herein, depending upon the message 
content and target audience(s) for that phase.  For example, the broad media campaign 
provided in phase one is intended to introduce and frame a coherent message about 
violence against children.  For this purpose, branding theory is pertinent, as the goal is 
to establish a unified identity for the campaign.  In phase three, on the other hand, the 
goal is to provide social support and models to facilitate individual behaviour change; 
thus social support theory and social cognitive theory are relevant in structuring the 
communication activities in that phase.  And, in keeping with a social-ecological 
approach, the communication strategy assumes that the environment for behaviour 
change – specifically in this case, the social, legal and health service infrastructure, 
as well as political commitment – must also evolve in order to facilitate successful 
actions by individuals and groups. 
 
Objectives implemented through a staged process
It is our view that a communications campaign addressing violence against children 
for South Africa as a whole cannot effectively target, as its primary end, broad distal 
factors such as the legacy of apartheid and continuing economic inequality, because 
these factors underlie multiple phenomena and could therefore obscure the clarity 
of the intended behavioural change goal. This is not to say, however, that these 
factors are not significant, and it is part of the central problematic addressed in this 
communication strategy to target the normalisation of violence and the behavioural 
implications of that normalisation that are consequences of that legacy. This is a 
key theme underlying sample campaign activities at multiple levels described below.  
Beyond that, the strategy seeks to identify motivators of change, facilitators of change, 
as well as facilitators of sustainable change, and to integrate these into a coordinated 
programme of action.

The overall behavioural goal is to reduce the incidence of violence against children.  
A communication campaign, however, constitutes only part of the process of 
reaching that goal, and must be integrated with a comprehensive undertaking that 
includes the implementation of adequate policies and regulations, law enforcement, 
prevention programming, and treatment services. Thus, the overall goal is to influence 
knowledge, attitudes, practices, and the supportive environment so that violence 
against children is not viewed as normal, but as harmful and antithetical to personal 
aspirations in a changing South Africa progressing beyond the legacy of apartheid 
as a broad background motivation, and to motivate and persuade multiple audiences 
in a movement to change behaviour over time through a series of coordinated stages 
addressing more proximal factors.

Specific campaign objectives are based on promoting behaviour change as a 
staged process (per our theoretical framework), in which members of the target 
populations: (1) first become more aware of violence against children and its negative 
consequences, and understand personal efficacy in avoiding the proscribed behaviour; 
(2) then come to value and associate a reduction in violence against children with 
personal and South African progress (the brand); 3) are then motivated and socially 
supported by the linking of the behaviour change to a social movement that is a 
positive alternative from which they are more likely to experience valued outcomes; 
(4) are individually supported through instruction messages, modeling and positive 
reinforcement regarding how to change the risky behaviour; and (5) are then further 
supported in maintaining the positive behaviour over time by improvement in the 
service infrastructure.  

Our formative data were used to identify not only causal factors, but also 
communication channels, themes, messages and activity types were used to develop 
the strategy.  Communication activities under the strategy would be conducted as 
needed in English, Afrikaans, Zulu, Sotho, and Xhosa, and – for community radio 
and community action teams – the language(s) appropriate to the specific audience.  

5. Results of the analysis: A phased communication strategy to address violence 
against children at multiple social-ecological levels

Figure 2 (next page) illustrates the overall flow from causal factors to themes/
messages, communications channels, and target audiences, and then to campaign 
activities. 
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Figure 2: C4D strategies addressing violence against children: Continuum from causal 
factors to communication

Based on our analysis, the following represents an example of a hypothetical, staged 
C4D campaign that could be implemented via a collaborative engagement by 
UNICEF and the South African government, and at a community level, to empower 
NGOs, schools, and private businesses or organisations, and sustain campaign 
initiatives. The campaign description provided is an overview, with objectives, target 
audiences, key themes and messages, communications channels, activities, and 
potential evaluation approaches for each phase.  Importantly, it is designed to address 
contributing factors at the multiple social-ecological levels described thus far, in a 
coordinated sequence.  

Phase one: Establishing a campaign brand and addressing societal-level factors
The intent of a first campaign phase (estimated duration of one and a half years) is 
to address the normalisation of violence, a key causal factor in the social-ecological 
spectrum outlined thus far, and to introduce an agenda that reframes violence 
through a branding process. Moreover, normalisation of violence permeates multiple 
levels, and is broadly associated with South Africa’s past. Thus a reframing effort 
through branding would seek to link the reduction of violence against children to future 

aspirations. As part of that objective, the first phase needs to increase awareness that 
violence against children is harmful and antithetical to individuals, families, schools 
and communities in a changing South Africa.  Three aims follow from this objective: 
(1) clarify the definition of violence so that target populations understand what is at 
issue; (2) brand the reduction of violence against children as aspirational, empowering, 
and forward thinking; and (3) frame the reduction of violence against children as a 
social movement in order to facilitate collective action by multiple groups. Target 
audiences are the general population, including youth, parents, educators, and 
community leaders because the objective is to address a broad societal-level theme.
 
This phase includes an important definitional element that supports the ability 
of individuals, particularly in a family context, to recognise violent behavior. The 
definitional aspect of this phase could employ communication strategies that include 
the presentation of scenarios depicting violence against children with taglines such 
as “This is not love. This is violence.” A tagline with this message would be an 
attempt to address, as documented in the formative research, the normalisation in 
South Africa of violent discipline and its consideration as a time-honored method 
to regulate children’s behaviour. This family-level message should be linked to the 
broader social context, as a foundational theme tying a reduction of violence against 
children to a new South Africa, intended to impart a positive and aspirational 
“brand identity” to reducing violence, instead of a critical or negative tone (a point 
emphasised by stakeholders). Importantly, this theme would best be positioned as 
the goal of a “movement” – a social action form that is familiar and popular in South 
Africa, according to stakeholders who provided feedback on the proposed strategy – 
and as a goal that requires collective action. The theme would seek to position youth, 
parents, and community leaders as agents of change. 

Because broader themes are involved that do not target a specific demographic 
or community, we concluded that the objectives of phase one would be best 
accomplished through a coordinated mass media campaign together with social 
mobilisation. As the kickoff and “agenda-setting” phase, we consider it important that 
this phase engage all possible communications channels, including: (1) major media, 
through public service announcements (PSAs) linked to highly popular television 
programming, including Soul City’s “infotainment” initiatives and in collaboration 
with national media organisations; (2) social media, via platforms like Facebook, 
Twitter, Instagram, and Snapchat; (3) community radio in each province; (4) public 
events, specifically, the global 16 Days of Activism for No Violence against Women 
and Children campaign and National Child Protection Week, both led by the South 
African government; (5) youth action, through song competitions, creative arts, the 
formation of change agent teams or working with existing teams (e.g., loveLife peer 
educator teams), and social media; and (6) print materials, such as billboards, bumper 
stickers or posters with the theme/slogan, and textiles, such as t-shirts, hats, rubber 
bracelets and reusable bags.
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Sample activities to implement this phase include: (1) coordinating the launch of 
the overall campaign with media and events, which could include a large launch 
day music concert with celebrity appearances; (2) incorporating this theme in 
the DSD-sponsored 16 Days of Activism and National Child Protection Week 
annual campaign; (3) developing radio segments or PSAs that can be adapted and 
translated by community radio stations; (4) holding a contest among high schools, 
technical schools, and colleges to develop a campaign logo; (5) holding a contest 
to develop theme music with the winner recording at a major studio with a known 
musical artist (e.g., Mafikizolo, Mi Casa, Miss Lira, Zahara); (6) with respect to 
community mobilisation, providing materials and training to new or existing teams 
or groups; and (7) launching a national, celebrity-driven social media campaign 
with designated hashtags. Recent successful examples include #62milliongirls and 
#ALSicebucketchallenge.

Phase two: Initiating individual change
While phase one focuses on awareness, motivation and ideational change regarding 
violence against children, phase two moves the change process forward by linking 
these changes to actions.  Thus the overall phase two objective is to provide specific 
message instruction concerning alternatives to the use of violence, per the change 
mechanisms from social cognitive theory (Bandura, 2001, 1986) and diffusion of 
innovations (Rogers, 1995), and to address gaps in personal knowledge and self-
efficacy identified through our conduct of formative research.  Following the theoretical 
logic and formative input, the authors determined that phase two objectives would 
best be accomplished through a continuation of the mass media messages combined 
with targeted and culturally tailored media outputs (e.g., soapies, community radio, 
community theatre, print materials, and community action teams) that help people 
learn how to implement behaviour change in their real-world situations. Phase two 
activities are directed to parents, teachers, and youth. 

Supported by social cognitive and diffusion of innovations theories, the focus of 
messages in this second phase is on social models, skills and confidence building.  
For parents, this part of the campaign includes models for how to encourage and 
maintain good behaviour in children without use of violence, and alternatives for 
handling family conflicts without violence. Similarly, teachers will see behavioural 
models of non-violent classroom control. For youth, the messages may be more 
complex. To mitigate bullying, youth will see models of how to intervene safely, 
as seen, for example, in programs like Breakthrough’s Bell Bajao! (meaning “ring 
the bell” in Hindi) multimedia campaign in India (Silliman, n.d.).  For youth, the 
strategy is to present examples of how to earn respect, and to have influence in their 
communities and schools without violence. 

This phase would be implemented (over an estimated time of 18-months) through 
multiple channels, in collaboration with local NGOs, social services and health care 

providers, and high school or college theater/social justice programs, such as the 
Drama for Life programme at University of the Witwatersrand. Service providers 
such as the Teddy Bear Clinic may have existing parent training materials that 
could be employed to disseminate specific information on the prevention of violence 
against children. Sample activities in this phase could include: (1) developing and 
broadcasting content-appropriate soapies; (2) collaborating with national and 
community radio to participate in coordinated, tailored programming; (3) engaging 
youth through social media to promote and disseminate specific messages about 
how to reduce violence against children, and engaging performing arts and theater 
groups for the same purpose; (4) developing street theater productions to model 
solutions and raise awareness (e.g., City at Peace model in the United States); and (5) 
developing an action plan and materials with guidance on violence against children 
behaviour change for community action teams, and for distribution via social services 
and health care providers. The PSAs with the primary campaign theme would be 
maintained for continuing reinforcement.

Phase three: Engage social support systems
Phase two focused on the dissemination of models and guides for individual behaviour 
change supported by broad campaign themes. However, for individuals to actually 
make changes in behaviour, additional social facilitators are often necessary. Thus the 
objective of the third phase is to facilitate adoption of the behaviour change through 
the engagement of social support, using group and social mobilisation strategies.  
Following social support theory change mechanisms (House, 1981; Berkman & Glass, 
2000), the authors, with stakeholder input, determined that this objective is most 
effectively accomplished through the use of community action teams, support from 
community leaders, youth peer action, teacher training, teacher support networks, 
and parent groups.  Target audiences include parents, teachers, youth, traditional and 
faith leaders. Phase three is proposed to last one year, overlapping with the last six 
months of phase two.  

The focus of messages in this phase is on social reinforcement for behaviour change.  
For example, parents’ motivation to change would be strengthened by support from 
other parents and traditional or faith leaders, reinforcing the message that behaviour 
change garners approval, and that there are social support systems that can provide 
advice on how to implement and maintain change. In an interpersonal, concrete 
way, this also can help reinforce the reduction of violence as normative.  Teachers 
will benefit from support as well, coming from other teachers and educational
administrators. Behaviour change among youth is facilitated by support from adults in 
their social and family networks and from peers, though it has been well documented 
that social support has to be engaged carefully with adolescents (Reininger, Perez, 
Aguirre Flores, Chen, & Rahbar, 2012), as it can have both positive and negative 
effects.  
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Sample activities and communication channels to implement this phase include: (1) 
developing and broadcasting of new soapies focusing on social support themes, and 
radio programming (regional, community radio) that, for example, features a school 
that changes its approach to discipline, the way in which its teachers are supported 
by their colleagues and school administrators, and the positive outcomes that result; 
(2) organising community-based activities and support groups for parents hosted by 
faith organisations, civic organisations, and social services; (3) working with local 
and national journalists to foreground the issue on the national agenda, through 
special editions and op-ed features that highlight resources available for parents, 
youth, and others; (4) generating social media activities with the purpose of building 
social support for behaviour change; and (5) continued distribution of print materials 
(behaviour change guidance) through social services and health care providers as a 
means of reinforcement. For youth, the interpersonal activities could be organised 
through school clubs, civic organisations, and sports and arts activities.  For teachers, 
such activities could be organised through teachers unions or at school or district 
levels.  Again, PSAs with the primary campaign theme would be continued for 
ongoing reinforcement.

Phase four: Facilitate sustained change
The key objective of the fourth phase (estimated implementation of one year 
overlapping with the last six months of phase three) is to facilitate maintenance of 
the behaviour change by advocating for resources and services through, for example, 
law enforcement, social services, school-based services, and youth gang interventions.  
Maintenance is typically the last stage of change processes outlined, for example, in 
the trans-theoretical model (Prochaska & DiClemente, 1983; Prochaska, Redding, 
& Evers, 2002).  The authors, with stakeholders’ review in South Africa, concluded 
that the fourth objective is best accomplished through media advocacy (Dorfman & 
Krasnow, 2014; Wallack, 1994), youth action, and community-level engagement, and 
that it will require the long-term allocation of resources.  Key target audiences are the 
media, policy leaders and decision-makers.
 
The focus of messages in this phase is advocacy for increased attention and 
resources allotted to the kinds of services that are necessary to support and sustain 
behaviour changes made by individuals. These services include child protection, 
family counseling, and law enforcement. The messages should center on the idea 
that movement forward cannot take place without everyone on board (a theme 
underscored in stakeholder input), and that policies are not enough without the 
capacity to carry them out.  

Sample activities and channels to implement this phase include: (1) developing 
and publishing opinion pieces for broadcast and print media; (2) supporting radio 
programming that highlights capacity and resource needs; (3) engaging social media 
to create demand for better services and awareness of the service gaps; (4) mobilising 

community and youth groups to stage events and speak before policymaking bodies 
and individual stakeholders to advocate for and influence relevant policymaking; and 
(5) continuing television PSAs carrying the primary campaign theme, at selected 
intervals for reinforcement.

Campaign outcomes and impacts: Outline of monitoring and evaluation
In general, monitoring and evaluation would entail collaboration with a university 
or research institution (e.g., the University of Cape Town’s Children’s Institute) for 
the conduct of a baseline survey (national sample) prior to the campaign, in order to 
assess: (1) how violence against children is defined; (2) self-reported behaviour; (3) 
level of intent to change violence against children; (4) level of concern about violence 
against children; (5) awareness of or involvement with any community mobilisation 
activities; and (6) individual as well as collective efficacy with respect to changing 
cultural norms and perceptions that support violence against children. Once the 
campaign is initiated, follow-up surveys, with measures of campaign activity exposure, 
would be implemented at six months and one year, followed by two additional one-
year follow-ups. The goal of follow-up data collection would be to evaluate change 
in these same dimensions, moderated by measures of campaign reach – the degree 
to which messages and activities were received by/involved participation of target 
audience members.  

In each phase, monitoring would focus on assessment of reach; for example, the 
recording of activities implemented and programs aired, and tracking, by phase, the 
number of participants in activities as well as materials (e.g., posters, op-ed pieces) 
distributed or published.  If possible, focus groups should be conducted with a sample 
of parents, youth, teachers, and practitioners to obtain more extensive information on 
adoption of the theme, attitude and behaviour change, and on barriers and facilitators 
of change.

6. Conclusions and practical implications
The proposed communication strategy is an attempt to develop a grounded and 
theory-based plan for engaging in a phased behaviour change promotion effort, 
using multiple communication channels tailored to a national and local context.  It 
is also an attempt to develop a strategy with a social-ecological orientation, in which 
the factors influencing behaviour change are understood to occur, and interact, at 
multiple levels, from the individual out to the social environment. 

Our research began with the premise that mediated communication campaigns 
aimed at addressing social/health problems, such as the societal problem of violence 
against children, are often not optimally tailored to the complex of factors facilitating 
violence in the local or regional setting, are not tied to a theory-informed model of 
change, and are not comprehensively evaluated. In the hypothetical strategy outlined 
above, we have made a concerted effort to develop a coherent approach that includes 
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these often-missing elements, while at the same time being mindful of resource 
constraints.  It is our hope that the strategy provides a model that can help to fill 
gaps in existing practice with respect to reducing violence against children. 

Implementation and replication
The strategy is oriented to a South African context.  However, the basic framework, 
process, and at least some of the content, may have relevance for the development of 
campaigns in other countries. Key replicable elements of the strategy could include 
the staged process, the logic behind that process, and the theoretical justification. In 
terms of content, replicable elements could include the general strategy of branding 
a reduction of violence as a focus of national progress, the movement from awareness 
and motivation to specific social support mechanisms for effecting behaviour change, 
and the targeting of factors within the social environment (e.g., access to and quality 
of services, training, implementation of protective legal frameworks that may already 
be in place) that need to change in order to facilitate individual and institutional 
change.

Limitations and key features of the proposed strategy
It is a limitation of the work presented here that, because of the time and resources 
available to conduct the formative research and develop a strategy, we were not able 
to address all necessary issues. We collected data regarding normative definitions of 
violence, and we included in the communication strategy elements that are intended 
to promote change in the prevalence of attitudes accepting harsh physical discipline 
of children (at home and at school), as well as norms for masculinity in the South 
African context that foster violence. The strategy seeks to address awareness gaps 
about the negative outcomes that can occur by these attitudes and practices.  Similarly, 
we sought to address prevalent attitudes and expectations about the “normality” of 
community violence to which children are exposed, as perpetrators and victims. The 
normalisation of violence was one of the themes that arose frequently in our formative 
research, often linked to disruptions in family structure and the legacy of apartheid.  

In connecting the various campaign activities to the theme of a South Africa 
moving beyond that legacy, we also addressed, to some degree, normative definitions 
regarding a “good child” – the teleology of childrearing. The communication 
campaign outlined herein takes on that issue by disseminating, through campaign 
branding, new expectations and norms regarding the level of violence acceptable for 
children within a changing South Africa. For example, in a township historically 
plagued by community and family violence, we heard from respondents that violence 
was understood as the means to power and access to resources. Thus, raising a child 
who understands that role of violence and can function accordingly might have been 
viewed as maintaining a positive behavior.  In this campaign, we aim to alter this by 
linking personal and societal progress to a change in that kind of belief and associated 
childrearing goals, so that an attitudinal or behavioral effect is achieved because such 

change is perceived as a valued outcome.  

However, because of resource and time constraints, we were not able to address 
some of the other aspects of violence against children specific to the South African 
context that did arise in the formative research. Our suggested campaign does not, 
for example, address violence against migrant children, against children who are 
victims of HIV/AIDS (directly, or as orphans), against disabled children, or against 
children with certain physical conditions such as albinism. We did also not include 
campaign components addressing certain gender-based violence practices, such as 
virginity testing.  These issues could perhaps best be addressed by focused campaigns 
rather than the broader effort proposed in this article.  
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Key informant interviews (conducted via Skype or telephone)

Centre for Justice and Crime Prevention interviewee, Cape Town, 20 August 2015

Childline South Africa interviewee, Durban, 26 August 2015

Child Rights and Positive Parenting Portfolio and MenCare Global Fatherhood Campaign 
interviewee, Sonke Gender Justice, Johannesburg, 24 August 2015

Children’s Radio Foundation interviewee, Cape Town, 31 July 2015

Directorate of Social Cohesion and Gender Equity in Education interviewee, Department of 
Basic Education, Pretoria, 13 August 2015

Psychology Department interviewee, University of Cape Town, 27 August 2015

Radio 2000 interviewee, Johannesburg, 4 August 2015 

Soul City Institute for Health and Development Communication interviewee, Johannesburg, 
17 August 2015

Teddy Bear Clinic for Abused Children interviewee, Johannesburg, 5 August 2015

Focus group discussions (recruited via convenience sampling). All focus groups conducted at the 
facilities of JDI Research in Johannesburg

Parents focus group, 31 August 2015

Practitioners focus group (e.g., police officers, social workers, NGO personnel), 1 September 
2015

Teachers focus group, 31 August 2015

Youth focus group, 1 September 2015
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1. The widening range of cyber-threats
The imperative for developing countries to deploy information and communication 
technologies (ICTs) and the Internet as effective tools to redress historical challenges 
and inequalities is well understood by governments, nowhere more so than in Africa. 
ICTs and the Internet are seen as the essential channels to deliver a wide range 
of basic services and applications. This adoption of ICTs and the Internet into all 
aspects of everyday life has engendered emergence of what we refer to, in a favourable 
light, as information societies and knowledge economies. 

However, the growth of such societies and economies is accompanied by new 
and serious threats. While technological advancement introduces greater variety 
and convenience into our lives, it also opens more and more avenues for people 
to be targeted by threat actors, who increasingly view public- and private-sector 
organisations – and individual citizens – as attractive targets for a range of cyber-
threats. 

Attacks against information infrastructure and Internet services are now commonplace, 
and 2017, in particular, has seen a large number of global incidents and data breaches. 
These attacks have placed the spotlight firmly on how governments are taking up 
the challenge of securing information systems, critical infrastructure and citizen’s 
information, while at the same time building confidence in the ability to use the 
Internet to access services and transact safely. Numerous large-scale data breaches 
have released citizens’  personal and financial information into the public domain and 
have, to a large extent, eroded confidence in the public and private sectors’ abilities 
to defend against, and recover from, these attacks. These attacks have also increased 
the public’s knowledge around issues like ransomware, with this word having now 
entered into daily usage. The scale and sophistication of the attacks are themselves 
increasing at a rate not seen previously, with cybercrime now emerging as a well-paid, 
outsourced model.   

2. African cybersecurity responses
The issue of cybersecurity looms large in the strategies of many governments in 
Africa. Governments on the continent are increasingly mindful of the shared public-
private responsibility for cybersecurity, and are aware of the need to mobilise both 
public and private organisations within a multistakeholder model. This is reflected in 
the growing number of African countries who have established, or are in the process 
of establishing, enabling policy and legislative frameworks for cybersecurity, including 
Botswana, Swaziland, Namibia and Zambia. Southern African Development 
Community (SADC) countries have been aided in the legislative drafting process by 
the development of SADC Computer Crime and Cyber Crime Model Laws, which 
are part of the Harmonisation of ICT Policies in Sub-Saharan Africa (HIIPSA) 
project. Continental instruments such as the African Union Convention on Cyber 

Security and Personal Data Protection have also being mooted, and the ratification 
of this AU Convention is being actively pursued. 

The key South Africa government response to the issue of cybersecurity has been 
passage of the National Cybersecurity Policy Framework (NCPF) in 2012, which is 
aimed at a “coherent and integrated Cybersecurity approach to address Cybersecurity 
threats”, and at promotion of a cybersecurity culture and to building of confidence 
and trust in the secure use of ICTs (SSA, 2015). The NCPF has also given rise to 
the Cybercrimes and Cybersecurity Bill, which is currently before Parliament, and 
which will bring South Africa in line with international laws dealing with cybercrime 
(Minister of Justice, 2017). 

The importance of cybersecurity is also reflected in the increasing number of countries 
that are establishing an operational capability in the form of national Computer 
Security Incident Response Teams (CSIRTs). These CSIRTs have a national 
mandate and currently exist in at least 16 African countries, with others either in the 
process of being established, or being planned. Apart from their domestic capabilities, 
national CSIRTs seek to address the transnational nature of cybersecurity incidents 
by developing cooperation frameworks between countries. 

3. Contributions in this AJIC Focus Section
The three cybersecurity articles that follow in this AJIC Focus Section on 
Cybersecurity cover a broad spectrum of topics within the cybersecurity domain. 
The articles represent what is almost a hierarchy of issues and understandings that 
governments must have in order to create an enabling environment for cybersecurity. 
The first of these, covered in Sutherland’s contribution, is the issue of governance and 
enabling policy and legislative frameworks. The article dissects the South African 
cybersecurity legislative ecosystem, and also delves into the issues of privacy and 
the operational capacity mandated by the legislative framework under the guise of 
national and sector CSIRTs. 

The second article, by Van Niekerk, on cyber-incidents, provides a segue from the 
discussion of governance in encapsulating the range and scale of incidents faced 
by both the public and private sectors, and in describing the threat actors and the 
nature of the victims. The article illustrates why cybercrime is particularly difficult to 
combat, due to a range of factors including the ability of malicious actors to operate 
from anywhere in the world, the linkages between cyberspace and physical systems, 
and the difficulty of reducing vulnerabilities and consequences in complex cyber 
networks.

The third article, by Chandarman and Van Niekerk focuses on the issue of 
cybersecurity awareness (CSA). With humans now often cited as being the weakest 
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link in the cybersecurity value chain, the issue of CSA is high in the strategic plans of 
governments and private organisations. Awareness programmes are geared towards 
educating citizens around threats and vulnerabilities that exist in cyberspace and, 
in so doing, instilling in citizens a sense of confidence in their ability to transact 
and interact in cyberspace. But as this article demonstrates, there are elements of 
“cognitive dissonance” at play among users, making achievement of true CSA an 
extremely complex task.

4. Cybersecurity research
The need for research into the various aspects of cybersecurity is increasing and the 
current dearth of empirical data to inform policy and strategic interventions must 
be urgently addressed. Policy and strategic issues in the merging digital world are 
increasingly being conflated. Ownership of critical infrastructure by the private sector, 
and the threats posed to nation-states by any attack on this critical infrastructure, 
mean that multistakeholder approaches are imperative. 

The sheer number of threat actors, and the principle that a threat actor need only 
be successful once, mean that the scale of the problem facing governments will only 
increase. The transnational nature of the incidents, and the increasing sophistication 
and technical capabilities of the threat actors facing government, mean that strategies 
and operational plans need to be as sophisticated and comprehensive as possible. 
Much more research will thus be required to inform these strategies and plans if 
they are to ensure that cyberspace is a predominantly safe place for interactions by 
individuals and institutions.
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Abstract
Cybersecurity is a growing concern for governments, with the push for universal 
access to the Internet, the increasing ubiquity of social networks and the growing 
reliance on digital government service, and given a growing range of threats from 
foreign powers, terrorists and criminals. These complex issues span all government 
ministries, their agencies and contractors, plus provincial and municipal government, 
and require the state to create legal frameworks and agencies to protect data and offer 
advice to businesses and citizens, plus ensuring a sufficient supply of skilled technicians 
and engineers. In the case of South Africa, its government responded in 2015 with 
a National Cybersecurity Policy Framework (NCPF), with implementation led by 
the Ministry of State Security. The Protection of Personal Information (POPI) Act 
of 2013 created the Information Regulator to ensure data privacy. The POPI regime 
is only being implemented slowly and has overly wide exemptions for national 
security. South Africa lags behind advanced economies in cybersecurity legislation, 
in government coordination, in engagement with business and citizens, and in the 
supply of skilled labour. Delays have meant it lacks the experiences obtained in 
faster moving countries, and the improvements they have made to their policies and, 
especially, implementation. Parliament has neither pressed the government for faster 
action nor explored areas where powers might have been taken that infringe human 
rights. 
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1. Introduction 
National governments are adopting cybersecurity strategies to address a wide range 
of threats (OECD, 2012), including foreign governments attacking critical national 
infrastructure (CNI) (e.g., the electricity grid in Ukraine (Zetter, 2016)), criminals 
locking then ransoming computer systems (e.g., a hospital in England (Palmer, 
2017)), hacktivists protesting against the activities of firms (e.g., Armscor (Moyo, 
2016a; 2016b)) and the bulk theft of identities (Romanosky, Telang, & Acquisti, 
2011). Such threats are of growing significance, given the pursuit by governments 
of universal Internet access and the rising use of and reliance on online government 
and commercial services, plus the ubiquity of social networks, and the emergence of 
an Internet of Things (IoT) that raises questions over the cybersecurity of objects 
as mundane as fridges and toys.1 The governance challenges that follow from this 
include coordinating cybersecurity activities and data protection across the whole 
of government, including sub-national levels (e.g., municipalities), independent 
agencies (e.g., regulators), and contractors (e.g., outsourced services) (Chertoff, 
2008). Govern ments must also influence the practices of businesses, especially 
CNI providers, as well as voluntary organisations, households, and individuals. 
Despite some national cybersecurity strategies having been reviewed and revised, 
there remain considerable challenges in ensuring these are well-constructed, cost-
effective, and subject to appropriate governance (OECD, 2015; Dean, 2016). This 
article considers the governance of cybersecurity in South Africa, a complex federal 
state with a relatively sophisticated economy (OECD, 2017), though with many 
impoverished citizens (StatsSA, 2017), who often have limited digital literacy (RIA, 
2016; Siemens, 2016), creating significant challenges for its government in assessing 
the risks from and of devising responses to:

•	 cybercrime;
•	 cyberespionage;
•	 cyberterrorism; and
•	 cyberwarfare.

In 2012, the South African Cabinet adopted a National Cybersecurity Policy 
Framework (NCPF, setting out measures and mechanisms for coordination across 
government (SSA, 2015). At the time of writing, the Information Regulator (i.e., the 
data protection authority) was not fully operational and the Cyber Warfare Strategy 
had yet to be finalised. The proposed coordination mechanisms were complex, 
making their management difficult, especially given the poor track record of inter-
ministerial coordination and the difficulties in overcoming rivalries. Moreover, there 
are only limited oversight and review mechanisms, with many activities clouded in, 
possibly unnecessary and counterproductive, secrecy. 

1  There has been one major distributed denial of service (DDoS) attack using hacked closed-circuit 
television (CCTV) cameras (Goodin, 2017), while one government has issued a warning against use of 
particular toys (Conradis, 2017),  and in one country, an adult toy manufacturer settled litigation over 
violations of the privacy of its customers (Roberts, 2017).

There are significant challenges in assessing possible threats and in keeping such 
assessments accurate, given advances in technologies and in their uses, such as the 
evolving “dark net” (Fachkha & Debbabi, 2016; Lacson & Jones, 2016), and the 
growing offensive capabilities of a few countries and of groups of individuals, including 
terrorists (Liff, 2012; Lindsay, 2015), plus a great many everyday cybercriminals 
(Akamai, 2016; 2017; Cisco, 2017). South Africa has been the country most often 
attacked in Africa (Wolfpack, 2013; TMG Digital, 2016; Van Heerden, Von Soms, 
& Mooi, 2016), with an estimated cost in 2014 of ZAR5.8 billion (Fripp, 2014). 
While one in 10 businesses reported a cyberattack during 2015, this is expected to 
rise significantly from 2018, when reporting is, finally, made mandatory, triggering 
much greater attention to prevention and security, especially because firms can then 
be held legally liable ( Jonker, 2015). Cybercrimes are likely to be underreported by 
citizens, given their uncertainty about the capability of the South African Police 
Service (SAPS) in matters of technology. There are dangers in the lobbying and 
salesmanship from those making cybersecurity systems, who may overstate the risks 
and the effectiveness of their products, in order to increase their profits. Equally, the 
intelligence services may seek greater budgets to buy such systems, an extension of 
the military-industrial complex described by Eisenhower (Brito & Watkins, 2011).

The African National Congress (ANC) has been in government since 1994, 
following the first elections under universal franchise (Southall, 1994). However, it 
has been losing its attractiveness to the electorate, as a result of internal rifts and 
its failures on service delivery, with President Zuma having emphasised loyalty to 
himself  (Booysen, 2015; Southall, 2015; Paret, 2016). There is an independent and 
powerful Constitutional Court, one that has shown it will hold anyone and everyone 
to account (Gibson, 2016; Roux, 2016). Whereas Parliament has often struggled 
to scrutinise complex legislation and exercises only limited oversight of budgets, 
ministers and policies (Hawker, 2003; 2007). This fits broadly within the framework 
of weak institutional endowments (North, 1990), explaining the limits to the ability 
of governments to create mechanisms and structures to deal with complex issues. If 
government is to persuade firms and individuals to adopt measures to improve their 
cybersecurity, then it needs to ensure its own activities are highly secure or, initially, 
not embarrassingly insecure, and to acknowledge the limitations of its influence, in 
order to maximise its credibility.

After 1994, governance of the intelligence community and of the wider security 
sector was never going to be easy, given the histories of the state and of the ANC, 
neither of which had shown much regard for accountability or transparency in 
intelligence and security matters. Nonetheless, section 198 of the 1996 Constitution, 
on the governance of the intelligence services, expressly controls what is now the 
State Security Agency (SSA), requiring it to observe the rights of citizens (Klaaren, 
2015). Whether those rights are protected and the extent to which the SSA prefers 
to practice its own exceptionalism, believing that it is above rather than under the 
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Constitution, are matters of contention (Nathan, 2010; Van der Westhuizen, 2013). 
The only authoritative inquiry found that officials drafting and vetting operational 
policies lacked an adequate understanding of the Constitution and its protections 
for citizens (Matthews, Ginwala, & Nathan, 2008). A major concern has been that 
the SSA has become an instrument of senior members of the ANC, concerned more 
with its internal personal and political battles than with assessing and countering 
external and terrorist threats (Solomon, 2012; McKinley, 2013).2 This has been 
further complicated by the fusion of the ANC with the state, the party having been 
in office for over two decades, deploying its own members into all levels of the 
administration, and emphasised by President Zuma having formerly been a head of 
the ANC intelligence service. 

Assessing the relative performance of South Africa is limited by the lack of 
comparative data. Following its development of other compound indicators, the 
International Telecommunication Union produced the Global Cybersecurity Index 
(GCI) (ITU, 2017), with a view to raising awareness of the challenges.3 The title is 
disingenuous, since the GCI measures not cybersecurity, but legislative measures and 
policies on paper, which do not determine and cannot predict levels of cybersecurity 
in practice. To measure cybersecurity it would be necessary to capture the efforts of 
governments and their agencies to implement and enforce the policies, for example, 
to identify budgets, campaigns, and skills development. Unsurprisingly, the “leading” 
nations in the GCI are OECD countries with good governance, plus a couple of the 
faster moving autocracies, while South Africa is considered “maturing”, along with 
a mixed bag of countries. Commercial reports on cybersecurity point to realities as 
experienced by citizens and firms, but offer little specific information about South 
Africa (Akamai, 2016; 2017; Cisco, 2017; Microsoft, 2017; Norton, 2016; Symantec, 
2017). 

The challenges for businesses include legal liability for the loss of customer data 
and the consequential falls in share prices, loss of brand value and of customer 
loyalty (e.g., the Equifax data breach (Volz & Shepardson, 2017), and the release 
of 30 million South African IDs (Lotz, 2017)). Firms are often reluctant to admit 
to data breaches because of potential financial losses, despite such reporting being 
included in corporate social responsibility (CSR) and in some countries being a legal 
obligation under data protection laws, notably in South Africa from 2018. The King 
Committee (2016) called for the governing bodies of South African firms to be 
proactive in monitoring and responding to cyberattacks, though there has been no 
assessment of the effectiveness of corporate cybersecurity governance.

2  Cyril Ramaphosa, despite being Deputy President, was apparently spied on because of his candidacy 
for the ANC Presidency (Letsoalo, 2017).
3  One of its partners in this venture is the Egyptian regulatory authority that runs a deep packet 
inspection system for the repressive regime of Marshal Al Sisi.

The next section examines the National Cybersecurity Policy Framework. This is 
followed by analyses of privacy and data protection. Surveillance is then examined, 
insofar as information is made public, followed by an analysis of cybersecurity skills. 
Finally, conclusions are drawn and issues identified for further research.

2. The National Cybersecurity Policy Framework (NCPF)
Like many other laws and policies, the National Cybersecurity Policy Framework 
was partly the result of diffusion (Meseguer, 2005; Gilardi, 2010), drawing on sources 
such as the EU, the North Atlantic Treaty Organisation (NATO) and the US, which 
are more advanced users of technology and have faster-moving policy formulation 
(Grobler, Van Vuuren, & Leenen, 2012; Van Vuuren, Phahlamohlaka, & Leenen, 
2012; 2014). The South African government used some foreign experiences and 
texts, raising questions about the effectiveness of its adaptation to the legal and 
political systems and cultures, and the degree to which it has designed something it 
had the administrative and technological skills to deliver.

The development of the NCPF was slow, not helped by President Zuma moving 
responsibility between Cabinet “clusters” and between departments, nor by his 
rapid turnover of ministers. The Minister of Communications published a detailed 
cybersecurity policy draft (Nyanda, 2010), which took two years to be approved 
by Cabinet and a further three years to be published, and only in Afrikaans and 
English.4 By then, it was the Minister of State Security who was in charge (SSA, 
2015), with the State Security Agency (SSA) responsible for implementing the 
policy, roadmap and strategy. Nonetheless, the Department for Telecommunications 
and Postal Services (DTPS), inheritor of part of the work of the Department of 
Communications (DoC), retained significant responsibilities.

Implementation of the NCPF requires extensive coordination across government 
(see Table 1), with the lead assigned to the Justice, Crime Prevention and Security 
Cluster of ministers ( JCPS, n.d.). A Cybersecurity Response Committee, chaired by 
the Director-General of State Security, with the heads of the relevant departments 
and agencies, was charged with strategy and decision-making, and required to 
identify and prioritise areas for intervention, based on assessments of possible 
threats.5 The closeness to state security means there is only limited transparency 
or oversight, though DTPS (2017a) did give an initial briefing to its Parliamentary 
Portfolio Committee. One weakness was that the national e-government strategy 
had not been updated for many years (DPSA, 2001), until the recent addition of a 
complementary strategy, strangely this came from DTPS, based on the ECT Act 
(DTPS, 2017b; 2017d). It admitted significant failures in implementing the 2001 
policy and added some limited security measures, notably a Security Sub-Committee 

4  There are nine other official languages.
5  The Cybersecurity Response Committee is supported by the SSA Cybersecurity Centre.
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of the National e-government Steering Committee, though it failed to mention the 
NCPF.6

Table 1: Departments directly engaged in cybersecurity (RSA, 2016)

Cluster Department Legislation or policy Agencies and centres

Justice, Crime 
Prevention and 
Security Cluster
Cybersecurity 
Response 
Committee

State Security National Cybersecurity 
Policy Framework (NCPF)
Regulation of Interception 
of Communications 
and Provision of 
Communication-related 
Information Act (RICA)
Protection of State 
Information Bill

State Security Agency (SSA)
SSA Cybersecurity Centre
Electronic Communications 
Security Computer Security 
Incident Response Team (ECS-
CSIRT, n.d.)

Justice and 
Constitutional 
Development

Cybercrimes and 
Cybersecurity Bill

National Prosecuting Authority 
(NPA)
South African Police Service 
(SAPS)

Defence Cyber Warfare Strategy Cyberwarfare Command 
Centre HQ
COMSEC Ltd

Telecommunications 
and Postal Services

Electronic Communications 
and Transactions (ECT) Act
Cryptography Regulations 
(RSA, 2006)
e-government Strategy and 
Roadmap (DTPS, 2017d)

National Cybersecurity 
Advisory Council (NCAC)
National Cybersecurity Hub
Cyber Inspectorate

Economic 
Sectors, 
Employment and 
Infrastructure 
Development 
Cluster

Trade and Industry Companies Act -

Public Service and 
Administration

Promotion of Access to 
Information Act (PAI)
Governance of Corporate IT 
Framework (DPSA, 2012)
e-government strategy *

State Information Technology 
Agency (SITA)

Governance and 
Administration

Public Service and 
Administration

- -

Justice and 
Constitutional 
Development

- -

* Additionally, the various provinces have adopted their own e-government strategies.

6  It maintained the 1996 Minimum Information Security Standards (MISS) ensuring “the national 
interests of the Republic are protected”.

The overarching objective of government is (RSA, 2010a): 

Outcome 3: All people in South Africa are and feel safe.

Based on this, there was a “delivery agreement” between the Presidency and the 
Justice Ministerial Cluster (RSA, 2010b), calling for: 

Development of a Cybersecurity Policy and the implementation thereof. 
Development of capacity to combat and investigate cyber crime.

Nonetheless, the ability to combat and investigate breaches of cybersecurity seems to 
lie much further in the future, as does the prosecution of individuals, given the need 
to implement the Cybercrimes and Cybersecurity Bill and to train police, prosecutors 
and judges.

Formerly, the Department of Communications (DoC) sat in the Economic Sectors 
Ministerial Cluster, responsible for the communications regulatory authority and for 
broadcasting, posts and telecommunications markets. In 2014, the DoC was split, 
with the creation of the new Department of Telecommunications and Postal Services 
(DTPS), under a former security minister, taking over its work on cybersecurity. A 
National Cybersecurity Advisory Council (NCAC) had been created to aid the DoC 
on policy and technical issues (see Table 2), but is reported as having done very little 
(IT News Africa, 2013).1 Nonetheless, in 2017 applications were invited to serve on 
a new NCAC (DTPS, 2017c). 

Table 2: National Cybersecurity Advisory Council (Oxford, 2013)

Name Aff iliation

Barend Taute (Chairman) Council for Scientific and Industrial Research (CSIR)

Ritasha Jethva (Vice-chairman) Accenture

Dr Khomotso Kganyago Chief Security Advisor, Microsoft South Africa (deceased 2014)

Prof Tana Pistorius Department of Mercantile Law, University of South Africa (UNISA)

Mark Heyink Attorney

Sizwe Snail Attorney

Collen Weapond Fraud and corruption specialist Advocate
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Chapter XII of the Electronic Communications and Transactions (ECT) Act of 
2002 provides for the establishment of a Cyber Inspectorate, with power to inspect, 
search, and seize content, in pursuit of the unacceptable. It was intended to assist law 
enforcement agencies, and to provide services directly to the public and businesses. 
No implementing regulations were ever promulgated, no Cyber Inspectors were 
appointed, and no offences created by Chapter XIII were ever prosecuted.

In the US, one organisational solution to widespread cyberattacks was the creation 
by government and by the private sector of Computer Security Incident Response 
Teams (CSIRTs) (Wiik, Gonzalez, & Kossakowski, 2006; Bronk, Thorbruegge, & 
Hakkaja, 2006; Grobler & Bryk, 2010). This followed the isolated and uncoordinated 
responses to the “Morris worm” or “Internet worm” in 1988, which was seen as 
having been poorly handled, with duplicated efforts and conflicting solutions. 
The US Defense Advanced Research Projects Agency (DARPA) established the 
Computer Emergency Response Team (CERT*) Coordination Center, setting a 
pattern replicated by many organisations and governments. The various CSIRTs 
soon began ad hoc exchanges of information, formalised from 1990 through the 
Forum for Incident Response and Security Teams (FIRST, n.d.; Gonzalez, 2005; 
Wiik & Kossakowski, 2005), including significant numbers of face-to-face meetings. 
Three South African CSIRTs participate in FIRST: 

•	 First National Bank;
•	 government (ECS-CSIRT); and
•	 Standard Bank Group.

In 2015, DTPS launched the National Cybersecurity Hub (NCH, n.d.)), aimed 
at informing business, voluntary organisations and the public, and to serve as the 
national CSIRT, a contact point for both domestic and foreign CSIRTs (Cwele, 
2015).

Like other countries, South Africa adopted a variety of approaches to e-government 
at national, provincial and municipal levels, purportedly all under the Department of 
Public Service and Administration (Trusler, 2003; Mutula & Mostert, 2010; Cloete, 
2012; DPSA, n.d.; Mawela, 2017), though most recently from DTPS (2017b). 
Beginning in 1997, there was a slow process of consultation and adoption, aimed at 
increasing productivity and efficiency for government and improving convenience 
for citizens. Implementation often failed to achieve the planned goals, due to the 
limited capacity and the lack of willingness of ministers and officials to engage with 
the challenges. Little attention was given to cybersecurity, despite risks to human 
rights from the misuse of the large volumes of personal data held by government, or 
its theft by cybercriminals.

The 2010 draft NCPF acknowledged the lack of coordination within government 
and the insufficiency of existing legal measures needed to counter and prosecute 

cybercrime. It aimed to:
•	 facilitate the establishment of relevant structures in support of cybersecurity;
•	 ensure the reduction of cybersecurity threats and vulnerabilities;
•	 foster cooperation and coordination between government and private sector;
•	 promote and strengthen international cooperation;
•	 build capacity and promoting a culture of cybersecurity; and
•	 promote compliance with appropriate technical and operational cybersecurity 

standards.

Organisational deficiencies were to be reduced by creating NCAC (see Table 2), with 
officials drawn from a range of ministries and agencies, and with five independent 
members, to coordinate implementation of policies. It was to work with the 
government CSIRT, responding to breaches, incidents, and threats though there is 
very little evidence it has yet done anything. 

A central challenge for government is the promotion of cybersecurity measures 
amongst:

•	 government (at national, provincial and municipal levels); 
•	 general public;
•	 private sector (both domestic and foreign firms);
•	 civil society; and 
•	 special interest groups.

The Minister of Justice and Correctional Services (2015) published a draft 
Cybercrimes and Cybersecurity Bill in 2015, inviting comments, and later announced 
that a revised version was to be laid before Parliament (Minister of Justice, 2017b). 
However, it failed to publish either the comments received or an analysis of their 
content, making it impossible to know the extent to which the Department  had 
responded to concerns, criticisms and proposals from experts and the general public. 
At the time of writing, the Bill is being scrutinised by the Portfolio Committee 
on Justice and Correctional Services (2017), which invited public comments and 
held two days of public hearings.7 The Bill will formally create the Cyber Response 
Committee to coordinate work across government.

Internationally, South Africa has supported a series of resolutions of the UN General 
Assembly (2010) concerning CSIRTs, protection of CNIs and, more generally, the 
work of the UN Office on Drugs and Crime (UNODC, 2017).8 It has also supported 
the International Multilateral Partnership Against Cyber-Terrorism (IMPACT, 
n.d.), created by a UN official, but now seemingly defunct. At the 2017 ITU World 
Telecommunications Development Conference, attempts to amend Resolution 45

7  To date these have not been published, though the Department responded to them.
8  UNODC has built up a repository of national laws and policies for cybersecurity.
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(Rev. 2014) on cybersecurity failed, due to wildly differing aims amongst countries. 
South Africa signed the Budapest Convention on Cybercrime (Council of Europe, 
2001), but never ratified it. It has also signed, but not ratified, the African Union 
Convention on Cyber Security and Personal Data Protection (AU, 2014); indeed so 
few countries have ratified it that it is unlikely to come into force. 

As a signatory to the International Covenant on Civil and Political Rights (ICCPR),9 
South Africa is subject to periodic review, though it was 14 years late in submitting 
its most recent report. Amongst many suggestions to South Africa from the UN 
Human Rights Committee (2016):

The Committee is concerned about the relatively low threshold for 
conducting surveillance in the State party and the relatively weak 
safeguards, oversight and remedies against unlawful interference with 
the right to privacy contained in the 2002 Regulation of Interception of 
Communications and Provision of Communication-Related Information 
Act. It is also concerned about the wide scope of the data retention regime 
under the Act. The Committee is further concerned at reports of unlawful 
surveillance practices, including mass interception of communications 
carried out by the National Communications Centre, and at delays in fully 
operationalizing the Protection of Personal Information Act, 2013, due in 
particular to delays in the establishment of an information regulator (arts. 
17 and 21). 

A major part of any cybersecurity strategy concerns the military and its ability both 
to remain fully operational while under cyberattack and its capability to launch 
conventional and cyberattacks. The NCPF sets out the following tasks for the 
Department of Defence:

•	 address national security threats in cyberspace;
•	 combat cyberwarfare, cybercrime and other cyber ills;
•	 develop, review and update existing substantive and procedural laws to 

ensure alignment; and 
•	 build confidence and trust in the secure use of information and communication 

technologies.

The preferred military terminology is information warfare, covering a broad range of 
operations in what it terms the “InfoSphere”.

A Cyber Warfare Strategy is said to be at an advanced stage of development, 
having been submitted to the Chief of the South African National Defence Force 
(Department of Defence, 2016; 2017; Mapisa-Nqakula, 2016). In financial year 
2016/17, there was to be a Cyberwarfare Implementation Plan and in 2017/18 a 

9  https://treaties.un.org/doc/publication/unts/volume%20999/volume-999-i-14668-english.pdf

Cyberwarfare Command Centre Headquarters, the latter delayed because of financial 
constraints:

South Africa requires the protection of its cyber-domain, through (inter 
alia) a comprehensive information warfare capability, integrated into its 
intelligence-related information systems at the international, national and 
defence levels. Both defence and wider-government capabilities must be 
enhanced to secure vital networks. (Department of Defence, 2015a, p. vi)

The Department of Defence (2015b) offers very little indication of possible threats 
or of their likely origins. It seems unlikely that any country would attempt to conquer 
South Africa or to seek to carve off part, but some states might wish to destabilise 
its government (e.g., in retaliation for its involvement in other African states) or 
to attack its ruling political party. Some individuals and commercial groups might 
consider attacks that would affect the supply of minerals to the global market and 
thus their prices. However, the most obvious attacks appear likely to come from 
domestic opponents of the regime or well-financed groups engaged in corruption.10

A somewhat unusual twist in the organisational arrangements is that protection 
of state information against a cyberthreat is the primary responsibility of the State 
Security Agency through a private company, Electronic Communications Security 
(Pty) Ltd (COMSEC Pty Ltd). This company was established in 2002, with the 
primary purpose of ensuring that critical electronic communications are secure and 
protected. 

Defence networks are targets for attacks because they run command and control, 
administration, personnel, logistics and finance information systems. These networks 
thus require protection, including the use of technologies not available on the open 
market:

The department will focus on cyber security over the medium-term through 
the approval of a DOD Cyber Warfare Strategy in the FY2015/16 and 
establishing a Cyber Command Centre Headquarters by the FY2018/19. 
The latter will be executed in the Defence Intelligence budget programme 
at a projected cost of R511 million over the medium-term. (Department of 
Defence, 2015b, p. 56)

There are significant path dependencies from past decisions that limit the ability 
of government to craft its strategies and plans, and little evidence of international 
cooperation or peer review. The division of responsibilities between several 
government departments, whose ministers have changed relatively frequently, creates 
problems, noticeably in delays and in redundant or vestigial bodies. Rapid turnover

10  For example, the Gupta family, through Oakbay, engaged an expensive public relations firm from 
the UK, spending sums that, had they been used for cyberattacks, could have been extremely damaging. 
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in ministers, reconfigurations of departments and complex coordination make it 
unnecessarily difficult for government to develop expertise and to deliver results, 
similar problems of turnover in committees make parliamentary oversight much 
more difficult.  

3. Privacy and data protection
Unusually for Africa, South Africa has a common law right of privacy that dates 
from the 1950s (Burchell, 2009; Roos, 2016). A radio broadcaster consented to 
the publication of her photograph in a newspaper article, but the photograph was 
subsequently used in advertising without her consent, which was held to violate her 
right to privacy (O’Keeffe v Argus Printing, 1954).11 The courts have also recognised 
unreasonable intrusions to include bugging a room, intercepting a telephone call, 
reading private documents, and unauthorised testing of blood. Some violations of 
privacy have been treated as criminal invasions of privacy (i.e., crimen injuria).

The Constitution of 1996 protects privacy in section 14: 

Everyone has the right to privacy, which includes the right not to have—  
(a) their person or home searched;  
(b) their property searched; 
(c) their possessions seized; or  
(d) the privacy of their communications infringed. 

Additionally, section 10 created the right to human dignity that must also be 
respected and protected.

The Constitutional Court has concentrated on forced legislative disclosure of 
information, providing general guidelines for data protection (SALRC, 2005):

•	 was the information obtained in an intrusive manner? 
•	 was the information about intimate aspects of the subject’s personal life?
•	 was it provided for one purpose but used for another?
•	 was it disseminated to the press or general public from whom the subject 

“could reasonably expect such information would be withheld”?

Debates on security have heavy historical baggage, especially in respect of the 
long rule of the National Party, which imposed the pass laws that still colour any 
consideration of identity documents (Breckenridge, 2005; Donovan, 2015).12 A proxy 
for a national identity database was created by the mandatory registration of all SIM 
cards, which now encompasses most citizens and residents and large numbers of 
visitors. Such databases are especially attractive to hackers seeking financial rewards 
11  The arguments echoed Tolley v JS Fry & Sons Ltd [1931] UKHL 1 (23 March 1931), http://www.
bailii.org/uk/cases/UKHL/1931/1.html 
12  The US government has incorporated biometric identities into passports for its own citizens, and 
requires visitors to have either a biometric passport or a biometric visa (including fingerprints). 

from stealing large and inclusive sets of personal details. There are serious doubts 
about the security of such databases, notably the loss of Terabytes of data from the 
US National Security Agency (NSA) (Reuters, 2017).13 

South Africa has prepared data protection legislation, though on a peculiarly tortuous 
path (Roos, 2016):

•	 South African Law Reform Commission (SALRC)
o included in work programme in 2000
o published a paper on privacy and data protection (SALRC, 2003)
o published a paper on data protection (SALRC, 2005)

•	 Protection of Personal Information Bill in 2009
•	 Protection of Personal Information (POPI) Act of 2013

o signed by President (2013)
o appointment of board member of the Information Regulator 

(Gallens, 2016).

At the time of writing, the POPI Act is not fully implemented and may not be 
until late 2018. It will enable citizens, as data subjects, to bring civil actions against 
firms for data breaches. The Electronic Communications and Transactions (ECT) 
Act of 2002 sets out principles for information protection and created offences 
of unauthorised access to, interception of and interference with data. However, it 
appears to have had little practical effect.

The POPI Act broadly matches the European Union legislation (EU, 1995; 2016), 
with a view to attracting outsourcing and call centre business, since data cannot 
be transferred from the EU except to countries with comparable data protection 
provisions. This reflects efforts over a number of years to attract back office processing 
and call centre activities to major urban centres  (Deloitte, 2015; Nelson Hall, 2015; 
BPESA, n.d.).

A central question concerning data protection emerges from section 6(1)(c) of POPI, 
which excludes processing by or on behalf of a public body involving national security, 
defence or public safety. This appears to give the intelligence services an entirely free 
hand in the processing of data, except that they must comply with Section 198 of 
the Constitution that, inter alia, enforces human rights. While those rights can be 
limited by statute, it is only insofar as is compatible with a democratic society. The 
subsequent section 6(1)(d) of POPI additionally exempts processing for Cabinet, an 
obscure provision, since it is in addition to national security purposes, without any 
indication of what processing the Cabinet might require. Eventually cases must be 
brought before the Constitutional Court to test the limits of the state to violate the 
right to privacy. 

13  This included hacking tools.
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In time South Africa should have a strong data protection law protecting privacy, 
combined with common law and the constitutional protections of privacy, though 
this might take a number of years. For the present, the intelligence services appear 
exempt, unless and until litigation is brought to limit their actions.

4. Surveillance
The interception of telephone calls has featured prominently in the South African 
popular press, because of the “spy tapes” concerning the then Deputy President Jacob 
Zuma and corruption allegations in the arms deal scandal (Wolf, 2011; 2015; Zuma 
v DA, 2017). The interception of postal articles and telephone calls was originally 
authorised by a minister, then from 1992 by a judge (Cohen, 2001), and since 1996, 
has been subject to the Constitution and its protection of human rights (see Table 
3). The last are limited by national security, defined in the General Intelligence Law 
Amendment Act of 2013 (GILAA), to include the protection of the people and the 
territorial integrity of the Republic against the threat of or use of force, as well as 
espionage, sabotage and terrorism. 

Table 3: Interception laws in South Africa

Statute Year Section(s) Authorisation

Post Office Act 1958 118A Minister

Interception and Monitoring 
Prohibition Act

1992 1 A discharged judge designated by the 
Minister of Justice

Interception and Monitoring 
Prohibition Amendment Act

1995 1 Redefines a judge to include currently 
serving, discharged  and retired judges 
of the Supreme Court

Regulation of Interception of 
Communications and Provision 
of Communication-related 
Information Act (RICA) 

2002 7 & 8 A judge designated by Minister of 
Justice

All state intelligence activities are governed by the National Strategic Intelligence 
Act of 1994, Intelligence Services Oversight Act of 1994, Intelligence Services Act 
of 2002, and GILAA of 2013, stipulating that covert intelligence-gathering may 
only legally be conducted by these agencies. The Safety Matters Rationalisation Act 
of 1996 repealed 34 controversial apartheid-era laws dealing with security legislation, 
though it left significant security laws untouched.

The Intelligence Services Oversight Act of 1994 created the parliamentary Joint 
Standing Committee on Intelligence ( JSCI, n.d.; Minister of Justice, 2017) and an 

Inspector-General for Intelligence to investigate complaints, based on a framework 
set out in a white paper (RSA, 1994).14 The JSCI comprises members of the six 
largest political parties in Parliament, charged with scrutinising and reporting on the 
finances and operations of the SSA (Ahmed, 1999). There are two routes for a citizen 
to complain about surveillance: to the JSCI or the Inspector-General. Nonetheless, 
there is considerable secrecy about surveillance practices, with sporadic attention from 
investigative journalists, non-governmental organisations (NGOs) and university 
researchers. There have also been a critical report by Privacy International (2016) 
and the suggestions by the UN Human Rights Committee (see above). 

Figure 1: Surveillance system in South Africa
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The Regulation of  Interception of Communications and Provision of 
Communication-related Information Act (RICA) of 2002 created:

•	 the Office for Interception Centres (OIC); and 
•	 the National Communications Centre (NCC). 

The former is domestic, while the latter provides bulk monitoring and the 
interception of signals outside the country or passing through or entering South 
Africa (see Figure 1) (Watney, 2015; McKinley, 2016). RICA requires owners of 
mobile phones to register their SIM cards with their service providers, which have to 
obtain certain customer details and pass these on to the OIC. The OIC and NCC 
provide call data records (CDRs) and interception for the intelligence services, the 
National Prosecuting Authority (NPA) and Financial Intelligence Centre (FIC).

14  The 1996 report of the JSCI covered the first wire-tapping scandal: the NIA tapping of the SAPS.
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Related to the global adoption by businesses of CSR reporting, some service providers 
and network operators have published transparency reports on government collection 
of data and requirements to remove content from the Internet (GNI, n.d.)). The first 
transparency report by the Vodafone Group (2014) stated it was forbidden from 
publishing the scale of lawful interception on its network in South Africa. 

Judge Yvonne Mokgoro was designated to approve and oversee applications from 
authorities seeking to intercept calls, on which she is required to publish annual 
reports (Mokgoro, 2014).15 These have been intermittent, with the most recent 
report, covering 2014-15 (see Table 4), omitting any mention of IMSI-grabbers 
and limited to conventional interception. Her reports are sent to the parliamentary 
JSCI, which publishes them and considers their contents, though in closed meetings 
without publishing any minutes ( JSCI, 2017; Minister of Justice and Corrctional 
Services, 2017). The only available JSCI report is minimalist, with no reference to 
cybersecurity ( JSCI, 2015). 

According to the Review Commission (Matthews, Ginwala, & Nathan, 2008), and 
subsequent investigative journalism, the NCC has mass surveillance capabilities 
unregulated by law, which would necessarily be unconstitutional. Twice the Ministry 
has introduced legislation that sought to recognise the NCC in law; in the first 
instance the National Strategic Intelligence Amendment Bill was withdrawn, in 
the second instance the relevant provisions were removed during parliamentary 
deliberations.

A further concern is the unregulated use by FIC, the SSA, and the South African 
Police Service (SAPS) of IMSI-grabbers,16 devices that appear to be base stations 
belonging to mobile operators but which collect handset and SIM card details at a 
distance, with some allegedly able to perform man-in-the-middle attacks in order to 
intercept calls and data. One of these was used to jam mobile signals in Parliament 
(Primedia Broadcasting v Speaker, 2016), and another was found in a shopping mall 
in most peculiar circumstances.

While there are constitutional and legal frameworks for surveillance, these appear 
to be more honoured in the breach than in the observance, with the policies and 
practices for use of IMSI-grabbers protected from disclosure under the Promotion 
of Access to Information (PAI) Act,17 and reporting by operators of requests for 
customer data prohibited by statute. The interceptions that are reported appear to 
be remarkably few in number (see Table 4), given the high level of crime (Kynoch, 
2005);  in particular, there is a long and dishonourable tradition in South Africa 
of political assassinations and financially-motivated killings, some apparently based 

15   Judge Mokgoro noted the need to update the terminology in RICA.
16  Also known as IMSI-catchers and stingrays.
17  See, for example, Peekhaus (2014).

on the locations of mobile phones (Shaw & Thomas, 2016; Shaw, 2017; Johnson, 
2017).18 Consequently, there is very little evidence that oversight and scrutiny are 
effective.

Table 4: Applications for directions to intercept under RICA (Mokgoro, 2014, p. 15)

State 
Security 
Agency

South 
African 
Secret 
Service

South 
Africa 
Police 
Service

Financial 
Intelligence 
Centre

South 
African 
National 
Defence 
Force

Total

Applications (new) 28 2 150 3 3 185

Re-applications 30 - 2 - - 54

Amendments 34 - 8 - 1 5

Extensions 31 - 4 - - 35

Amendments and 
extensions

13 - 18 - - 31

Entry warrants 4 - - - - 4

Section 11 66 - - - - 66

Oral intercepts 2 - - - - 2

Refused 5 * - - - - 5

Total 215 2 202 3 4 387

* No RICA confirmation

5. Skills
South Africa has had a shortage of ICT skills for many years, despite high levels 
of unemployment and the presence of many colleges and universities. One cause 
is the lack of a national ICT planning process that could engage with industry, 
educational institutions and providers of continuing professional development 
(CPD). A particular problem is the very large number of small- and medium-sized 
enterprises (SMEs), which have limited budgets and capacity to develop ICT skills, 
thus requiring support from government. A major underlying concern is that too 
many schools lack the equipment and teachers trained in computer science and ICTs, 
aggravated by pupils not having computers and broadband access at home. While 
university graduations in ICTs have grown, it is by much less than other courses, in 
part because ICT students are dropping out (Kirlidog, Van der Vyver, Zeeman, & 
Coetzee, 2016).

In recent annual surveys, the Joburg Centre for Software Engineering ( JCSE) 

18  It was alleged that the then-Minister of Communications sought a contract killer to eliminate the 
Chairman of the Parliamentary committee investigating her for corruption (ENCA, 2013).
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reported an acute shortage of skilled ICT workers in South Africa, with information 
security a leading issue for employers (Schofield, 2016). It concluded that the ICT 
industry could not wait for local, provincial and national governments to provide 
solutions, while tertiary education institutions did not possess the necessary 
responsiveness. Consequently, the ICT profession and sector would have to solve the 
“crisis” through their own initiatives.

Cybersecurity presents particular problems, with the need for skilled individuals in 
the defence and security sectors, in critical national infrastructure, and in banking 
and finance. The implementation of the POPI Act will require all firms to bolster 
their cybersecurity efforts, with additional staff and significant CPD, up to board 
level. Without a substantial increase in supply, the shortage of skills will persist, with 
skilled individuals likely to be attracted to organisations able to pay the most. 

At a more general level, the public needs to be taught about dangerous and unsafe 
behaviours on the Internet (e.g., passwords and phishing). The failure to teach 
schoolchildren about online safety has already been acknowledged (Kritzinger, 2014).

The NCPF recognised that South Africa would lag behind and be increasingly 
vulnerable unless it developed the necessary skills, for which it relied on colleges 
and universities (SSA, 2015, p. 13). However, the support for research and training 
has been limited. The South African Cyber Security Academic Alliance (SACSAA, 
n.d.) comprises three groups:

•	 Nelson Mandela University (NMU):
o Centre for Research in Information and Cyber Security (CRICS, 

n.d.); 
•	 University of Johannesburg (UJ): 

o Centre for Cyber Security (CSI, n.d.);
•	 University of South Africa (UNISA):

o Cyber Security Awareness (CSA, n.d.).

In 2015, SACSAA  ran an awareness campaigns, warning of the dangers of 
cyberbullying, and a poster competition. Recently it has been silent and appears 
to be moribund. There are some commercial initiatives, notably a Deloitte Cyber 
Intelligence Center (CIC), part of its global network of such centres (Mbelli & 
Dwolatzky, 2016). The South African Banking Risk Information Centre (SABRIC, 
n.d.) is a collective effort by the banking sector, leveraging public and private partners. 

While the vast majority of surveillance technology firms are based in China, Europe, 
the US and, especially, Israel, there appear to be two in South Africa (see Table 
5), VASTech and iSolv Technologies, with VASTech having received funding from 
the South African government (PI, 2014). Additionally, Lightning Bird Logistics in 
Stellenbosch acts as an agent for the sale of IMSI-grabbers from the US firm Verint. 

Exports of surveillance and wiretapping technologies to other African countries 
should be subject to controls through the South African National Conventional 
Arms Control Committee (NCACC), implementing the National Conventional 
Arms Control Act of 2000 and the international Wassenaar Arrangement (2017). 

Table 5: Firms in South Africa engaged in surveillance technologies

Firm Location Description

VASTech (n.d.) Technopark, 
Stellenbosch

An independent firm, established in 1999, 
selling hardware and software to government 
to be used in fighting cross-border and 
international crime. 

iSolv 
Technologies(n.d.)

Parktown North, 
Johannesburg

A privately-owned company focused on the 
development and production of state-of-the-
art ICT security solutions. Specialising in 
communications monitoring and cybersecurity.

As is the case more widely in ICTs, South Africa lacks sufficient skills for effective 
cybersecurity, with shortages affecting government recruitment and retention of staff. 
To date, efforts to engage the wider population for basic cybersecurity have received 
limited attention and resources. 

6. Conclusions
A major complaint about the South African government has been its failure in 
service delivery, of which cybersecurity is an example, even if not widely appreciated. 
It has been the result of delays, of inadequate assessments of the risks, of insufficient 
transparency, and of difficulties in coordination across government, business 
and society. While the government has, somewhat tardily, adopted a National 
Cybersecurity Policy Framework, it is of considerable complexity and is being 
implemented only slowly, with very limited reporting and Parliamentary oversight. 
The various organisational structures and their links into yet more structures suggest 
that implementation will continue to prove difficult, with coordination essential 
between many rivalrous ministers, many of whom may soon move on. The lack of 
priority placed on cybersecurity is reflected in the policy taking two years to go from 
draft to adoption, the Cybercrimes Bill also taking two years, and similar delays with 
the Cyber Warfare Strategy. It will ultimately have taken two decades to deliver a 
data protection authority, depriving South Africa of the lessons that could have been 
learned in that time. 

Parliamentary oversight is very difficult given the technical complexity of the 
material and the inter-ministerial spaghetti, aggravated by unnecessary turnover in 
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committee membership, limiting the development of expertise. Surprisingly, there 
were no parliamentary inquiries into the failure of the cybercrime inspectorate 
provisions of the ECT Act, the cleaving of DTPS from DoC, or the misuse of 
IMSI-grabbers, unlike comparable inquiries in the EU, UK and US (PAC, 2017; 
GAO, 2017; Oversight Committee, 2016; Schwab, 2016). Given the importance 
of cybersecurity to human rights and to growth of the digital economy, Parliament 
needs to develop methods to address its cross-governmental and technical nature, for 
example, by creating a forum or panel of expert advisers, together with a mechanism 
for coordination between Parliamentary Portfolio Committees. 

The NCPF appears to have been written without much consideration of 
implementation, echoing the confused complexity of the ICT White Paper (DTPS, 
2016; Freedman, 2016; McLeod, 2017). While there has been diffusion of policy 
elements and ideas from Europe and the US, there is little evidence of these having 
been adapted to South African national circumstances, especially the absence of any 
public assessment of the risks or of the potential impact of the proposed measures, 
or consideration of the ability to implement. The government failed to publish its 
analyses of the responses to its drafts of law and policy, raising questions about 
how effectively it makes use of such material and pointing to a serious weakness in 
governance.

That the intelligence and police services have wiretapping capabilities is very clear, 
though there is little evidence this reduces crime rates or secures South Africa against 
terrorism. It is observed more from leaks and the illicit sale and use of data, than 
from an increased number of prosecutions or greater success in the courts. Indeed, 
petty corruption in the interception of calls and in access to databases appears to 
be a significant problem, though the individuals are seldom prosecuted. The use of 
IMSI-grabbers is even more opaque, apparently without a policy or legal basis, used 
for blocking mobile signals in the vicinity of the President and possibly deployed 
more widely and much more intrusively. Yet more disturbing is the use of surveillance 
malware by the State Security Agency and Financial Intelligence Centre, which 
would certainly be unconstitutional. Ordinarily, those should have prompted 
Parliament to inquire into the use of such intrusive technologies, more commonly 
used by repressive regimes such as those in Ethiopia or Uganda. The likely outcome 
is for NGOs to go to the Constitutional Court for definitive rulings on the limits of 
the use of national security as a justification to withhold policy documents requested 
under the PAI Act, and then for them to seek to limit the use of IMSI-grabbers and 
surveillance software in order to uphold rights to dignity and privacy.

A major challenge is to persuade individual citizens and families to adopt good 
practice for cybersecurity, which requires a mixture of education and publicity. 
To date, relatively little has been done or to have been planned by government or 
industry, despite the rising levels of Internet adoption and global concern about 

cyberthreats. A similar challenge lies in the persuasion of businesses, which must 
adopt appropriate measures to defend themselves, and the data they hold about their 
customers, from attacks, and to report all attacks that get through. This is an area in 
which the government needs to improve its credibility, by securing its own systems, 
by reporting its own breaches, and by helping and encouraging business to develop 
toolkits to defend themselves. These problems are aggravated by a longstanding 
shortage of ICT skills, which has hampered technology deployment and economic 
growth.

The diffusion and adaptation of cybersecurity policies requires further research, not 
least to determine the extent to which they are being matched to real threats and 
abilities, rather than being copied pro forma. It would also be useful to evaluate the 
effectiveness of coordination mechanisms within the South African Government, 
and with provincial and municipal administrations. An interesting phenomenon to 
monitor would be the spill-over of laws, policies and practices from South Africa 
into other SADC countries, and the ways in which they are adapted, rather than 
just being copied. The question of the availability of IMSI-grabbers is contentious 
and vexed, but requires work on their use by the Presidency, SSA, SAPS, criminals 
and, perhaps, foreign powers and terrorists. Equally, the use of surveillance malware 
requires further work, though this would be very difficult.
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Abstract
Cybersecurity concerns are present in all nations, but the exact nature of the threats 
differs depending on the country and/or region. Therefore there is a need to assess 
the threats and impacts for specific countries. This article presents a high-level 
analysis of “newsworthy” cyber-incidents that affected South Africa. The 54 incidents 
that are considered are categorised according to impact type, perpetrator type, and 
victim type, and the trends are assessed. It was found that the most common impact 
type was data exposure, which was also one that had increased noticeably in recent 
years. The most prevalent perpetrator type was found to be hacktivists, which had 
also exhibited a recent increase in activity. A particularly concerning trend was the 
recent high number of incidents of data exposure caused by error, a trend running 
contrary to the drive to improve cybersecurity. It was also found that of the incidents 
considered, 54% targeted state-owned or political entities as victims. In general, the 
results appeared consistent with global reported trends.
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1. Introduction
Concerns over cybersecurity are growing globally, fuelled by reports of ever-larger 
data breaches and a lack of skilled cyber-security professionals (Fearn, 2017). 
However, most organisations and nations seem to be at a loss of how to effectively 
respond. For instance, even though UK organisations have been found to generally 
consider cyber-security important, only 44% have implemented a cyber-security 
strategy (Ashford, 2017). Slay, quoted in Tate (2017), indicates that Australia has a 
lack of experienced cyber-security professionals. Reports from Kenya indicate that 
cyber-security is lagging, despite increased uptake of Internet services (Matinde, 
2017). Similarly, reports in South Africa suggest that cyber-security is “reaching a 
critical point” in the country (SABC News, 2017).

Whilst the concerns of security are common across all regions, the exact nature of the 
threat types and motivations vary geographically as illustrated in Brown and Rudis 
(2017). Therefore it is necessary to assess the relevant trends in one’s region to ensure 
the security measures and strategies are aligned to the threat activity. This article 
presents a high-level analysis of “newsworthy” cyber-incidents that targeted South 
Africa. The next section scans relevant literature, followed by a description of the 
methodology used. Summaries of the incidents are provided, after which the analysis 
is presented. The results are discussed with reference to the literature, and the article 
is then concluded.

2. Literature
There are different types of cyber-attacks, and some receive more hype than others. 
Receiving significant attention are instances of nation-state cyber-espionage, which 
are closely linked to advanced persistent threats (APTs). These have been found 
to be constantly present in the global cyber-threat environment, but the number 
of organisations affected by these is low unless they are in the specific target group 
for the attackers (Brown & Rudis, 2017). Ransomware is another threat operated 
by cyber-criminals that is receiving much attention. The number of ransomware 
payloads increased internationally from 18% of detections in January 2016 to 66% 
in November 2016. Only 1% of ransomware detections occur in Africa meaning 
that all the other populated continents, however, are much more heavily affected 
(Malwarebytes Labs, 2017). 

In addition to the state-sponsored persistent attacks and criminal ransomware attacks 
mentioned above, the major threat types include: insider threats, either malicious or 
accidental, resulting in security incidents; attacks by hacktivists who are politically 
or ideologically motivated; and attacks by individual hackers who are trying to learn 
or show off, such as the “script kiddies” who make use of existing tools (Andress & 
Winterfield, 2014).

It has been reported that South Africa lost approximately ZAR50 billion in 2014 
due to cyber-incidents, and that over half a billion online personal records were lost 
or accessed illegally in South Africa during 2015 (SABC News, 2017). Estimates in 
2011 put the financial losses from cyber-attacks at ZAR 3.7 billion in direct losses 
and ZAR6.5 billion in indirect costs (Norton South Africa, 2012). The threat will 
become more widespread going forward as the number of South African Internet 
users increases, aided by the African continent’s increasing undersea capacity (Song, 
2017).

The South African legislative context relating to online privacy and security is 
expanding. The foundational act from which the other acts derive is the Electronic 
Communications and Transactions Act (ECT) of 2002 (RSA, 2002). The Regulation 
of Interception of Communications and Provision of Communication-Related 
Information Act (RICA) was also promulgated in 2002 (RSA, 2002). The Protection 
of Personal Information (POPI) Bill was released in 2009, and enacted in 2013 (RSA, 
2009; RSA, 2013), but has yet to come into full effect. The National Cybersecurity 
Policy Framework was released at the end of 2015 (SSA, 2015), followed by drafts 
of the Cybercrimes and Cybersecurity Bill (Department of Justice and Correctional 
Services, 2017). 

Patrick (2015) has illustrated a lack of information flow regarding cyber-security 
in government departments, and the need for response teams. Chandarman (2016) 
has found that South African students sometimes over-estimate their knowledge 
regarding security threats and techniques, possibly putting them at risk. Dlamini 
and Modise (2012) interrogated awareness initiatives in the country up to 2012 and 
found that the focus of the initiatives appeared to be on tertiary institutions and 
schools. It thus seems clear that the cyber-security landscape in South Africa has 
room to improve.

3. Methodology
The research for this article analysed a number of documented cyber-incidents related 
to South Africa. The data were identified through scrutiny of published reports, news 
items, postings to email mailing lists, cross-referencing via document reference lists, 
and targeted online searches for additional information on documented incidents. A 
total of 54 incidents spanning 23 years, from April 1994 to end-2016, were identified. 
These were classified in a manner similar to that used in the work of Miller and Rowe 
(2012) and Van Niekerk (2017). Miller and Rowe (2012) analysed security incidents 
related to industrial control systems (ICS), categorising them by impact type and 
attack vector. In Van Niekerk (2017), security incidents affecting the transportation 
sector were considered, categorised by threat type and impact.
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Impact categories
For this study, the impacts were categorised as follows:

•	 data exposure, where records have been released;
•	 financial, where there was an attempt (successful or otherwise) to steal 

money;
•	 denial of service, where operations or services were affected;
•	 defacement, where webpages were altered;
•	 data corruption, where data was modified; and
•	 system penetration, where illegitimate access to networks or systems was 

achieved, but no other activity was apparent.

Perpetrator categories
The categorisation of the perpetrators (or key perpetuating factors) was as follows:

•	 hacktivist, where the perpetrator was affiliated to online activist groups 
making political statements;

•	 criminal, where the perpetrator was affiliated to criminal groups usually 
seeking financial gain;

•	 accidental/misconfiguration, where the incident was as a result of 
misconfigured systems;

•	 individual hacker, where the incident appeared to be to prove or develop 
individual skills;

•	 nation-state espionage, where the incident relates to state-sponsored threats;
•	 malware, where malware was discovered but no perpetrator or motivation 

can be established; and
•	 insider, where the perpetrator had legitimate access but acted maliciously for 

personal gain or reasons.

The incidents were analysed according to perpetrators and impacts, in terms of overall 
prevalence and trends over time. A pivot table is used to determine the prevalent 
threat-impact pairs. 

Victim categories
In order to determine if there is a noticeable relationship between the threat types 
and impacts associated with public organisations, the victims were categorised as: 

•	 state/political organisations; or
•	 other. 

4. Findings and analysis

Impact type 
Figure 1 below shows the percentage distribution of the 54 incidents across the 
six impact types. As is evident, data exposure is the most prominent impact type. 
Financial, denial of service. and defacement are also noticeable.

Figure 1: Impact type

The findings are detailed according to their impact categories, moving from the most 
common impact category (data exposure) to the two least-common categories (data 
corruption, system penetration).

Data exposure
Data exposure was found to be the most common impact category. In 2008, the 
whistleblower site Wikileaks posted an unredacted version of a Competition 
Commission report about possible unethical practices by South African banks after 
removing the redaction (HomeGrownHoney, 2009). In 2010, a state hospital in the 
Western Cape was found to have an insecure site, and thousands of patient records 
could be accessed (Stone, 2010).

Advanced persistent threat (APTs) infections were also documented. An organisation 
in South Africa fell victim to the APT1 espionage group attributed to Chinese 
hackers, with the first major report occurring in 2010 (Mandiant, 2013). In 2012 the 
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Red October cyber-espionage campaign (attributed to Russian hackers) was detected, 
after having possibly operating for five years undetected, with various targets in a 
number of countries affected, including infecting a diplomatic organisation in South 
Africa (Limer, 2013; Paganini, 2013). 

Servers hosting the espionage tool FinFisher, usually employed by governments to 
track dissent, were detected in South Africa in 2013. The South African government 
denied using this tool (Vermeulen, 2013). Also in 2013, the Sednit/APT28 cyber-
espionage campaign, attributed to Russian hackers, targeted South African embassies 
via an infected document sent to the embassies purporting to be from the Department 
of International Relations and Cooperation (ESET, 2016; FireEye, 2014).

The South African Police Service suffered a hack in 2013 that resulted in the 
release of approximately 16,000 details of whistleblowers and victims. The attack 
appeared to be by the group Anonymous in response to the police killings of striking 
mineworkers at the Marikana mine (Roane, 2013; Tubbs, 2013). Also in 2013, a fast-
food outlet’s point-of-sale system was infected with the Dexter malware designed to 
steal customers’ credit card information (MyBroadband, 2013b). (Though this breach 
resulted in financial loss to the banks, the attack listed here only compromised the 
credit card information, and will therefore was classed as data exposure.)

Accidental data exposure incidents also occurred in 2013. A flaw in mobile operator 
Vodacom’s portal allowed any subscriber to access high level account summary 
information linked to any phone number (Muller, 2013). The City of Johannesburg’s 
invoicing portal was found to have vulnerabilities that could expose personal 
information, and the website was taken offline by the City – but then appeared to 
be operational a few days later with the vulnerability still present (MyBroadband, 
2013a). 

The year 2014 also saw both accidental and malicious data exposures. A flaw 
was discovered in mobile operator Cell C’s portal, allowing access to a number of 
customer records (MyBroadband, 2014). Altech Autopage suffered an accidental 
release of records (Patrick, 2015; Safenet, 2014). The South African National Roads 
Agency Limited (Sanral) E-Toll website was hacked, making the site vulnerable to 
release of personal details (Vermeulen, 2014). WooThemes was compromised, giving 
hackers access to financial information (Patrick, 2015; Safenet, 2014).

In 2016, Anonymous launched #OpAfrica, and its first South African target was 
an online job portal, V-Report, compromising 33,000 records (Vermeulen, 2016a). 
The state’s Government Communication and Information System (GCIS) was 
compromised shortly after V-Report, exposing the data of 1,500 government 
employees (Fripp, 2016; Vermeulen, 2016a). A number of web pages hosted by an 

unnamed service provider were the next target for #OpAfrica, with 2,500 websites 
claimed to have been compromised (Fripp, 2016). Hackers affiliated with #OpAfrica 
compromised the state-owned arms procurement agency Armscor’s invoicing portal, 
releasing a number of purchasing information records (Van Zyl, 2016c). Cinema 
chain Ster Kinekor was hacked, with a release of approximately 6 million records 
in 2016 (Cave, 2017). The Chinese-linked group known as APT10 were involved 
in the Cloud Hopper espionage campaign in late 2016, or which there were South 
African victims (PwC and BAE Systems, 2017). As the majority of infections were 
late 2016, it is assumed this is the compromise date for the South African victims.

Accidental exposure again featured in 2016. The eThekwini Municipality (Durban) 
e-services portal was found to release customer information when the URL was 
edited, and the website was taken down to correct the error (Venktess, 2016). The 
e-billing portal of mobile operator MTN was found to be providing users with access 
to bills of other customers, and the website was taken offline to correct the error 
(MyBroadband, 2016). 

Financial
The first instance of financial impact identified in the documents occurred in 2003, 
when Absa bank lost approximately ZAR500,000 due to a hack (Thiel, 2004). 
Hackers targeted three South African banks in 2006, managing to transfer cash 
from bank accounts into prepaid accounts held with mobile operators. It appeared 
that information gained from key loggers (devices or software to record a user’s 
keystrokes) and phishing were used to conduct the hacks (Oiaga, 2006).

In July 2009, a criminal group acquired, via threats to an engineer at Vodacom, 
duplicate SIM cards that allowed for interception of online banking one-time PIN 
codes (OTPs) for bank accounts they had compromised via phishing. The group 
managed to steal in excess of ZAR7 million from the compromised accounts (Dingle, 
2009; Van Rooyen, 2009). The Land Bank initially lost ZAR8 million stolen through 
fraudulent transfers in December 2010 after hackers compromised the bank’s IT 
security possibly with inside help, but managed to recover most of money (Potgieter, 
2011). 

A credit card payment provider, PayGate, was compromised in August 2012, 
affecting four of the major banks and compromising “hundreds of thousands” of 
credit card details (Arde, 2012, p. 18). Though no details of financial losses were 
released, it is assumed that the banks suffered financial losses (Ajam, 2012; Arde, 
2012). Compromised passwords resulted in the National Department of Water 
Affairs losing ZAR2.84 million in 2011 (Patrick, 2015; Rasool, 2012). Postbank, 
the South African Post Office’s financial institution, had ZAR42 million stolen in 
January 2012 after hackers accessed servers via an employee’s workstation (Patrick, 
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2015; Rasool, 2012; Swart & Afrika, 2012). In 2013, over ZAR15 million was lost 
by the Department of Minerals and Energy after login credentials were stolen by
criminals using a keystroke logging device (Patrick, 2015; Tengimfene, 2013).

In 2014, state-owned electricity provider Eskom’s payroll system was hacked by 
employees, but the employees were prevented from making transfers by Eskom’s anti-
corruption units (Patrick, 2015; Speckman, 2015). In the same year, the Gautrain 
Management Agency’s bank account nearly lost ZAR800 million to a hack (Patrick, 
2015; Speckman, 2015). In 2015, the Road Traffic Management Corporation lost 
ZAR8.5 million to a series of illegal transfer by hackers (Mkhwanazi, 2015; Patrick, 
2015). In 2016, Standard Bank was targeted by hackers, who managed to steal 
approximately ZAR300,000 via thousands of ATMs in Japan (Van Zyl, 2016b).

Denial of service
A South African petrochemical company’s supervisory, control and data acquisition 
system was infected by the PE Sality virus in 2009, denying the operator’s visibility 
of operations for eight hours until the infected servers were recovered (Cusimano, 
2010; Pretorius, 2016). The aforementioned Sanral E-Toll website came under a 
denial-of-service attack in 2012, but the attack was not successful (SANews, 2012). It 
is assumed this attacker was conducted by hacktivists, given the ongoing controversy 
over the e-toll project.

In 2013, the website of the national ruling party, the African National Congress 
(ANC), was made inaccessible due to a distributed denial of service (DDoS) attack 
by Anonymous Africa (different from Anonymous #OpAfrica) (Vermeulen, 2016b). 
Also in 2013, the Independent Online news website was targeted and access disrupted 
(Vermeulen, 2016b), and mobile operator MTN and affiliated service providers 
suffered a service outage due to a DDoS attack (ITNewsAfrica, 2013). MTN again 
suffered performance degradation in 2015 due to a DDoS attack (TelecomSpeak, 
2015). 

Anonymous Africa returned in 2016 by targeting the South African Broadcasting 
Corporation (SABC), whose website was unavailable due to the DDoS attack, 
with the hackers stating that the attack was in protest against corruption and the 
recent censoring of protests (Vermeulen, 2016b). Also in 2016, the websites of the 
news channel ANN7, The New Age newspaper, and computing company Sahara 
were targeted with DDoS attacks, in protest against perceived corruption by their 
owners and the South African government (Van Zyl, 2016a).  A series of denial-
of-service attacks was conducted against the Economic Freedom Fighters political 
party (Gorton, 2016).

Defacement
The websites of five major universities (University of Stellenbosch, Natal University, 

Rhodes University and the University of the Witwatersrand and University of Cape 
Town) were defaced by hackers in 2003. Each website appeared to be attacked by a 
different hacker, and international hackers were suspected (Porter, 2003). In 2004, 45 
company websites in Cape Town and Stellenbosch were defaced by a group known 
as Spykids, who appeared to be motivated by a desire for recognition (Thiel, 2004). 
In January 2005, hackers from Morocco, known as Team Evil, defaced approximately 
260 South African websites, replacing the legitimate websites with anti-US messages 
(Mbongwa & Makua, 2005).

In 2008, the Democratic Alliance political party’s website was compromised and 
was offline for over a week; a spokesperson stated that it appeared to be common 
hacking, implying that is was not a targeted or political attack (Mail & Guardian, 
2008). The ANC Youth League website was defaced, with a fake message supposedly 
from the then Youth League president Julius Malema stating he was stepping down 
(Redelinghuis, 2011).

Three government websites were defaced by Moroccan hackers in 2012, protesting the 
official South Africa position on Western Sahara (Saville, 2012). The Administrative 
Adjudication of Road Traffic Offences website was defaced by a Bangladeshi 
hacker in 2013, who posted a message notifying the website owner to secure the 
website (ITWeb, 2013). Approximately 20 websites, including Sasol, were defaced 
by a Moroccan hacktivist in 2014, again protesting the South African position on 
Western Sahara (Ackroyd, 2014). 

Data corruption, system penetration
These two categories are the smallest, and are therefore presented together. They also 
represent the earliest three attacks reported. It is reported that in 1994 a right-wing 
hacker attempted to disrupt the first democratic elections in South Africa, but was 
detected after moving votes from the ANC to three right wing parties (Plaut, 2010). 
Stats SA’s website was targeted by hackers in 1999, who replaced data with negative 
comments about Telkom (BBC News, 1999). A teenage hacker managed to penetrate 
through Telkom (the state telephony operator) in 1998, however no damage was 
done. The teenager was arrested (Reuters, 1998).

Trends in impact type
Figure 2 below illustrates the trends for each of the six impact types between April 
1994 and end-2016. As can be seen, there were significant spikes in data exposure 
attacks in 2013, 2014 and 2016, and of denial of service attacks in 2013 and 2016. 
The number of financial-impact attacks, the third-most-common kind, remained 
largely stable from 2011 to 2016; and defacements, the fourth-most-frequent mode 
of attack, remained at a consistent level between 2011 and 2014 but were not found 
to be present in 2015 or 2016.
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Thus, the financial-crime motivation for hacking appears to be remaining somewhat 
constant, whereas the data exposure and denial of service motivations, often indicators 
of hacktivism and protest – i.e., they commonly used to discredit or exact revenge 
-- appear to be on the rise in the South African context. 

Finally, it is interesting to note that after reaching a total of 11 instances in 2013, 
there were declines in 2014 (7 instances) and 2015 (2 instances), before a spike to 
12 instances in 2016, the largest number recorded for any of the years studied – an 
apparent indication that cybersecurity measure are still not being effectively applied 
in South Africa, and/or that attempts at perpetration are becoming increasing 
complex and skilful.

Figure 2: Trends in impact type

Perpetrator type
Figure 3 presents the percentage distribution of the perpetration types. Hacktivist 
perpetrators – i.e., perpetrators affiliated to online activist groups making political 
statements – were found to be the most common, followed by criminals, then 
individual hackers, and then instances of accidental/misconfiguration due to non-
malicious insiders. 

Figure 3: Perpetrator type

Figure 4 illustrates the trends in perpetrator type. Hacktivist perpetration has been 
present, off and on, since 1999, with slight increases in 2012 and 2012, and a sharp 
spike in 2016, indicating a growing protest and revenge dimension in South Africa’s 
cybersecurity risk profile. Another concerning trend is the increasing prevalence of 
cases of accidental/misconfiguration due to non-malicious insiders, non-existent 
before 2010 but representing three cases in each of 2014 and 2016. It was found that 
nation-state cyber-espionage perpetrators have only been active in South African 
cyberattacks since 2010, whereas individual hackers have had an intermittent 
presence throughout. 

Figure 4: Trends in perpetrator type
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Table 1 is a pivot table associating the perpetrator types to the impact types. 
The strongest association is between criminal hackers and a financial attacks (10 
instances), followed by accidental/misconfiguration due to non-malicious insiders 
resulting in data exposure (9 instances). These are followed by hacktivists exposing 
data (6 instances) and hacktivists denying service (6 instances), and then nation-state 
espionage perpetration seeking to expose (and presumably gain) data. 

Whilst the prevalence of criminal activity is almost a given, data exposure due to 
error (accidental/misconfiguration) is presumably much more easily prevented than 
criminal activity should be of particular concern to South African institutions. 

Table 1: Impacts by perpetrator type

Impacts

Data 
exposure

Denial 
of 

service
Financial Deface-

ment
Data 

corruption
System 

penetration Totals

Accidental/ 
miscon-
figuration

9 9

Criminal 1 10 11

Hacktivist 6 6 4 1 17

Insider 1 1

Malware 1 1 2

Nation-state 
espionage 5 5

Individual 
hacker 2 1 4 1 1 9

Totals 22 9 12 8 2 1 54

Victim type
Figure 5 presents the distribution of victims in terms of state/political entities and 
other entities. As can be seen, it was found that attacks targeting the state/political 
entities represented more than half of the 54 attacks documented.

Figure 5: Victim type

Figure 6 below llustrates the trends over time for the two victim categories. While the 
first attack on a state/political entity was detected in the first year of study, 1994, the 
first attacks on a non-state/political entity was only documented in 2003. However, 
in two of the most recent years studied, 2014 and 2016, attacks on non-state/political 
entities outnumbered state/political breaches.

Figure 6: Trends in victim type

Table 2 below is a pivot table illustrating associations been impacts and victim types. 
There does not appear to be any significant difference between the distribution of 
impact types for the two victim types
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Table 2: Impacts by victim type

Impacts

Data 
exposure

Denial 
of 

service
Financial Defacement Data

corruption
System

penetration Totals

Other 12 5 5 3 25

State/
political 10 4 7 5 2 1 29

Total 22 9 12 8 2 1 54

Table 3 below presents the perpetrator types associated with each of the two victim 
types. As before, nothing significant can be determined from these figures. The fact 
that hacktivists and nation-state perpetrators targeted state and political victims 
more than other organisations is logical. The state or political may have more impact 
from most perpetrators due to a lack of information security capability at those 
organisations.

Table 3: Perpetrator by victim type 

Perpetrator

Acci-
dental/
mis-

config-
uration

Criminal Hacktivist Individual 
hacker Insider Malware

Nation-
state 

espionage
Total

Other 5 5 7 4 2 2 25

State/
political 4 6 10 5 1 3 29

Total 9 11 17 9 1 2 5 54

5. Conclusions 
This research has shown that in South Africa, the leading perpetrators of cyber-
attacks are hacktivists and criminals. The top two cyber-attack impacts are data 
exposure and financial theft. The top two perpetration-impact combinations are 
criminals resulting in financial impact, and accidental/misconfiguration resulting in 
data exposure. 

Given the prevalence of cyber-crime globally, the criminal appearance as a top 
perpetrator, linked to a top impact, is unsurprising. As Internet connectivity in Africa 
increases and a greater percentage of the population has Internet access, we can 
expect the rate of cyber-crime to increase, targeting, among others, new entrants who 
are not yet fully aware of the security risks. Due the increasing financial impact of 
cyber-incidents, it is imperative that the legislative environment is enabled to afford 
corporations protection and support law-enforcement in combatting cyber-attacks.

The increase in hacktivism in South Africa, notable in the data for 2016, can be 
linked to increased political tensions in the country (Vermeulen, 2016b). Even 
some of the non-state/non-political organisations targeted were linked to perceived 
government corruption (Van Zyl, 2016a). None of the organisations targeted, nor 
the way they were targeted, appeared to have any major direct impact on national 
stability or the national economy. However, there are at present certain large state-
owned enterprises in South Africa, also linked to the political scandals, which have 
not yet been targeted. Should, for instance, the major electricity provider, Eskom, 
be attacked and for some reason operations hindered, there could be significant 
socioeconomic ramifications.

The numerous instances of cybersecurity threats caused by accidental/misconfiguration 
perpetration is concerning, as they have all occurred since the POPI Bill of 2009. It 
is possible that the Bill resulted in increased awareness and, in turn, an increase in 
exposures being reported. However, it still suggests that organisations, both state/
political and other neglecting their responsibility to ensure that the systems are 
configured correctly. A possible solution will be to focus cyber-security awareness 
training on IT professionals in the country, in order to assist in creating a secure 
culture and an improvement of security in system development. Moreover, once 
the POPI Act is fully enforced and organisations are held fully accountable for 
such breaches, more effort may be given to discovering flaws, thereby reducing the 
accidental exposure.

Nation-state espionage is relatively low, and this is consistent with the findings of the 
report by Brown and Rudis (2017). At the same time, it is interesting to note that 
two of the nations most commonly associated with cyber-espionage campaigns – 
Russia and China – belong to a club of countries, the BRICS, of which South Africa 
is also a member along with Brazil and India. As can be seen from the revelations 
of the United States and Western European nations spying on each other, even 
allied countries conduct espionage operations against each other. Therefore as global 
tensions rise, South Africa should not be surprised if economic friendly countries 
increase espionage activities to monitor its politics and foreign policy. This concept, 
known as the “cyber-security dilemma”, is discussed by Buchanan (2017). This in 
turn may also instigate an increase of international hacktivist activity. 
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Overall, the prevalence of perpetration factors and actors, and the impacts, that 
this study found in South Africa are consistent with reported international cyber-
incident trends. A limitation of this study is that the data available were limited to 
what is reported publicly. Until it is mandatory for South African organisations to 
report cyber-incidents, it will be difficult to conduct in-depth assessments of the 
composition of threat activities and their impacts. 
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Abstract
Internet-based attacks have become prevalent and are expected to increase as 
technology ubiquity increases. Consequently, cybersecurity has emerged as an 
essential concept in everyday life. Cybersecurity awareness (CSA) is a key defence in 
the protection of people and systems. The research presented in this article aimed to 
assess the levels of CSA among students at a private tertiary education institution in 
South Africa. A questionnaire tested students in terms of four variables: cybersecurity 
knowledge; self-perception of cybersecurity skills, actual cybersecurity skills and 
behaviour; and cybersecurity attitudes. The responses revealed several misalignments, 
including instances of “cognitive dissonance” between variables, which make the 
students potentially vulnerable to cyber-attacks. The findings demonstrate the 
need for targeted CSA campaigns that address the specific weaknesses of particular 
populations of users.
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1. Introduction
As is widely reported in the media, cyber-attacks are increasing in quantity and 
sophistication (Symantec, 2013).  In most cases it is the weakest link in cybersecurity 
– the human element – that is the target for the increasing number of online 
criminals who are perpetrating an ever-greater variety of cybercrimes. The need 
for cybersecurity awareness (CSA) campaigns is thus undisputed, as these remain 
the first line of defence in providing employees and stakeholders with the know-
how to interact safely online. International cybersecurity best practices advocate for 
CSA, and this filters into organisational policies and standards. An example in the 
education sector is the cybersecurity awareness campaigns and material provided 
by Educause (2017). Countries such as Australia, Canada, the UK and the US have 
implemented CSA campaigns supported by national committees and strategies 
(Cyber Aces Foundation, 2014; Office of Australian Info Officer, 2014; Rosewarne, 
2013). Compared to these countries and others in Africa such as Mauritius and 
Kenya, South Africa has been found wanting in its CSA efforts (Doyle, 2015). 

In South Africa, section 51(6) (g) of the draft Cybercrimes and Cybersecurity Bill 
specified that there is a need to (Minister of Justice and Correctional Services, 2015): 

(ii) promote and provide guidance in development and implementation 
of situational analysis and awareness campaigns concerning the risk 
environment of the South African cyberspace; 

(vi) cybersecurity training, education, research and development 
programmes amongst other initiatives. 

For the purposes of this article, cybersecurity is defined as the protection of cyberspace 
itself, of the tangible or intangible technologies that support cyberspace, of electronic 
information, and of the users in their personal, societal and national capacities (Von 
Solms & Van Niekerk, 2013). Awareness is conceived of as comprising knowledge, 
self-perception of skills, actual skills and behaviour, and attitudes, and the inter-
relationship among these elements. 

In August 2014, it was reported that Russian cyber-criminals compromised 500 
million email addresses and 1.2 billion passwords and usernames (BBC News, 2014). 
In April 2015 the names and social security numbers of approximately 280,000 AT&T 
US customers were sold to various third parties after being stolen by employees at 
call centres in the Philippines, Mexico and Colombia. As a result, AT&T was fined 
USD25 million by the US communications regulator, the Federal Communications 
Commission (Ruiz, 2015). In the same month, hackers allegedly from Islamic State 
compromised the social media pages and website of French television network 
TV5Monde, and disrupted the broadcasts of all 11 channels (Ashford, 2015). 

The South African economy lost approximately ZAR1 billion in 2014 due to identity 
theft, of which there were approximately 4,000 reported cases (Compuscan, 2014). 
Insufficient awareness around cybercrimes is a possible reason for the South African 
Banking Risk Information Centre (SABRIC) reporting that over ZAR2.2 billion 
was lost in 2013 due to online fraud, identity theft and scams (BusinessTech, 2014).

Students are considered one of the computer-user profiles that is most vulnerable 
to cyber-attacks, as they are often careless and sometimes reckless in their computer 
usage and spend copious amounts of their time using technology (Aliyu, Abdallah, 
Lasisi, Diyar & Zeki, 2010). The persistent psychological need to remain connected 
via an increasing variety of electronic devices further exposes individuals to online 
risks (Mochiko, 2016).

There have been very few studies of CSA in South Africa, even fewer focusing on 
students attending South African public tertiary institutions, and, before this study, 
no studies of CSA among students at private tertiary institutions could be found. The 
research presented in this article, which was conducted for a Master’s dissertation 
(Chandarman, 2016), sought to fill this gap by investigating the private tertiary 
students’ online activity, and their knowledge, self-perception of skills, actual skills 
and behaviours, and attitudes, as they relate to cybersecurity issues.  Among the aims 
of the research was to determine the degree of necessity of an intensive, focussed CSA 
training and education campaign tailored to the needs of the audience, as opposed to 
a general awareness campaign that is common to all audiences. The subject matter 
included in the survey, in order to evaluate the students’ CSA, included: password 
management, cyberbullying, social engineering (including phishing and online scams 
and fraud), malware, identity theft, and general secure behaviour (e.g., downloading 
and sharing “pirated” film and TV content, using pirated software). 

2. Literature review and analytical framework 
An adapted version of the theory of planned behaviour (TPB) framework was used 
for the study. The TPB framework, originally proposed by Icek Ajzen, was found to 
be suitable because it has been used in investigating individuals’ ethical behaviour and 
decisions in respect of adoption of, and compliance with, computer security measures 
(Ifinedo, 2012; Lee & Kozar, 2005; Leonard, Cronan, & Kreie, 2004). However, 
the TPB framework does not explicitly consider the case for CSA, and therefore 
it needed to be adapted. To adapt the framework, previous studies on CSA were 
considered, in order to determine necessary CSA variables and possible relationships 
among the variables. These earlier studies also formed a baseline against which the 
results of this study could be compared. 

Furnell, Gennatou and Dowland (2002) found that organisations and individuals 
were unsure as to what they should be doing to improve their cybersecurity or how to 
achieve this, despite acknowledging that it was an issue that needed to be addressed. 
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The key to providing clarity, according to the National Institute of Standards and 
Technology (NIST, 2003), is CSA training and education. In addition to providing 
direction on security policies and how to properly use and protect IT resources 
and information, NIST SP 800-16 (1998) indicated that all employees in every 
organisation should have a basic literacy and awareness of information security. A 
range of topics for CSA training were suggested in NIST SP 800-50 (2003): data 
backup, malware protection, web usage, email and attachments, password usage and 
management, and social engineering. 

A study by Rajan (2010) investigated the relationship between the likelihood of 
users falling victim to phishing (a form of social engineering which uses emails 
to maliciously solicit information from computer users, such as login or financial 
account details) and their awareness of the topic. The study concluded that people fell 
victim to phishing despite having knowledge and understanding of the importance 
thereof. This was attributed to incorrect behaviour patterns regarding online security. 
The use of simulated phishing emails to generate user awareness was investigated by 
Dodge and Ferguson (2006). Their study intended to assess the awareness levels of 
students at the United States Military Academy in order to inform their awareness 
programme. The study found that conducting the exercise, in addition to aiding 
them in tailoring their awareness drive, itself increased awareness. A similar study by 
Steyn, Kruger and Drevin (2007), focusing on higher education staff in the Western 
Cape Province of South Africa, found that email security considerations should be 
prioritised for education and awareness activities. These studies illustrate that both 
correct awareness and correct attitudes are essential in addition to knowledge in 
promoting secure behaviour online. Mishra (2014) found that many users exhibit 
a misperception that an installed anti-virus programme is sufficient to prevent 
compromise of their computers, and that a number believe that firewalls are the 
same as anti-virus applications. 

An advanced cyber-espionage campaign employing both malware and social 
engineering to target governments, journalists and businesses in Southeast Asia 
and India over a 10-year period was discovered by FireEye in April 2015 (Lennon, 
2015). The Heartbleed vulnerability was disclosed and made news headlines as the 
biggest security vulnerability in the history of IT in April 2014 (Mitre, 2014). Later 
that month, users were advised to use an alternative to Internet Explorer due to a 
severe vulnerability in the browser where malware could be unknowingly installed via 
webpages browsed (Rosenblatt, 2014). In September 2014 a number of distributed 
denial of service (DDoS) attacks and Botnet activity were recorded globally within an 
hour of the ShellShock/BashDoor vulnerability being disclosed (TroyHunt, 2014). 
These incidents illustrate the necessity of awareness regarding the need for patching 
and updating of machines, in addition to the need for awareness regarding phishing 
and social engineering, in order to protect against sophisticated attacks, ransomware, 
and other attacks. 

A study by Pramod and Raman (2014) found that students in higher education are 
not ignorant of security concerns regarding smartphones, but at the same time are 
not fully aware of all the security risks and necessary security practices. Pretorius 
and Van Niekerk (2015) recommended training and awareness campaigns after 
finding vulnerabilities in industrial control systems due to users’ insecure password 
management, unapplied software patches, and outdated or uninstalled anti-virus and 
malware protection. These studies further illustrate how there can be misalignment 
among cybersecurity attitudes, knowledge, and behaviour. 
 
Victims of identity theft may suffer heavy consequences, including damaged credit 
scores and financial charges ( Janssen, 2014). Wlasuk (2012) found that if identity 
information data held by higher education institutions was sold on the cyber black 
market, they would potentially be worth billions of dollars. A 2014 Kaspersky and 
B2B report found that South African Internet users generally had the misperception 
that cyber-criminals would see no value in their account credentials (MyBroadband, 
2015). An exploratory study of college students by Mensch and Wilkie (2011) 
found that a false sense of security, in relation to personal information protection, is 
created by the installation of security applications and tools. Butler and Butler (2014) 
concluded that South Africans consider convenience a higher priority over security, 
and that only 23% of South African users regularly change their passwords despite 
70% indicating that they are aware that this is good practice. These findings show 
that knowledge does not necessarily translate into good practice.

Kim (2014) found that many college students in the US did not participate in 
information security awareness training, even though they appeared to understand 
the need and importance of the training. Another finding of the study was that the 
students’ security learning occurred piecemeal, from a number of sources, and that 
to develop sustainable secure behaviour they needed to participate more in focussed 
information security and awareness training. This again illustrates the potential for 
disconnections between good secure practice and having sufficient knowledge and 
understanding.

If security practices are too time-consuming or difficult, users will try to circumvent 
the controls in place, which may also reduce the effectiveness of previous and current 
awareness campaigns. Influencing strategies are required in addition to the knowledge 
transfer and awareness in order to positively alter behaviours and attitudes (Bada & 
Sasse, 2014). Peltier (2005) found that a baseline of the cybersecurity perception 
levels, attitudes, knowledge and skill, and the relationships amongst these, are 
required to guide the training.

Hagen and Albrechtsen (2009) concluded that an e-learning tool that they assessed 
was a suitable mechanism for the initial creation of common values and attitudes to 
build a corporate information security culture. Kaur and Mustafa (2013) investigated 
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how information security awareness of Malaysian small and medium enterprise 
employees was affected by attitude, behaviour, and knowledge. The study found 
that attitude and behaviour had significant relationships with information security 
awareness, but knowledge did not. This is consistent with the findings of Bada and 
Sasse (2014). Aliyu et al. (2010) found that, among Malaysian IT and education 
students, IT usage was affected by attitudes and perceptions towards computer ethics 
and security. Bakar, Chang and Saidin (2013) investigated e-commerce consumers’ 
practices, knowledge and attitudes, and found that there was little knowledge or 
education regarding legal provisions, and that fostering better behaviours and 
attitudes was required to mitigate the likelihood of the consumers falling victim to 
cyber-criminals.

Aliyu et al. (2010) found that university students in Malaysia were major violators of 
computer ethics and security, as they were often reckless when posting content and 
browsing and were frequently involved in illegal usage via sharing and downloading 
of counterfeit software, TV series and movies. Due to a range of factors including 
laziness and economic standing, the students were found to not be practising safe 
computing in general (Aliyu et al., 2010). 

The general consensus that emerges from the literature is that training and education 
are key initiatives to generate CSA and ameliorate poor online security behaviour. 
The studies considered in the literature also suggest that knowledge, self-perception 
of skills, actual skills and behaviours, and attitudes, are all relevant to assessing CSA, 
and that knowledge alone is typically not sufficient to ensure CSA, i.e., knowledge 
is often a weak variable. 

Accordingly, our adapted version of the TPB framework investigated CSA via focus 
on relationships among four core variables: (1) knowledge, (2) self-perception of skills, 
(3) actual skills and behaviour, and (4) attitudes.

Figure 1: The TPB framework adapted to the CSA study

3. Methodology
The study followed an exploratory approach, using non-probability sampling. The 
study site consisted of three campuses of a private tertiary education institution in 
South Africa’s KwaZulu-Natal Province, and a convenience sample of students was 
taken (i.e., those who attended lectures at an appropriate time for the researcher to 
gather data). 

Data were collected via a questionnaire that received a total of 1,231 responses over 
two semesters (528 respondents online in the first semester, and 703 respondents 
for the paper-based questionnaire in a second semester). The results were analysed 
using the SPSS statistical software package, employing: descriptive statistics to 
assess individual topics and variables; Pearson Correlation and chi-square to assess 
relationships among variables; and Cronbach Alpha to assess significance. 

A high-level outline of the questionnaire is as follows:
•	 section 1: The student’s demographic information
•	 section 2: the student’s online usage
•	 section 3: the student’s cybersecurity knowledge
•	 section 4: the student’s self-perception of cybersecurity skills 
•	 section 5: the student’s actual cybersecurity skills and behaviour
•	 section 6: the student’s cybersecurity attitudes

The focus of this article is on the data generated by answers to questions in sections  
3 to 6. Figure 2 below visualises the variables and topics considered.
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Figure 2: Variables and topics in the study

4. Findings

Cybersecurity knowledge
The “knowledge” category (section 3) offered students multiple-choice-format 
responses to factual questions regarding the six cybersecurity matters that were the 
focus of the research. Only one answer for each question was accepted as correct. The 
student responses were recoded numerically in binary fashion: as “2” if they answered 
the question correctly and “1” if they got the question wrong or indicated that they 
did not know answer. Frequency analysis was then conducted for the responses to 
each question. Figure 3 provides the frequency analysis. 

Of note in Figure 3 are the significant lack of knowledge of what phishing is (56% 
answered incorrectly or did not know), and the significant lack of knowledge of the 
purpose of anti-virus software (43% answered incorrectly or did not know).

Figure 3: Students’ knowledge of six cybersecurity matters
(N = 1188, 1197, 1193, 1191, 1182, 1196)

Table 1 below shows the section 3 responses prior to binary recoding. Approximately 
38% of respondents selected “I do not know” for the phishing question, and 41% of 
respondents thought that anti-virus software was protection against “every possible 
attack”.

Table 1: Cybersecurity knowledge before recoding (shown as % of responses)

3.1. What is phishing? %

Unsolicited requests (spam) to fool receivers into divulging personal information 39.6

Disguised hyperlinks and sender addresses 6.1

Viruses being downloaded onto your devices 1.4

Your device being hacked to steal information 12.5
I do not know 37.9

Spoilt/blank 3.8

3.2. What is anti-virus software used for? %

Disrupt and covertly steal information from your devices 0.7

Updating your software and systems 1

Protect your computer devices against malicious code 53.7

Preventing every possible attack on your computer devices 40.7

I do not know 2.3

Spoilt/blank 2
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The findings shown in Table 1 suggest that that the respondents’ knowledge levels in 
respect of phishing and anti-virus software were inadequate. Such knowledge deficits 
can lead to unsafe practices, and can be exploited by cyber-criminals. 

Self-perception of cybersecurity skills
The results from the section 4 on self-perception of cybersecurity skills are presented 
in Table 2 below. The section consisted of six statements – one for each of the six 
cybersecurity matters that were the focus of the research – to which the respondent 
was asked to indicate her or his level of agreement based on a five-point Likert scale 
(1 = “strongly disagree”, 5 = “strongly agree”). 

Table 2: Self-perception of cybersecurity skills 
N Mean Std. deviation Std. error mean

4.1 I am confident I can identify a 
phishing email or a social engineering 
attack

1193 3.19 1.186 .034

4.2 I am adequately protected from 
malware, scareware and spyware

1197 3.43 1.059 .031

4.3 I am well liked and will never be a 
victim of cyberbullying

1207 3.14 1.152 .033

4.4 I do not post anything that will 
cause me to be a victim of identity theft

1207 3.94 1.030 .030

4.5 My passwords are strong enough. 
Nobody can guess them

1204 3.95 1.022 .029

4.6  Sharing downloaded (*) movies and 
TV series with my friends is OK

1206 3.03 1.228 .035

* “downloaded” in this context referred to content downloaded illegally without paying for it (i.e., 
“pirated” content)

A Cronbach Alpha test was done on the responses to all six statements, yielding 
a result of α = 0.668. Since this figure was less than 0.7, the test was therefore 
recalculated with question 4.6 excluded, resulting in an acceptable score of α = 0.707. 

The first five statements generated a mean score > 3 and a p < .0005, indicating 
a significant level of agreement with the statements. Thus, overall, the students 
exhibited generally favourable self-perceptions of their cybersecurity skills. However, 
at the same time, four of the statements received a large percentage of neutral 
responses: the phishing (32%); malware, scareware and spyware (31%); cyberbullying 
(37%); and sharing downloaded movies and TV series (35%) statements. These 
neutral responses implied that the students in question had not developed an opinion 

or stance on these areas, suggesting a lack of comprehensive CSA. 

Actual cybersecurity skills and behaviour
Table 3 below shows the seven scenarios respondents were asked to respond to in 
part B of section 5 of the questionnaire, which was focused on determining the 
students’ actual cybersecurity skills and behaviour. Part B focussed on responses to 
scenarios, whereas Part A focussed on self-reporting of behaviour.

Table 3: Text of questions on actual cybersecurity skills and behaviour

5.11 You receive an email from your bank that your account needs to be verified because the bank has 
installed new software. You are required to click on a link provided and supply the necessary personal 
verification information. You must respond within the next 24 hours otherwise your bank account 
will be blocked and frozen. What do you do?

a) Click on the link and provide the personal information requested so the security matter can be 
addressed without your account being frozen.
b) Ignore it. It looks like a scam, so you delete the message without responding.
c) You are suspicious but aren’t sure if this is a scam or not. You respond to the text message, asking 
questions to determine if the situation. is legitimate before you provide the information requested.
d) Phone the bank to check if this is true.
e) Report the matter to the police.

5.12 I update my Windows/Apple, anti-virus, browser and other software:

a) Once a month.
b) When I remember.
c) When I am reminded.
d) Never.

5.13 The mouse cursor on your screen starts to move around on its own and click on things on your 
desktop. What do you do?

a) Call someone so that they can see.
b) Disconnect your computer devices from the network/ internet.
c) Unplug your mouse.
d) Turn your computer device off.
e) Run your antivirus.
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Table 3 (cont.): Text of questions on actual cybersecurity skills and behaviour

5.14 Your friend sends you an email with a screensaver they say you will love. What will you do?

a) Download it onto your device, since you trust your friend.
b) Forward the message to other friends to share it.
c) Call an IT professional and ask them to install it for you.
d) Delete the message.
e) None of the above. 

5.15 “At campus yesterday, Josh was mucking around with a water spray gun and wet John’s pants. It 
was hilarious because it really looked like John wet his pants and Tyson even got a photo! We were 
all joking about it and calling John ‘Little Johnnie’ and saying stuff like, ‘Do you need your nappy 
changed, Baby John?’  Then last night some of us got onto Facebook and we told everyone about it, 
and put the photo up too. Everyone said how funny it was, and they thought of some really funny 
things to tease John with today!” What is your opinion on this scene?

a) Hilarious.
b) Most people think this is funny
c) Hmm, made me laugh, but .. not sure if it was fair.
d) This hurt someone’s feelings.
e) Yuck, this was deliberate and only done to hurt someone (emotionally and/or physically).

5.16 If someone searches for information about me on the internet, they would find:
i. My name
ii. My photograph
iii. My telephone number
iv. My home address
v. My bad habits (and things I would be embarrassed about)
vi. Pictures of my holidays
vii. My family members

a) All of the above. 
b) 2 to 3 of the above.
c) 4 to 5 of the above.
d) A few of the above.
e) None of the above.

5.17 Which one of the following situations will allow a “hacker” to install a program on your device 
that makes it automatically send out tons of spam email from your device without your knowledge?

a) Out of date software patches.
b) No anti-virus installed or out of date anti-virus. 
c) Clicking an unknown link or attachment.
d) Downloading unknown or unsolicited programs onto your computer device.
e) All of the above.

Figure 4 provides a summary of the frequency analysis for responses to each of the 
seven scenarios. 

Figure 4: Actual cybersecurity skills and behaviour 
(N = 1166, 1194, 1149, 1188, 1169, 1167, 1124)

Notable findings shown in Figure 4 are the large percentage (76%) of unsafe responses 
regarding opening a screensaver received from a friend (question 5.14), the large 
percentage (68%) of only partially correct (i.e., only partially safe) responses regarding 
response to a bank phishing email (question 5.11), and the large percentage (56.1%) 
of only partially correct responses to the question regarding updating of software 
(question 5.12). All these findings indicate unsafe cybersecurity skills and behaviour. 

The Cronbach Alpha test was calculated, with questions 5.5 and 5.10 excluded as 
they were inverted, i.e. negative questions. For the remaining five questions, a result of 
α = 0.766 was returned, indicating a high reliability. The Chi-square analysis (shown 
below in Table 4) for the whole group indicated that certain responses showed 
significant results. For example, the only partially correct responses for question 5.11 
were significant (χ2 (2, N = 827) = 765.666, p < .0005. 
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Table 4: Chi-Square results for cybersecurity skills and behaviour questions

Question Result N df Chi-square p

5.11 partially correct 
(i.e., partially safe) 827 2 756.666 p < .0005 *

5.12 partially correct 683 2 306.226 p < .0005

5.13 incorrect
(i.e., unsafe) 523 2 79.770 p < .0005

5.14 incorrect 925 1 368.892 p < .0005

5.15 correct
(i.e., safe) 676 1 28.648 p < .0005

5.16 correct 778 1 129.667 p < .0005

5.17 correct 628 1 15.502 p < .0005

 * SPSS reports a p of .000 as p < .0005

Cybersecurity attitudes
The responses to the questions on cybersecurity attitudes (section 6 of the 
questionnaire) are presented in Table 5 below. Generally the results were encouraging, 
as students indicated generally low levels of agreement with the statements, all of 
which were statements for which agreement would represent a potentially unsafe/
harmful attitude. The one worrying exception was in the responses to question 6.1, 
where students exhibited an overly trusting view towards content sent via email from 
the email accounts of their friends – a level of trust that could make the receiver 
susceptible to malicious content. 

Reliability for the eight questions in section 6 was tested using Cronbach Alpha, 
which returned α = 0.713. It can therefore be concluded that the responses were 
consistent and a reliable measure of respondent attitudes towards the six cybersecurity 
matters.

Table 5: Cybersecurity attitudes

N Mean Std. 
deviation

Std. error 
mean

6.1 My friends would not send me anything malicious or scams 
through email. 1170 3.62 1.122 .033

6.2 Updating my security software and Windows /Apple is too 
time consuming, annoying and uses up my bandwidth/ data 
bundle.

1168 2.69 1.122 .033

6.3 The security settings and tools slow me down and are pesky. I 
turn them off or disable them. 1166 2.39 1.004 .029

6.4 It is a waste of time to change passwords because you can 
still get hacked 1163 2.47 1.062 .031

6.5 It is too difficult to remember difficult passwords; therefore I 
use my name or something easy to remember. 1171 2.34 1.203 .035

6.6 Posting pictures and bad messages online about my college 
students makes it anonymous and  is much better than saying it 
to their face.

1169 1.76 1.024 .030

6.7 It is OK to download (*) movies and TV series because the 
companies that make them are rich and I really cannot afford it 
(I am a student).

1169 2.53 1.143 .033

6.8 If I pirate software I will not get updates and security 
patches, but I don’t need [updates and patches] 1162 2.29 .998 .029

  * “download” in this context referred to downloading of “pirated” film and TV content (i.e., content
  acquired illegally, without the required authorisation obtained or payment made)

5. Analysis

Misalignments in relationships among CSA variables 
With respect to phishing, correlation results illustrated weak negative relationships 
between student self-perceptions of skills and (1) their actual skills and behaviour, and 
(2) attitude, on the matter. This indicates that while the students had a favourable 
perception of their security protection and their skills in this area, their actual skills 
and behaviour, and attitudes, were not as safe as their perceptions implied they were. 

In respect of pirated content, while most students reported actual skills and behaviour 
suggesting they engaged in piracy, most at the same time also held the correct attitude 
towards pirated content, i.e., the attitude that it can be dangerous. This indicates 
students will engage in behaviour even though they know it is wrong. 

Similarly, in respect of cyberbullying, despite a majority of students reporting 
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favourable self-perceptions of skills and behaviour for avoiding cyberbullying behaviour 
when posting messages online, the majority also gave attitude responses indicating a 
potentially harmful attitude towards posting offensive pictures and messages. 

For passwords, most students reported an attitude that it was difficult to remember 
complex passwords and so they used simple ones like their names (question 6.5), a 
potentially harmful attitude. Yet, at the same time, for the majority, the self-perceptions 
of skills and behaviour suggested they had strong passwords (question 4.5), results in 
the negative correlation (r = -.196, p < .0005). These are clear contradictions and 
disconnects among responses to the CSA variables.

To determine general correlations between the four variables – knowledge, self-
perception of skills, actual skills and behaviour, attitudes – based on data from all 
the questions on the six cybersecurity topics, Pearson Correlation Coefficients were 
calculated for each, as presented in Figure 5. 

Figure 5: Relationships between variables

It can be seen in Figure 5 that there are positive correlations amongst knowledge, self-
perception of skills, and actual skills and behaviour. The strongest positive correlation 
is the relationship between self-perception of skills and actual skills and behaviour, with 
the other correlations having relatively low values. This indicates that knowledge, self-
perception of skills, and actual skills and behaviour, have positive, albeit small, impacts 

on each other. Meanwhile, all three of these variables are negatively correlated with 
attitudes, which is to say that: the more correct the attitudes, the lower the levels of 
knowledge, self-perception of skills, and actual skills and behaviour appear to be. The 
strongest negative correlation is between knowledge and attitudes, indicating that 
poor knowledge results in a good attitude, or vice versa. These negative correlations 
indicate a form of cognitive dissonance.

The dilemmas of cognitive dissonance on CSA matters
We saw above, in the “Findings” section and in the first part of this “Analysis” section, 
that: there are shortcomings in some areas of the students’ cybersecurity knowledge, 
actual skills and behaviour, and attitudes; and in some of the cybersecurity areas for 
which the majority of students had strong self-perception of skills, the majority at 
the same time showed evidence of weak actual skills and behaviour, which implies 
a false sense of security. This misalignments and disconnects are concerning, and 
they were exhibited, in particular, in respect of the topics of (1) cyberbullying, (2) 
password security, (3) identity theft, and (4) phishing. It is thus evident that there are 
shortcomings in the CSA of many of the private tertiary students surveyed. 

One of the most concerning results in the knowledge category (see Figure 3 and Table 
1) was that over half of the students reported a weak understanding of phishing. 
And adding to the worrying nature of this finding was the fact that, at the same 
time, the majority of students gave a contradictory self-perception answer on the 
same topic, by indicating they are confident in being able to identifying a phishing 
email. This finding aligns to findings of the study by Kaur and Mustafa (2013), 
which concluded that there is no significant relationship between knowledge and 
true information security awareness. Similarly, Bada and Sasse (2014) reported that 
knowledge alone is insufficient for true awareness. Phishing attacks are becoming 
more prevalent, resulting in increased media attention on the topic, and increased 
attempts at education and awareness. Yet the CSA messaging in respect of phishing 
does not seem to be reaching the students, or they are ignoring it. This situation is 
precarious, as the results indicate the students have a false sense of security, which 
may make them more susceptible to falling victim. 

Parbanath (2011) found that consumers exhibited a large degree of concern over 
the disclosure and protection of their personal information, yet at the same time, in 
contradictory fashion, had limited knowledge of the relevant legislation. The students 
surveyed in this research appeared to exhibit an analogous contradiction: concerned 
about phishing yet not managing to acquire the necessary knowledge. This confirms 
that knowledge alone is not enough, and that it needs to be combined with training, 
as in the phishing simulation exercise by Dodge and Ferguson (2006).

The majority of students professed to the correct actual skills and behaviour on 
phishing by agreeing that they will not open suspicious email attachment, which 

AJIC 20-21-Jan-18-22h19.indd   148-149 1/21/2018   10:43:21 PM



AJIC Issue 20, 2017The African Journal of Information and Communication (AJIC)     150        151

 Chandarman and Van Niekerk Students’ Cybersecurity Awareness at a Private Tertiary Educational Institution

corresponds to their self-perception that they can identify phishing attempts. But as 
discussed above, this does not correspond with their knowledge. Rajan’s (2010) study 
found that those with knowledge and understanding of phishing still fell victim. And 
in spite of the widespread attention that phishing has received in recent years, a 2014 
study by the University of California and Google reported that phishing attempts 
still succeeded 45% of the time (Beres, 2014). 

The students surveyed seemed clearly to have a false sense of security. In the actual 
skills and behaviour section of the questionnaire, some of the answers provided were 
partially correct (e.g., the students would verify with the bank regarding a suspicious 
email). However, South Africa’s banks, and awareness initiatives by SABRIC (2015), 
have clearly indicated that banks will not request details by email. Therefore the most 
clearly correct answer was to ignore and immediately delete the email. 

Another worrying result was that over 40% of the respondents gave the view, in 
the knowledge section of the questionnaire (see Table 1), that an anti-virus program 
is sufficient protection against all possible attacks, and that, accordingly, they were 
well protected while online. This finding is consistent with Mishra’s (2014) study, 
which reported that most computer users consider anti-virus software as adequate 
protection and think that firewalls and anti-virus software are the same (though 
modern Internet security applications do often include firewall functionality). 
Mensch and Wilkie’s (2011) findings also indicated that a false sense of security may 
be gained by the installation of security tools, when in fact there is still vulnerability 
to other attacks such as identity theft and phishing.

In addition to their positive self-perceptions of skills in respect of phishing and anti-
virus tools, the students also exhibited confidence in the strength of their passwords. 
Yet the students reported that it is too difficult to remember complex passwords so 
they stick to easy ones, and that they find changing passwords a waste of time. These 
are insecure behaviours. NIST SP 800-50 (2003) recommends regular changing of 
passwords, different passwords for different systems, as well as a minimum degree of 
password complexity. This should be enforced by CSA training (McCrohan, Engel, 
& Harvey, 2010). On a more positive note, the students confirmed their passwords 
should be kept secret. This contradicts the findings from the study by Steyn, Kruger 
and Drevin (2007), who found that over half the staff surveyed were happy to give out 
their passwords. As Steyn, Kruger and Drevin’s (2007) study is more than 10 years 
old, we can perhaps assume that there has been some improvement in awareness 
of the need to keep passwords secret. Combined with the fact that the students 
considered it unacceptable to use the institution’s network for messaging and social 
media, it could also indicate a link to heightened desire for privacy or secrecy.

The students also generally indicated positive self-perception in respect of not 
allowing themselves to fall victim to cyberbullying. However, research has found 

that sometimes perpetrators do not realise their actions are cyberbullying, and, at 
the same time, incidents often go unreported by the victims (Oosterwyk, 2010). This 
may to some extent explain the respondent students’ perception that they would not 
fall victim to cyberbullying. 

Overall, positive self-perceptions were reported by the students for the various 
cybersecurity issues. Such confidence is misplaced when not linked to correct 
knowledge, actual skills and behaviour, and attitudes.

In respect of actual skills and behaviour, the responses indicated that the students 
allowed for system and anti-virus updates, downloaded from reputable sites, checked 
their privacy settings, and were careful about entering personal information and 
what they posted online. These results indicate secure behaviour, which is consistent 
with Pramod and Raman’s (2014) study which found tertiary education students 
are familiar with broad security issues. However, at the same time, there was a high 
percentage of incorrect responses for skills in dealing with suspicious files (76%) and 
dealing with situations when a hacker gains access to a computer (43%). 

For the attitudes category, the most significant and strongest result was that students 
agree that they would not receive scams or malicious emails from their friends. This 
is a potentially harmful attitude, as most friends share jokes and funny/interesting 
videos and images with family and friends, and these attachments are possible 
delivery mechanisms for malware. Malware could thus be unwittingly transmitted. 
Therefore this trust is misplaced. Also in respect of attitudes, the students correctly 
disagreed with the statements: that it is acceptable to post offensive pictures and 
bad messages about their peers; that it is time-consuming and annoying to update 
security software; that they turn off security settings; that patches and updates are 
not required; and that it is acceptable to download movies. The rejections of these 
statements represent appropriate cybersecurity attitudes. However, several of these 
responses do not align with the students’ actual skills and behaviour. It would seem 
that, to some extent, the students know what the acceptable norms are, but are 
willing to forgo following many of the norms at personal level. This is one of several 
instances of apparent cognitive dissonance revealed by the findings.

6. Conclusions
Cognitive dissonance in respect of cybersecurity matters – of the sort displayed by 
the students who were the respondents in this research – is a phenomenon that 
is targeted by cyber-criminals (Kritzinger & Von Solms, 2010), indicating that the 
students are vulnerable to cyber-attacks.

The number of potential victims can be reduced by increasing CSA (Department 
of Communications, 2013), making cybercrime less profitable. This cognitive 
dissonance found to be present among the students is a vulnerability that cyber-
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criminals exploit regularly, and indicates the need for a targeted CSA intervention 
to address the shortcomings of the specific population. The findings also suggest 
that generic awareness campaigns are no longer sufficient, and that an assessment of 
a target population is required to first identify the population’s CSA shortcomings 
prior to designing the awareness campaign.

As CSA is a common issue affecting all computer and Internet users in South Africa, 
awareness levels in the country need to be assessed by surveying a large spectrum of 
the population. In order to achieve a baseline of CSA in South Africa, a “generic” 
CSA survey should be designed to be applicable across population segments, 
organisations, demographics and economic groups. The baseline data can be used 
over a period of time in larger longitudinal studies to monitor the effectiveness of 
implemented CSA initiatives. Deeper qualitative studies in CSA, investigating the 
underlying reasons and motives for specific users’ knowledge, self-perceptions, actual 
skills and behaviour, and attitudes, also need be conducted to enhance understanding 
of the inter-relationships among these variables within various population segments.
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1. Introduction
Kenya is engaged in spirited attempts to digitise its land records. The manual system 
was fraught with multiple challenges: human error, opportunities for corruption due 
to missing files, incomplete land information, difficulties in accessing records, and 
cases of multiple titling – all of which served to make land rights generally inse-
cure in Kenya. The Ministry of Lands and Physical Planning has embarked on an 
ambitious process of digitising existing land records, in a bid to enhance both data 
reliability and security of tenure. 

In addition to digitisation of existing records, we propose increased use of drone (un-
manned aerial vehicle) technology in support of land mapping, particularly in remote 
areas, in order to enhance the accuracy of the data in the registries that are in the pro-
cess of being digitised. The data obtained through the use of drones could facilitate 
more accurate delineation of boundaries among land holdings, thus minimising con-
testation. Unlike maps created through traditional surveys, those generated through 
the use of drone technology have more details, enabling the recognition of various 
landmarks and buildings (Asian Survey and Mapping, 2016). Another advantage of 
drone technology is that it is rapid, enabling mapping and surveying of as many as 
40 hectares in a single day (Asian Survey and Mapping, 2016).

Up to 60% of surveying costs under the traditional surveying method are the logis-
tical costs incurred by a survey team (Almenteros, Arnante, & Dealca, 2016). Using 
drone technology eliminates the need for on-the-ground logistic teams, thus obvi-
ating these costs (Almenteros et al., 2016). Moreover, drones are able to map large 
areas in a short span of time, thus enabling rapid land-mapping and titling.

2. Land information in Kenya
Kenya’s antiquated manual land information system is traceable to 1902 when the 
then-Recorder of Titles under the British colonial regime used to keep titles under 
the Registration of Titles Act (RTA) system (Wayumba, 2013). These paper re-
cords are prone to wear and tear, loss, theft, being hidden, or even being deliberately 
misplaced. The manual land recording system has also been associated with double 
allocation of title for a single piece of land, missing files, and erroneous (sometimes 
fraudulent) transfers of titles (Business Daily, 2015). Frustration encountered by peo-
ple transacting land rights has acted as a disincentive to engaging and investing in 
the sector (Ayodo, 2014). A simple search may take over a week due to bureaucracy 
and interference by cartels and brokers who seek to benefit from the system (Ayodo, 
2014). The Doing Business in Kenya Report 2016 was critical of Kenya’s dearth of 
digitised land records, particularly outside Nairobi (World Bank, 2016). 

The tenacity of Kenya’s manual land records in registries around the country is re-
markable considering the digitisation efforts that have been pursued over the years 
(Mutiga, 2009; Mbaka, 2013; Wanzala, 2015). The failure to secure a fully digitised 

land information system can be attributed to: resistance by actors within the land 
sector who perceive digitisation as a threat; lack of adequate human and financial 
resources; lack of political will and leadership; and torn, missing and incomplete land 
records (Mbaria, 2009; Ntonjira, 2016). 

Following the post-election violence of late 2007 and early 2008 occasioned by a dis-
puted Presidential election and the identification of land disputes as a contributing 
factor to the violence (Kameri-Mbote & Kindiki, 2008), land reform emerged as an 
agenda necessitating immediate action. This fed into the finalisation of the National 
Land Policy in 2009, which, inter alia, called for digitisation of land records to avert 
fraud (Ministry of Lands, 2009). This was not the first time that computerisation 
and digitisation of land records had been suggested (see (Republic of Kenya, 2008), 
but inclusion of this matter in the National Land Policy signaled a more serious con-
sideration, and digitisation is now a statutory obligation, as enshrined under sections 
9 and 10 of the Land Registration Act of 2012.

According to the Land Governance Assessment Framework (LGAF) Report of 
2014-2015 prepared for the World Bank, which assessed the status of land gover-
nance in Kenya, the manual land-recording system is inefficient, time-consuming 
and militates against timeous decision making (Kameri-Mbote, 2016). A Commis-
sion set up to investigate illegal and irregular allocations of land in Kenya found 
that that uncertainty generated by multiple titles over single pieces of land “has the 
potential of disrupting the land market and jeopardising the general development of 
the country” (Republic of Kenya, 2004). 

Meaningful social and economic development are threatened in the absence of se-
cure land rights (Besley & Ghatak, 2009), which in turn are dependent on reliable 
and easily accessible land information. Recent contestations over ownership of prime 
pieces of land in Nairobi are apt illustrations of the problematic nature of land gov-
ernance in Kenya and the difficulties that arise in determining the ownership of land 
in the absence of reliable information. A scandal relating to alleged “grabbing” of a 
144-acre piece of land in the prime Karen estate in the south of Nairobi is a case in 
point (Nyassy, 2014). Various individuals claimed ownership of the land, and some 
had sold the land to third-party purchasers (Nyassy, 2014). Politicians and other 
leaders were allegedly linked to the fraud, but investigations to determine the real 
owners of the land were unsuccessful (Nyassy, 2014). 

Similar disputes have arisen over land in Nairobi’s prime Westlands and Parklands 
areas, regarding renewal of leases (Achuka, 2016; Mutavi, 2016). Instances abound 
where cartels are alleged to have colluded with officials from the Ministry to put up 
notices requesting application for renewal of leases on parcels of land, in default of 
which they dispossess owners of the land (Mutavi, 2016). There is also evidence of 
cases where lessees whose leases are expiring and who should have the first right of 
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reversion are evicted violently (Ombati, 2016). 

Contestation over ownership of land allegedly belonging to the United States Inter-
national University (USIU), pitting a former President of Kenya Daniel Moi against 
two investors, also sheds light on the lack of clarity on land ownership (Agoya, 2016; 
Wasuna, 2016). Lands targeted by cartels have even included lands housing public 
entities. Such was the case in the Lang’ata area of Nairobi when land belonging to a 
public primary school was at issue (Muthoni, 2015).

Thus, the importance of reliable and publicly accessible land information cannot be 
over-emphasised. At present in Kenya, surveying for cadastre maps (maps showing 
land ownership and boundaries) is largely done through varying spatial referencing 
systems by physical surveyors (Wayumba, 2013). This has contributed to difficulties 
in integration of survey plans to create a seamless map (Kuria, Kasaine, Khalif, & 
Kinoti, 2016). Survey data such as Registry Index Maps and survey plans are not in 
a common referencing framework, resulting in inconsistencies in the interpretation 
of survey plans and disputes (Kuria, Kasaine, Khalif, & Kinoti, 2016). Cognizant of 
these shortcomings, the Ministry of Lands and Physical Planning’s National Spatial 
Plan is seeking to modernise land registries (including making them more publicly 
accessible), is establishing a Kenya National Spatial Data Infrastructure (KNSDI) 
centre, and has embarked on various processes to build an updated, easily accessible 
and reliable National Land Information Management System (NLIMS) (Ministry 
of Lands and Physical Planning, 2017; GSDI, 2016). The NLIMS processes include 
digitisation of land paper records in various registries across the country (Daily Na-
tion, 2017). In order to digitise land records, the Ministry has in particular opera-
tionalised an Electronic Records Management System (ERMS) and up-scaled the 
digital access systems (Ministry of Lands and Physical Planning, 2017). It is worth 
noting that the Ministry has on different occasions disrupted normal services at its 
headquarters in Ardhi House, Nairobi to load its land paper records onto electronic 
platforms in a bid to digitise (Omulo, 2017). Various registries including Kisumu, 
Meru, Mombasa, Kwale, Kilifi, Eldoret, Bungoma, Kiambu, Thika, and the Central 
Registry in Nairobi, are digitised, in a process that began in September 2016 (Omulo, 
2017). 

The Constitution of Kenya of 2010 provides in Article 35(1)(a) for the right to access 
information held by the State and other persons, especially where it is required for 
enforcement of one’s fundamental rights and freedoms (Republic of Kenya, 2010). 
To implement this provision, Kenya enacted the Access to Information Act 31 of 
2016, which provides that the government or a public authority shall provide the 
information requested within 21 days of such request (sect. 9), unless such request 
falls within any of the listed exceptions (sect. 6) (Republic of Kenya, 2016). Kenyan 
individuals or corporations may lawfully demand information from public entities

including the Ministry and other state entities responsible for land administration 
and governance.

Article 60 of the Constitution recognises secure land rights, indirectly imposing a 
duty on state entities to ensure that they have proper and reliable records in this 
regard. Section 7(2) of the Land Registration Act 3 of 2012 provides that the Reg-
istrar of each Land Registry shall make information relating to land accessible to 
any person upon payment of the prescribed fee (Republic of Kenya, 2012). Section 9 
of the same statute provides that the Land Registrar shall maintain the register and 
any document in a secure, reliable and accessible format, including electronic files. 
Section 10 provides that subject to the right to access information under the Con-
stitution, the Registrar shall make information accessible to the public by electronic 
means or other means as prescribed by the Chief Land Registrar. These statutory 
provisions mandate state agencies to put in place mechanisms to facilitate the re-
laying of updated records and to enhance accessibility by the public. The National 
Broadband Strategy identifies the digitisation of land registries and the development 
of the aforementioned KNSDI as focus areas for implementation. 

3. Drones and mapping of land information
Mapping land information using drone technology involves the use of GPS-enabled 
drones to conduct aerial surveys. Drones are able to capture high-resolution images, 
which are then used by land planners to not only identify, but also digitise the record 
of boundaries of any land (Pablo & Petzold, 2016). Drones’ advantages over the 
traditional methods of mapping are: increased speed, increased reliability, and fewer 
costs than with sending surveyors out to physically map (Pablo & Petzold, 2016). 
Drones also have the advantage of easily reaching remote, largely unsurveyed areas 
(Pablo & Petzold, 2016). 

Drones have been previously employed in Kenya for recreational activities such as 
photography and security (Bonyo, 2015). Their use was, however, halted by the gov-
ernment in 2015, pending the promulgation by the Kenya Civil Aviation Authority 
(KCAA) of regulations to guide their usage and address possible breaches of security 
and infringement on privacy ( Johnson, 2015).  The KCAA finalised rules in 2017 
(KCAA, 2017) to guide the licensing, approval and flying of drones in Kenya (Kuo, 
2017). Various license-seekers, estimated at around 1,000, prompted the drafting 
and approval of the regulations to use drones for various purposes (Andae, 2016). 
For instance, the Ol Pejeta Conservancy had sought permission to use drones to 
fight poaching (Andae, 2016). In the regulations, the KCAA has categorised the 
use of drones into: those for recreation and sports; for private use excluding sports 
and recreation; and for commercial activities (Njoroge, 2016). The agency also clas-
sifies drones in accordance with their weight and uses in the rules, which also im-
pose criminal liability for breach (Njoroge, 2016). The regulations have filled the 
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regulatory vacuum, which, without doubt, hindered further acquisition and usage of 
the technology for various beneficial purposes. 

Several countries have harnessed drones to enhance the reliability and accessibility 
of their land-mapping. We now describe two such examples, in Tanzania and The 
Philippines.

Tanzania
In 2014, Tanzanian media reported several clashes over land among farmers in the 
country’s northern Maynard region (Makoye, 2016). In 2016, it was reported that 
farmers in the southwest region of Morogoro killed hundreds of livestock on grounds 
that the livestock-owners had let the animals roam onto their land and destroy their 
crops (Makoye, 2016). These conflicts were to some extent caused by unclear demar-
cations of land boundaries (Makoye, 2016). It was this challenge that the Tanzanian 
government sought to overcome using drone technology. In a project supported by 
the World Bank and the Tanzania Commission for Science and Technology, bound-
aries were mapped with drones and over 300,000 land titles were issued to citizens 
(Makoye, 2016).

The initial use of drone technology in Tanzania, before its use in land-mapping, was 
for mitigation of the effects of floods in the capital Dar es Salaam. With over 70 per 
cent of the population in the capital living in informal settlements prone to flooding 
(Soiselo, 2016), drones were used to help to generate accurate maps of the localities 
and thus assist administrators in drawing up accurate plans to protect persons at risk 
in flood-prone areas (Makoye, Drones help communities map flood risk in Dar es 
Salaam slums, 2017). 

The Philippines
The Philippines has applied drone technology in mapping land for surveying and ti-
tling (Asian Survey and Mapping, 2016). The country has around 24 million parcels 
of land, of which only about half are surveyed and titled (Pablo & Petzold, 2016). 
The high costs associated with surveying land were cited as one of the reasons for 
the many pieces of unsurveyed and untitled land (Pablo & Petzold, 2016). In a bid 
to accelerate the process of titling, the Asia Foundation partnered with the Founda-
tion for Economic Freedom and Omidyar Network in a project that used drones to 
conduct land surveys (Pablo & Petzold, 2016). A study found that use of drones was 
more cost-effective and faster than the conventional surveying methods (Almenteros 
et al., 2016). The study recommended a policy change in Philippines to allow the use 
of drones as one of the official techniques in land mapping and surveying (Alment-
eros et al., 2016) 

4. Recommendations
There are several steps that the Kenyan government should take so as to be able to 
use drones in support of development of a more reliable national land information 
system. The aforementioned KNSDI is only possible through the prudent use of 
information and communication technologies (ICTs) (Odongo & Rodriques, 2016), 
and drones need to be among the ICTs used. 

The Ministry of Lands and Physical Planning should apply to the Communications 
Authority of Kenya for authorisation and spectrum allocation for use of drone tech-
nology to capture land-mapping data. At the same time, land data generated through 
drone technology can only be reliable if it is protected from hacking and tampering, 
both of which are currently major concerns with Kenyan land data. Indeed, there is 
evidence that that processes of digitisation and computerisation of records, and land 
reforms generally, have been thwarted severally by interested parties and cartels (Kar-
iuki, 2017). Accordingly, the Computer and Cybercrimes Bill of 2017 (Republic of 
Kenya, 2017) needs to become law, so as to prevent fraud and address other vulnera-
bilities in respect of land-mapping. It is also necessary to to fast-track the enactment 
of the Data Protection Bill of 2013, to deal with privacy concerns. To support the use 
of drones, there is need for capacity building beyond traditional disciplines such as 
survey and the use of multidisciplinary approaches to capture land information. The 
Ministry responsible for land can also apply for allocation of spectrum to enable it 
deploy technology effectively.

Land information management in Kenya is currently unreliable and inaccessible. 
Efficient and effective land information management can improve security of land 
rights in Kenya and neutralise land cartels and intermediaries who act as gatekeepers 
in Land Registries and open the way for corruption. While technology is not a silver 
bullet or a panacea, and indeed can be manipulated – as fraud in Kenya’s Integrated 
Financial Management Information System (IFMIS) has shown (Okoth, 2017) – 
properly managed use of drones can improve the reliability of land information in 
Kenya, thus contributing to more secure land rights, more investment, and fewer 
opportunities for fraud.
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1. Introduction 
Increased use of computers,  Internet and other information and communication 
technology (ICT) tools have led to tremendous changes in the practices of commerce 
(Bolton, 2009). ICT-enabled mechanisms have engendered a vast electronic 
marketplace for the conclusion of contracts for sale of goods and services. The global 
e-commerce system draws much of its power from the savings it enables in terms 
of cost, time, distance, and efficiency (Boss, 2015).  Internet-enabled e-commerce is 
allowing for continuous changes in the way companies do business (Estrella-Faria, 
2009). Accordingly, if e-commerce is to fulfill its economic empowerment potential, 
legal systems do need to be adjusted so as to accommodate the emerging business 
practices. 

A core difficulty is that distance selling in the course of e-transactions in the 
cyberspace was never envisaged by the legislator of the traditional law of contracts 
(Pistorius, 2004). Purchasing goods or services on this basis does mean that it is 
difficult for the customer to examine them prior to concluding a contract (Lloyd, 
2014). The principles of law of contracts are old, shaped for a world of ink and paper 
(Pistorius, 2004). Their transplantation in e-commerce contract formation raises 
numerous questions. Specifically, it is crucial to have clear legal entitlements for 
online expression of an offer, and online acceptance of an offer, in order to preserve 
contract enforceability. 

In this report, I set out some of the issues at play for contract formation (offer and 
acceptance) in the new environment of electronic commerce. I then give a sense of how 
the African regional inter-governmental legal organisation, the Organisation pour 
l’Harmonisation  en Afrique du Droit des Affaires (OHADA, the Organisation 
for the Harmonisation of Business Law in Africa), has engaged with e-commerce 
matters to date, followed by consideration of how one OHADA Member State, 
Cameroon, has engaged at national level. I then identify gaps that will need to be 
addressed by lawmakers at either OHADA or Cameroonian national level in order 
for e-commerce to achieve its full potential as a source of economic empowerment 
in Cameroon. 

2. Contract formation in the online sphere
It is universally recognised that consent to an “invitation to treat” (i.e., an offer to sell) 
plays an unequivocal role in the formation of a contract in the field of business. This 
consent provides both parties with clarity and certainty as to the terms and object 
of the transaction, and their acquiescence in respect of the characteristics of the 
goods or services to be provided in terms of the transaction. Security in a commercial 
agreement cannot be ascertained in the absence of certainty that both parties have 
effectively agreed to the transfer of the goods, and to the terms of the transfer. 

A difficulty with the online realm, as legal scholar Dahiyat (2011) explains, is the
absence of face-to-face encounter between buyer and seller:

[because] it is likely that online parties will have no previous or personal 
knowledge of their partners, it is difficult to expect them to be sure of the 
identity and correctness of their partners or to know whether an electronic 
order is in fact placed by the person who pretends to be the offeror. It may 
also be very difficult for them to determine precisely whether the content of 
an order is altered during its transmission from the sender to the recipient. 
(Dahiyat, 2011, p. 298)

The rules of ethics and contractual loyalty in business agreements require that the 
parties to a contract must have received full knowledge of the terms of the offer 
before giving their agreement. Such rules can become strained in the context of online 
contract formation for online transactions. Face-to-face interaction in the course of 
formation of business agreement in the paper-based environment is susceptible to 
fewer mistakes than in the online environment.

Online business transactions make use of the Internet or other electronic media in 
the pre-contractual period of negotiation. During this period, the two parties, the 
seller and the buyer, have potentially conflicting interests. These contrasting interests 
coupled with distance and online impersonalisation have the potential to make it 
difficult for parties to the agreement to determine precisely whether the offer (or 
acceptance), as electronically expressed, clearly reflects the intent of the other party. 
Because of the foregoing, it is important for legislation to take into account the 
issues peculiar to online commercial contracts, during which, among other things, 
consumers are potentially exposed to fraudulent practices (Erasmus, 2011). 

One example of a fraught issue is whether a click on an icon on the website of 
a vendor – in the case, for example, of click-through agreements (also known as 
“click-wrap agreements”) – can qualify as unequivocal assent. In other words, is the 
consumer bound into an online contract by clicking on an icon provided on a trader’s 
website? This question has been raised before numerous courts. 

In the case in Davis v. HSBC Bank Nevada, N.A., the plaintiff filed a class action 
complaint alleging among others false advertising. The plaintiff contended that the 
relevant portions of the terms and conditions were not visible without scrolling 
down on the trader’s website. The court found that the plaintiff ’s failure to read the 
terms and conditions before checking the box accepting the terms was irrelevant to 
determining enforceability. The court reasoned that the contested annual fee was 
“within the plaintiff ’s observation”, and therefore binding. 

AJIC 20-21-Jan-18-22h19.indd   172-173 1/21/2018   10:43:24 PM



AJIC Issue 20, 2017The African Journal of Information and Communication (AJIC)     174        175

 Nwabueze Legal Uncertainties for e-CommerceTransactions in Cameroon

In another case, Jerez v. JD Closeouts, the court found that if the “terms of sale” are 
simply buried or “submerged” in multiple layers of web pages, and such terms are not 
specifically brought to the consumer’s attention, their content will not be deemed 
part of the parties’ agreement. Thus, uncertainty still exists as to whether or not a 
click by the consumer constitutes a legally recognisable act signifying one’s intent to 
be contractually bound as such where terms were unilaterally imposed (Snail, 2008, 
p. 4). 

3. Legal provisions in OHADA
OHADA is an inter-governmental body, established by treaty in 1993, that currently 
has 17 Member States, including Cameroon. With the exception of Comoros (an 
East African island state), all OHADA Member States are in Central and West 
Africa. And with the exception Equatorial Guinea (a formers Spanish colony), all 
OHADA members are former French colonies.2

One of OHADA’s core functions is the issuance of Uniform Acts, which are directly 
applicable in all Member States. OHADA Uniform Acts do not, however, prevent 
the Member States from enacting specific legislation in the same sphere as that 
covered by a Uniform Act, provided the national legislation does not conflict with 
the Act (Martor, Pilkington, Sellers, & Thouvenot, 2007). 

On e-commerce matters, the relevant OHADA instrument is the 2010 revised 
OHADA Uniform Act on General Commercial Law, which became effective in 
Member States in 2011. At the level of the Union Economique et Monétaire Ouest 
Africaine  (UEMOA, West African Economic and Monetary Union), Regulation 
No. 15/2002/CM/UEMOA on Payment Systems aims at development of business 
transactions among UEMOA Member States (UEMOA, 2002). However, while the 
Regulation does contribute to modernising the UEOMA monetary market, it is 
silent on online transactions. 

The UN Convention on Contracts for the International Sale of Goods (CISG), 
adopted in 1980, is the fundamental legal instrument regulating the sale of goods at the 
international level (UNCITRAL, 1980). However, CISG does not refer to electronic 
commerce. The 1996 UN Commission on International Trade Law (UNCITRAL) 
Model Law on Electronic Commerce requires that UNCITRAL Member States 
ensure that such contracts are legally binding on the parties (UNCITRAL, 1996). 

2  OHADA’s Member States are Benin, Burkina Faso, Cameroon, Central African Republic, Côte 
d’Ivoire, Congo, Comoros, Gabon, Guinea, Guinea Bissau, Equatorial Guinea, Mali, Niger, the 
Democratic Republic of Congo (DRC), Senegal, Chad and Togo.

However, as of late 2017, among the 17 OHADA Member States, only Central 
African Republic, Congo, and Senegal have ratified the UNCITRAL Model Law’s 
provisions.3  

On consumer protection matters, OHADA has not produced any legal provisions, 
leaving development of consumer protection legislation to national OHADA 
Member State legislators. The Napoleonic Civil Code is the fundamental text of 
law used to regulate sale of goods and consumer related aspects in the OHADA 
countries. 

The aforementioned 2010 revised OHADA Uniform Act on General Commercial 
Law includes significant provisions in respect of (1) validity of electronic documents 
and (2) validity of electronic signatures.

Validity of electronic documents
Under Chapter 2 of the revised Uniform Act, the formalities performed by the 
Registre du Commerce et du Credit Immobilier (RCCM, Trade and Credit Register) 
in respect of electronic documents and electronic transmissions, have the same legal 
effect as those accomplished with documents in paper form, in particular as regards 
their legal validity and their probative force (Art. 82). Thus, the Act gives the possibility, 
to the parties in an online transaction, to present documents in electronic form as 
substitutes for paper-based documents. Documents in electronic form are recognised 
as equivalent when they are established and maintained by a reliable technical process 
which at all times guarantees the origin of the document in electronic form and its 
integrity during electronic processing and electronic transmission. Under the revised 
Uniform Act, the origin of documents in electronic form and their integrity during 
electronic processing and electronic transmission must be guaranteed by reliable 
technical processes. OHADA has, accordingly, established a Technical Committee 
for the Standardisation of Electronic Procedures.

Validity of electronic signatures
The revised Uniform Act recognises as valid (“qualified”) an electronic signature 
carried via a reliable technical process that guarantees: the origin of documents in 
electronic form at all times; and the documents’ integrity during processing and 
electronic transmission. Article 83 provides that a valid electronic signature applied 
to a document is one that makes it possible to identify the signatory and for the 
signatory to express consent to the obligations arising from the signature. 

Further, the Act states that the electronic signature, in order to be valid, must: be 
linked to only the signatory; allow the signatory to be properly identified; have been 

3  See http://www.uncitral.org/uncitral/en/uncitral_texts/electronic_commerce/1996Model_status.
html
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created by means which the signatory can retain under her/his exclusive control; 
and be linked to the document to which it relates in such a way that any subsequent 
modification of the document is detectable. And a valid electronic signature under the 
Act must: be generated by a signature-creation software and signature-verification 
software; and include an electronic certificate, authenticating the signatory, that is 
produced by an electronic certification service provider. The Act does not specify 
whether the signature-creation software should be two different pieces of software, 
or two elements of a single piece of software. The Act gives authority to the Technical 
Committee for the Standardisation of Electronic Procedures to determine the criteria 
to be fulfilled in order to be an electronic certification service provider. 

The Act recognises the right of the parties to the online transaction to use the 
dispositions of Member States’ domestic law to palliate (i.e., moderate) OHADA 
regulations regarding the technical constraints applied to the components of the 
electronic signature, so that it is deemed to be qualified (Art. 84). Judgements by the 
French Supreme Court (Cour de Cassation) provide some African OHADA judges 
with inspiration when it comes to the recognition of electronic signatures. The 
validity of use of a secure device for creating electronic signatures has, for example, 
received judicial blessing in France. In a judgment of 6 April 2016, the French Cour 
de Cassation confirmed the ruling of the Montpellier District Court in a dispute 
related to the validity of an electronic signature (Cour de Cassation, 2016). The judge 
in the case considered that the electronic contract had been established and kept in 
a manner that guaranteed its integrity, because the signature had been identified by 
a reliable process guaranteeing the link between the electronic signature and the act 
to which it was attached.

While the aforementioned provisions of the OHADA Uniform Act constitute 
encouraging developments for OHADA Member States’ consumers in e-commerce 
transactions, several important matters are not fully addressed in the OHADA 
instrument and must thus be addressed via national instruments. The Act is silent 
on necessary details in online business practices such as terms of offer in electronic 
transactions, and online transaction security. Accordingly, several e-commerce matters 
have been left up to the Member States’ sovereign lawmaking. I now examine what 
has been done at the national level in Cameroon.

4. Legal provisions in Cameroon
Located on the Gulf of Guinea in West Africa, Cameroon has a population of 
approximately 20 million people. Due to its varied colonial history, during which the 
country experienced periods of German, British and French control, Cameroon has a 
dual – or bijural – legal system, with English common law operating in certain regions 
(primarily in the west), and French civil law operating in other regions (DocuSign, 
n.d.). Cameroon’s legal instruments relevant to this report are its Law No. 2010/021 

of 21 December 2010 governing e-commerce and its Law No. 2011/012 of 06 May 
2011 on consumer protection. 

Article 10 of the 2010 e-commerce law stipulates that the law regulating the 
formation of traditional written contracts will apply to electronic contracts in 
respect of agreement, validity, and enforcement.  But, as explained above, transposing 
traditional notions of commercial law to a purely electronic environment raises 
certain fundamental issues with respect to formation of contract. Two such issues 
are: (1) presumption of reception of documents related to an online transaction; and 
(2) presumption of conclusion of a contract for an online transaction.

Presumption of reception of documents related to an online transaction
In the eyes of the law, at what particular period of time a message sent by a party 
in the course of an online transaction, is supposed to have taken legal effect? Such 
understanding is primordial to the successful conclusion of the online agreement by 
both parties. 

Article 12(3) of Cameroon’s Law on e-commerce underlines that: “The order, the 
confirmation of acceptance of the offer and the acknowledgement of receipt are 
presumed to have been received when the receiving party was able to access the 
documents”. The law does not clarify what is meant by “able to access the documents” 
in an online environment. Does this refer to the consumer ability to read, or to open, 
or to click on, or to merely notice the mentioned document on the trader’s website? 
This lack of clarity, which generates uncertainty in the practice of online trade, must 
be the subject of legal amendments.

Presumption of conclusion of a contract for an online transaction
Article 12 of Cameroon’s Law on e-commerce (Law No. 2010/021 of 21 December 
2010) stipulates that:

- A contract cannot be concluded unless the offeree was given the 
opportunity to access and review the details of the offer prior 
confirming his acceptance. (Art. 12(1))
                                                                                                                                                                                                                                                             

- Within 5 days, the offeror must acknowledge receipt of the online order 
sent to him. (Art. 12(2))                                                                                                                                                                      

However, the above-mentioned conditions of Article 12 do not apply to contracts 
exclusively concluded through emails, individual communications, or transactions 
between persons knowledgeable in the field. This implies that offer and acceptance 
sent through emails do not need further time for review or acknowledge receipt. 
The email stands as offer or acceptance, with the exception of contracts concluded 
between professionals (Art. 12(4), Law No. 2010/021 of 21 December 2010). It is 
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my view that this presumption of conclusion of an electronic contract in an online 
environment constitutes an abuse of consumers’ rights. In the particular context of 
the computer illiteracy of a large number of Cameroonians, opportunities should be 
given to online consumers to access and review the terms of the offer, prior to being 
bound as a matter of law. Enforceability should vary according to the methods of 
offer or acceptance used (Van Der Merwe et al., 2016). 

Given the uncertainties in Cameroon’s e-commerce law in respect of online contract 
formation, it becomes relevant to consider whether Cameroon’s 2011 consumer 
protection law is of assistance.

The consumer protection law
Article 3(c) of Cameroon’s consumer protection law (Law No. 2011/012 of 06 May 
2011) establishes:

The principle of information according to which consumers have the access 
to information to enable them to make an informed choice during any 
transaction concerning the supply of technology, goods, and services. (Art. 
3(c), Law No. 2011/012 of 06 May 2011)

Chapter 3 of the above-mentioned law protects the consumer’s economic and 
technological interests. More specifically, Article 5(2) declares that: “[a] competent 
court may declare contractual clauses void”, when such clauses:

- Exempt, exclude, reduce or limit the liability of suppliers or service 
providers for defects, deficiencies or shortages of any kind in 
technology, the good supplied or service rendered;

- Imply the loss of rights and freedoms guaranteed to consumers, or 
limit the exercise thereof;

- Create unjust, unreasonable, unfair or repressive contractual terms or 
conditions, or that transfer liability for defects, deficiencies or shortages 
not immediately obvious to the consumer;

- Impose a unilateral arbitration clause. (Art. 5(1), Law No. 2011/012 
of 06 May 2011)

 
Because the national legislator in Cameroon did not define the standards of 
“informed choice”, it could be difficult to argue that a trader by placing an icon on the 
website of the online shop linking to the terms and conditions, is liable for practising 
misinformation for assuming the contract concluded once the consumer has clicked 
on the icon. It is the author’s view that common law principles designed for a “bricks 
and mortar” world could be adapted in order to be effective in a digital environment. 
An online provided offer/acceptance should reflect in this sense the essential
characteristics of precision and clarity. It should represent a proposal sufficient in 
terms of legal contracting to enable an informed acceptance by the consumer.

5. Recommendations

A new OHADA instrument
One possible solution to the legal uncertainties outlined above is for OHADA 
Member States to collaborate in development of an OHADA regional instrument 
on consumer protection. Such an instrument could alleviate the current uncertainties 
in the legal provisions of Cameroon (and other OHADA Member States) in respect 
of online contracts. Moreover, such an instrument could, in addition to legislating 
on e-commerce matters, legislate on other important consumer matters such as: 
consumer participation in financial markets, consumer over-indebtedness, consumer 
contact with defective goods, unfair competition, and access to redress. This OHADA 
instrument could either take the form of a Uniform Act binding on all OHADA 
Member States, or a Model Law serving as a standard for Member States.

Strengthened Cameroonian provisions
Another option is for Cameroon to take steps at its sovereign national level to 
strengthen the protection of consumers in online business transactions. Such steps 
could be taken via a detailed law specific to online transactions, or via upgrades to the 
existing e-commerce and consumer protection laws to fill the gap of uncertainty in 
the digital business environment. 
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