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Thus, the financial-crime motivation for hacking appears to be remaining somewhat 
constant, whereas the data exposure and denial of service motivations, often indicators 
of hacktivism and protest – i.e., they commonly used to discredit or exact revenge 
-- appear to be on the rise in the South African context. 

Finally, it is interesting to note that after reaching a total of 11 instances in 2013, 
there were declines in 2014 (7 instances) and 2015 (2 instances), before a spike to 
12 instances in 2016, the largest number recorded for any of the years studied – an 
apparent indication that cybersecurity measure are still not being effectively applied 
in South Africa, and/or that attempts at perpetration are becoming increasing 
complex and skilful.

Figure 2: Trends in impact type

Perpetrator type
Figure 3 presents the percentage distribution of the perpetration types. Hacktivist 
perpetrators – i.e., perpetrators affiliated to online activist groups making political 
statements – were found to be the most common, followed by criminals, then 
individual hackers, and then instances of accidental/misconfiguration due to non-
malicious insiders. 

Figure 3: Perpetrator type

Figure 4 illustrates the trends in perpetrator type. Hacktivist perpetration has been 
present, off and on, since 1999, with slight increases in 2012 and 2012, and a sharp 
spike in 2016, indicating a growing protest and revenge dimension in South Africa’s 
cybersecurity risk profile. Another concerning trend is the increasing prevalence of 
cases of accidental/misconfiguration due to non-malicious insiders, non-existent 
before 2010 but representing three cases in each of 2014 and 2016. It was found that 
nation-state cyber-espionage perpetrators have only been active in South African 
cyberattacks since 2010, whereas individual hackers have had an intermittent 
presence throughout. 

Figure 4: Trends in perpetrator type
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Table 1 is a pivot table associating the perpetrator types to the impact types. 
The strongest association is between criminal hackers and a financial attacks (10 
instances), followed by accidental/misconfiguration due to non-malicious insiders 
resulting in data exposure (9 instances). These are followed by hacktivists exposing 
data (6 instances) and hacktivists denying service (6 instances), and then nation-state 
espionage perpetration seeking to expose (and presumably gain) data. 

Whilst the prevalence of criminal activity is almost a given, data exposure due to 
error (accidental/misconfiguration) is presumably much more easily prevented than 
criminal activity should be of particular concern to South African institutions. 

Table 1: Impacts by perpetrator type

Impacts

Data 
exposure

Denial 
of 

service
Financial Deface-

ment
Data 

corruption
System 

penetration Totals

Accidental/ 
miscon-
figuration

9 9

Criminal 1 10 11

Hacktivist 6 6 4 1 17

Insider 1 1

Malware 1 1 2

Nation-state 
espionage 5 5

Individual 
hacker 2 1 4 1 1 9

Totals 22 9 12 8 2 1 54

Victim type
Figure 5 presents the distribution of victims in terms of state/political entities and 
other entities. As can be seen, it was found that attacks targeting the state/political 
entities represented more than half of the 54 attacks documented.

Figure 5: Victim type

Figure 6 below llustrates the trends over time for the two victim categories. While the 
first attack on a state/political entity was detected in the first year of study, 1994, the 
first attacks on a non-state/political entity was only documented in 2003. However, 
in two of the most recent years studied, 2014 and 2016, attacks on non-state/political 
entities outnumbered state/political breaches.

Figure 6: Trends in victim type

Table 2 below is a pivot table illustrating associations been impacts and victim types. 
There does not appear to be any significant difference between the distribution of 
impact types for the two victim types
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Table 2: Impacts by victim type

Impacts

Data 
exposure

Denial 
of 

service
Financial Defacement Data

corruption
System

penetration Totals

Other 12 5 5 3 25

State/
political 10 4 7 5 2 1 29

Total 22 9 12 8 2 1 54

Table 3 below presents the perpetrator types associated with each of the two victim 
types. As before, nothing significant can be determined from these figures. The fact 
that hacktivists and nation-state perpetrators targeted state and political victims 
more than other organisations is logical. The state or political may have more impact 
from most perpetrators due to a lack of information security capability at those 
organisations.

Table 3: Perpetrator by victim type 

Perpetrator

Acci-
dental/
mis-

config-
uration

Criminal Hacktivist Individual 
hacker Insider Malware

Nation-
state 

espionage
Total

Other 5 5 7 4 2 2 25

State/
political 4 6 10 5 1 3 29

Total 9 11 17 9 1 2 5 54

5. Conclusions 
This research has shown that in South Africa, the leading perpetrators of cyber-
attacks are hacktivists and criminals. The top two cyber-attack impacts are data 
exposure and financial theft. The top two perpetration-impact combinations are 
criminals resulting in financial impact, and accidental/misconfiguration resulting in 
data exposure. 

Given the prevalence of cyber-crime globally, the criminal appearance as a top 
perpetrator, linked to a top impact, is unsurprising. As Internet connectivity in Africa 
increases and a greater percentage of the population has Internet access, we can 
expect the rate of cyber-crime to increase, targeting, among others, new entrants who 
are not yet fully aware of the security risks. Due the increasing financial impact of 
cyber-incidents, it is imperative that the legislative environment is enabled to afford 
corporations protection and support law-enforcement in combatting cyber-attacks.

The increase in hacktivism in South Africa, notable in the data for 2016, can be 
linked to increased political tensions in the country (Vermeulen, 2016b). Even 
some of the non-state/non-political organisations targeted were linked to perceived 
government corruption (Van Zyl, 2016a). None of the organisations targeted, nor 
the way they were targeted, appeared to have any major direct impact on national 
stability or the national economy. However, there are at present certain large state-
owned enterprises in South Africa, also linked to the political scandals, which have 
not yet been targeted. Should, for instance, the major electricity provider, Eskom, 
be attacked and for some reason operations hindered, there could be significant 
socioeconomic ramifications.

The numerous instances of cybersecurity threats caused by accidental/misconfiguration 
perpetration is concerning, as they have all occurred since the POPI Bill of 2009. It 
is possible that the Bill resulted in increased awareness and, in turn, an increase in 
exposures being reported. However, it still suggests that organisations, both state/
political and other neglecting their responsibility to ensure that the systems are 
configured correctly. A possible solution will be to focus cyber-security awareness 
training on IT professionals in the country, in order to assist in creating a secure 
culture and an improvement of security in system development. Moreover, once 
the POPI Act is fully enforced and organisations are held fully accountable for 
such breaches, more effort may be given to discovering flaws, thereby reducing the 
accidental exposure.

Nation-state espionage is relatively low, and this is consistent with the findings of the 
report by Brown and Rudis (2017). At the same time, it is interesting to note that 
two of the nations most commonly associated with cyber-espionage campaigns – 
Russia and China – belong to a club of countries, the BRICS, of which South Africa 
is also a member along with Brazil and India. As can be seen from the revelations 
of the United States and Western European nations spying on each other, even 
allied countries conduct espionage operations against each other. Therefore as global 
tensions rise, South Africa should not be surprised if economic friendly countries 
increase espionage activities to monitor its politics and foreign policy. This concept, 
known as the “cyber-security dilemma”, is discussed by Buchanan (2017). This in 
turn may also instigate an increase of international hacktivist activity. 
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Overall, the prevalence of perpetration factors and actors, and the impacts, that 
this study found in South Africa are consistent with reported international cyber-
incident trends. A limitation of this study is that the data available were limited to 
what is reported publicly. Until it is mandatory for South African organisations to 
report cyber-incidents, it will be difficult to conduct in-depth assessments of the 
composition of threat activities and their impacts. 
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Abstract
Internet-based attacks have become prevalent and are expected to increase as 
technology ubiquity increases. Consequently, cybersecurity has emerged as an 
essential concept in everyday life. Cybersecurity awareness (CSA) is a key defence in 
the protection of people and systems. The research presented in this article aimed to 
assess the levels of CSA among students at a private tertiary education institution in 
South Africa. A questionnaire tested students in terms of four variables: cybersecurity 
knowledge; self-perception of cybersecurity skills, actual cybersecurity skills and 
behaviour; and cybersecurity attitudes. The responses revealed several misalignments, 
including instances of “cognitive dissonance” between variables, which make the 
students potentially vulnerable to cyber-attacks. The findings demonstrate the 
need for targeted CSA campaigns that address the specific weaknesses of particular 
populations of users.
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1. Introduction
As is widely reported in the media, cyber-attacks are increasing in quantity and 
sophistication (Symantec, 2013).  In most cases it is the weakest link in cybersecurity 
– the human element – that is the target for the increasing number of online 
criminals who are perpetrating an ever-greater variety of cybercrimes. The need 
for cybersecurity awareness (CSA) campaigns is thus undisputed, as these remain 
the first line of defence in providing employees and stakeholders with the know-
how to interact safely online. International cybersecurity best practices advocate for 
CSA, and this filters into organisational policies and standards. An example in the 
education sector is the cybersecurity awareness campaigns and material provided 
by Educause (2017). Countries such as Australia, Canada, the UK and the US have 
implemented CSA campaigns supported by national committees and strategies 
(Cyber Aces Foundation, 2014; Office of Australian Info Officer, 2014; Rosewarne, 
2013). Compared to these countries and others in Africa such as Mauritius and 
Kenya, South Africa has been found wanting in its CSA efforts (Doyle, 2015). 

In South Africa, section 51(6) (g) of the draft Cybercrimes and Cybersecurity Bill 
specified that there is a need to (Minister of Justice and Correctional Services, 2015): 

(ii) promote and provide guidance in development and implementation 
of situational analysis and awareness campaigns concerning the risk 
environment of the South African cyberspace; 

(vi) cybersecurity training, education, research and development 
programmes amongst other initiatives. 

For the purposes of this article, cybersecurity is defined as the protection of cyberspace 
itself, of the tangible or intangible technologies that support cyberspace, of electronic 
information, and of the users in their personal, societal and national capacities (Von 
Solms & Van Niekerk, 2013). Awareness is conceived of as comprising knowledge, 
self-perception of skills, actual skills and behaviour, and attitudes, and the inter-
relationship among these elements. 

In August 2014, it was reported that Russian cyber-criminals compromised 500 
million email addresses and 1.2 billion passwords and usernames (BBC News, 2014). 
In April 2015 the names and social security numbers of approximately 280,000 AT&T 
US customers were sold to various third parties after being stolen by employees at 
call centres in the Philippines, Mexico and Colombia. As a result, AT&T was fined 
USD25 million by the US communications regulator, the Federal Communications 
Commission (Ruiz, 2015). In the same month, hackers allegedly from Islamic State 
compromised the social media pages and website of French television network 
TV5Monde, and disrupted the broadcasts of all 11 channels (Ashford, 2015). 

The South African economy lost approximately ZAR1 billion in 2014 due to identity 
theft, of which there were approximately 4,000 reported cases (Compuscan, 2014). 
Insufficient awareness around cybercrimes is a possible reason for the South African 
Banking Risk Information Centre (SABRIC) reporting that over ZAR2.2 billion 
was lost in 2013 due to online fraud, identity theft and scams (BusinessTech, 2014).

Students are considered one of the computer-user profiles that is most vulnerable 
to cyber-attacks, as they are often careless and sometimes reckless in their computer 
usage and spend copious amounts of their time using technology (Aliyu, Abdallah, 
Lasisi, Diyar & Zeki, 2010). The persistent psychological need to remain connected 
via an increasing variety of electronic devices further exposes individuals to online 
risks (Mochiko, 2016).

There have been very few studies of CSA in South Africa, even fewer focusing on 
students attending South African public tertiary institutions, and, before this study, 
no studies of CSA among students at private tertiary institutions could be found. The 
research presented in this article, which was conducted for a Master’s dissertation 
(Chandarman, 2016), sought to fill this gap by investigating the private tertiary 
students’ online activity, and their knowledge, self-perception of skills, actual skills 
and behaviours, and attitudes, as they relate to cybersecurity issues.  Among the aims 
of the research was to determine the degree of necessity of an intensive, focussed CSA 
training and education campaign tailored to the needs of the audience, as opposed to 
a general awareness campaign that is common to all audiences. The subject matter 
included in the survey, in order to evaluate the students’ CSA, included: password 
management, cyberbullying, social engineering (including phishing and online scams 
and fraud), malware, identity theft, and general secure behaviour (e.g., downloading 
and sharing “pirated” film and TV content, using pirated software). 

2. Literature review and analytical framework 
An adapted version of the theory of planned behaviour (TPB) framework was used 
for the study. The TPB framework, originally proposed by Icek Ajzen, was found to 
be suitable because it has been used in investigating individuals’ ethical behaviour and 
decisions in respect of adoption of, and compliance with, computer security measures 
(Ifinedo, 2012; Lee & Kozar, 2005; Leonard, Cronan, & Kreie, 2004). However, 
the TPB framework does not explicitly consider the case for CSA, and therefore 
it needed to be adapted. To adapt the framework, previous studies on CSA were 
considered, in order to determine necessary CSA variables and possible relationships 
among the variables. These earlier studies also formed a baseline against which the 
results of this study could be compared. 

Furnell, Gennatou and Dowland (2002) found that organisations and individuals 
were unsure as to what they should be doing to improve their cybersecurity or how to 
achieve this, despite acknowledging that it was an issue that needed to be addressed. 
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The key to providing clarity, according to the National Institute of Standards and 
Technology (NIST, 2003), is CSA training and education. In addition to providing 
direction on security policies and how to properly use and protect IT resources 
and information, NIST SP 800-16 (1998) indicated that all employees in every 
organisation should have a basic literacy and awareness of information security. A 
range of topics for CSA training were suggested in NIST SP 800-50 (2003): data 
backup, malware protection, web usage, email and attachments, password usage and 
management, and social engineering. 

A study by Rajan (2010) investigated the relationship between the likelihood of 
users falling victim to phishing (a form of social engineering which uses emails 
to maliciously solicit information from computer users, such as login or financial 
account details) and their awareness of the topic. The study concluded that people fell 
victim to phishing despite having knowledge and understanding of the importance 
thereof. This was attributed to incorrect behaviour patterns regarding online security. 
The use of simulated phishing emails to generate user awareness was investigated by 
Dodge and Ferguson (2006). Their study intended to assess the awareness levels of 
students at the United States Military Academy in order to inform their awareness 
programme. The study found that conducting the exercise, in addition to aiding 
them in tailoring their awareness drive, itself increased awareness. A similar study by 
Steyn, Kruger and Drevin (2007), focusing on higher education staff in the Western 
Cape Province of South Africa, found that email security considerations should be 
prioritised for education and awareness activities. These studies illustrate that both 
correct awareness and correct attitudes are essential in addition to knowledge in 
promoting secure behaviour online. Mishra (2014) found that many users exhibit 
a misperception that an installed anti-virus programme is sufficient to prevent 
compromise of their computers, and that a number believe that firewalls are the 
same as anti-virus applications. 

An advanced cyber-espionage campaign employing both malware and social 
engineering to target governments, journalists and businesses in Southeast Asia 
and India over a 10-year period was discovered by FireEye in April 2015 (Lennon, 
2015). The Heartbleed vulnerability was disclosed and made news headlines as the 
biggest security vulnerability in the history of IT in April 2014 (Mitre, 2014). Later 
that month, users were advised to use an alternative to Internet Explorer due to a 
severe vulnerability in the browser where malware could be unknowingly installed via 
webpages browsed (Rosenblatt, 2014). In September 2014 a number of distributed 
denial of service (DDoS) attacks and Botnet activity were recorded globally within an 
hour of the ShellShock/BashDoor vulnerability being disclosed (TroyHunt, 2014). 
These incidents illustrate the necessity of awareness regarding the need for patching 
and updating of machines, in addition to the need for awareness regarding phishing 
and social engineering, in order to protect against sophisticated attacks, ransomware, 
and other attacks. 

A study by Pramod and Raman (2014) found that students in higher education are 
not ignorant of security concerns regarding smartphones, but at the same time are 
not fully aware of all the security risks and necessary security practices. Pretorius 
and Van Niekerk (2015) recommended training and awareness campaigns after 
finding vulnerabilities in industrial control systems due to users’ insecure password 
management, unapplied software patches, and outdated or uninstalled anti-virus and 
malware protection. These studies further illustrate how there can be misalignment 
among cybersecurity attitudes, knowledge, and behaviour. 
	
Victims of identity theft may suffer heavy consequences, including damaged credit 
scores and financial charges ( Janssen, 2014). Wlasuk (2012) found that if identity 
information data held by higher education institutions was sold on the cyber black 
market, they would potentially be worth billions of dollars. A 2014 Kaspersky and 
B2B report found that South African Internet users generally had the misperception 
that cyber-criminals would see no value in their account credentials (MyBroadband, 
2015). An exploratory study of college students by Mensch and Wilkie (2011) 
found that a false sense of security, in relation to personal information protection, is 
created by the installation of security applications and tools. Butler and Butler (2014) 
concluded that South Africans consider convenience a higher priority over security, 
and that only 23% of South African users regularly change their passwords despite 
70% indicating that they are aware that this is good practice. These findings show 
that knowledge does not necessarily translate into good practice.

Kim (2014) found that many college students in the US did not participate in 
information security awareness training, even though they appeared to understand 
the need and importance of the training. Another finding of the study was that the 
students’ security learning occurred piecemeal, from a number of sources, and that 
to develop sustainable secure behaviour they needed to participate more in focussed 
information security and awareness training. This again illustrates the potential for 
disconnections between good secure practice and having sufficient knowledge and 
understanding.

If security practices are too time-consuming or difficult, users will try to circumvent 
the controls in place, which may also reduce the effectiveness of previous and current 
awareness campaigns. Influencing strategies are required in addition to the knowledge 
transfer and awareness in order to positively alter behaviours and attitudes (Bada & 
Sasse, 2014). Peltier (2005) found that a baseline of the cybersecurity perception 
levels, attitudes, knowledge and skill, and the relationships amongst these, are 
required to guide the training.

Hagen and Albrechtsen (2009) concluded that an e-learning tool that they assessed 
was a suitable mechanism for the initial creation of common values and attitudes to 
build a corporate information security culture. Kaur and Mustafa (2013) investigated 
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how information security awareness of Malaysian small and medium enterprise 
employees was affected by attitude, behaviour, and knowledge. The study found 
that attitude and behaviour had significant relationships with information security 
awareness, but knowledge did not. This is consistent with the findings of Bada and 
Sasse (2014). Aliyu et al. (2010) found that, among Malaysian IT and education 
students, IT usage was affected by attitudes and perceptions towards computer ethics 
and security. Bakar, Chang and Saidin (2013) investigated e-commerce consumers’ 
practices, knowledge and attitudes, and found that there was little knowledge or 
education regarding legal provisions, and that fostering better behaviours and 
attitudes was required to mitigate the likelihood of the consumers falling victim to 
cyber-criminals.

Aliyu et al. (2010) found that university students in Malaysia were major violators of 
computer ethics and security, as they were often reckless when posting content and 
browsing and were frequently involved in illegal usage via sharing and downloading 
of counterfeit software, TV series and movies. Due to a range of factors including 
laziness and economic standing, the students were found to not be practising safe 
computing in general (Aliyu et al., 2010). 

The general consensus that emerges from the literature is that training and education 
are key initiatives to generate CSA and ameliorate poor online security behaviour. 
The studies considered in the literature also suggest that knowledge, self-perception 
of skills, actual skills and behaviours, and attitudes, are all relevant to assessing CSA, 
and that knowledge alone is typically not sufficient to ensure CSA, i.e., knowledge 
is often a weak variable. 

Accordingly, our adapted version of the TPB framework investigated CSA via focus 
on relationships among four core variables: (1) knowledge, (2) self-perception of skills, 
(3) actual skills and behaviour, and (4) attitudes.

Figure 1: The TPB framework adapted to the CSA study

3. Methodology
The study followed an exploratory approach, using non-probability sampling. The 
study site consisted of three campuses of a private tertiary education institution in 
South Africa’s KwaZulu-Natal Province, and a convenience sample of students was 
taken (i.e., those who attended lectures at an appropriate time for the researcher to 
gather data). 

Data were collected via a questionnaire that received a total of 1,231 responses over 
two semesters (528 respondents online in the first semester, and 703 respondents 
for the paper-based questionnaire in a second semester). The results were analysed 
using the SPSS statistical software package, employing: descriptive statistics to 
assess individual topics and variables; Pearson Correlation and chi-square to assess 
relationships among variables; and Cronbach Alpha to assess significance. 

A high-level outline of the questionnaire is as follows:
•	 section 1: The student’s demographic information
•	 section 2: the student’s online usage
•	 section 3: the student’s cybersecurity knowledge
•	 section 4: the student’s self-perception of cybersecurity skills 
•	 section 5: the student’s actual cybersecurity skills and behaviour
•	 section 6: the student’s cybersecurity attitudes

The focus of this article is on the data generated by answers to questions in sections  
3 to 6. Figure 2 below visualises the variables and topics considered.
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Figure 2: Variables and topics in the study

4. Findings

Cybersecurity knowledge
The “knowledge” category (section 3) offered students multiple-choice-format 
responses to factual questions regarding the six cybersecurity matters that were the 
focus of the research. Only one answer for each question was accepted as correct. The 
student responses were recoded numerically in binary fashion: as “2” if they answered 
the question correctly and “1” if they got the question wrong or indicated that they 
did not know answer. Frequency analysis was then conducted for the responses to 
each question. Figure 3 provides the frequency analysis. 

Of note in Figure 3 are the significant lack of knowledge of what phishing is (56% 
answered incorrectly or did not know), and the significant lack of knowledge of the 
purpose of anti-virus software (43% answered incorrectly or did not know).

Figure 3: Students’ knowledge of six cybersecurity matters
(N = 1188, 1197, 1193, 1191, 1182, 1196)

Table 1 below shows the section 3 responses prior to binary recoding. Approximately 
38% of respondents selected “I do not know” for the phishing question, and 41% of 
respondents thought that anti-virus software was protection against “every possible 
attack”.

Table 1: Cybersecurity knowledge before recoding (shown as % of responses)

3.1. What is phishing? %

Unsolicited requests (spam) to fool receivers into divulging personal information 39.6

Disguised hyperlinks and sender addresses 6.1

Viruses being downloaded onto your devices 1.4

Your device being hacked to steal information 12.5
I do not know 37.9

Spoilt/blank 3.8

3.2. What is anti-virus software used for? %

Disrupt and covertly steal information from your devices 0.7

Updating your software and systems 1

Protect your computer devices against malicious code 53.7

Preventing every possible attack on your computer devices 40.7

I do not know 2.3

Spoilt/blank 2
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The findings shown in Table 1 suggest that that the respondents’ knowledge levels in 
respect of phishing and anti-virus software were inadequate. Such knowledge deficits 
can lead to unsafe practices, and can be exploited by cyber-criminals. 

Self-perception of cybersecurity skills
The results from the section 4 on self-perception of cybersecurity skills are presented 
in Table 2 below. The section consisted of six statements – one for each of the six 
cybersecurity matters that were the focus of the research – to which the respondent 
was asked to indicate her or his level of agreement based on a five-point Likert scale 
(1 = “strongly disagree”, 5 = “strongly agree”). 

Table 2: Self-perception of cybersecurity skills 
N Mean Std. deviation Std. error mean

4.1 I am confident I can identify a 
phishing email or a social engineering 
attack

1193 3.19 1.186 .034

4.2 I am adequately protected from 
malware, scareware and spyware

1197 3.43 1.059 .031

4.3 I am well liked and will never be a 
victim of cyberbullying

1207 3.14 1.152 .033

4.4 I do not post anything that will 
cause me to be a victim of identity theft

1207 3.94 1.030 .030

4.5 My passwords are strong enough. 
Nobody can guess them

1204 3.95 1.022 .029

4.6  Sharing downloaded (*) movies and 
TV series with my friends is OK

1206 3.03 1.228 .035

* “downloaded” in this context referred to content downloaded illegally without paying for it (i.e., 
“pirated” content)

A Cronbach Alpha test was done on the responses to all six statements, yielding 
a result of α = 0.668. Since this figure was less than 0.7, the test was therefore 
recalculated with question 4.6 excluded, resulting in an acceptable score of α = 0.707. 

The first five statements generated a mean score > 3 and a p < .0005, indicating 
a significant level of agreement with the statements. Thus, overall, the students 
exhibited generally favourable self-perceptions of their cybersecurity skills. However, 
at the same time, four of the statements received a large percentage of neutral 
responses: the phishing (32%); malware, scareware and spyware (31%); cyberbullying 
(37%); and sharing downloaded movies and TV series (35%) statements. These 
neutral responses implied that the students in question had not developed an opinion 

or stance on these areas, suggesting a lack of comprehensive CSA. 

Actual cybersecurity skills and behaviour
Table 3 below shows the seven scenarios respondents were asked to respond to in 
part B of section 5 of the questionnaire, which was focused on determining the 
students’ actual cybersecurity skills and behaviour. Part B focussed on responses to 
scenarios, whereas Part A focussed on self-reporting of behaviour.

Table 3: Text of questions on actual cybersecurity skills and behaviour

5.11 You receive an email from your bank that your account needs to be verified because the bank has 
installed new software. You are required to click on a link provided and supply the necessary personal 
verification information. You must respond within the next 24 hours otherwise your bank account 
will be blocked and frozen. What do you do?

a) Click on the link and provide the personal information requested so the security matter can be 
addressed without your account being frozen.
b) Ignore it. It looks like a scam, so you delete the message without responding.
c) You are suspicious but aren’t sure if this is a scam or not. You respond to the text message, asking 
questions to determine if the situation. is legitimate before you provide the information requested.
d) Phone the bank to check if this is true.
e) Report the matter to the police.

5.12 I update my Windows/Apple, anti-virus, browser and other software:

a) Once a month.
b) When I remember.
c) When I am reminded.
d) Never.

5.13 The mouse cursor on your screen starts to move around on its own and click on things on your 
desktop. What do you do?

a) Call someone so that they can see.
b) Disconnect your computer devices from the network/ internet.
c) Unplug your mouse.
d) Turn your computer device off.
e) Run your antivirus.
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Table 3 (cont.): Text of questions on actual cybersecurity skills and behaviour

5.14 Your friend sends you an email with a screensaver they say you will love. What will you do?

a) Download it onto your device, since you trust your friend.
b) Forward the message to other friends to share it.
c) Call an IT professional and ask them to install it for you.
d) Delete the message.
e) None of the above. 

5.15 “At campus yesterday, Josh was mucking around with a water spray gun and wet John’s pants. It 
was hilarious because it really looked like John wet his pants and Tyson even got a photo! We were 
all joking about it and calling John ‘Little Johnnie’ and saying stuff like, ‘Do you need your nappy 
changed, Baby John?’  Then last night some of us got onto Facebook and we told everyone about it, 
and put the photo up too. Everyone said how funny it was, and they thought of some really funny 
things to tease John with today!” What is your opinion on this scene?

a) Hilarious.
b) Most people think this is funny
c) Hmm, made me laugh, but .. not sure if it was fair.
d) This hurt someone’s feelings.
e) Yuck, this was deliberate and only done to hurt someone (emotionally and/or physically).

5.16 If someone searches for information about me on the internet, they would find:
i.	 My name
ii.	 My photograph
iii.	 My telephone number
iv.	 My home address
v.	 My bad habits (and things I would be embarrassed about)
vi.	 Pictures of my holidays
vii.	 My family members

a) All of the above. 
b) 2 to 3 of the above.
c) 4 to 5 of the above.
d) A few of the above.
e) None of the above.

5.17 Which one of the following situations will allow a “hacker” to install a program on your device 
that makes it automatically send out tons of spam email from your device without your knowledge?

a) Out of date software patches.
b) No anti-virus installed or out of date anti-virus. 
c) Clicking an unknown link or attachment.
d) Downloading unknown or unsolicited programs onto your computer device.
e) All of the above.

Figure 4 provides a summary of the frequency analysis for responses to each of the 
seven scenarios. 

Figure 4: Actual cybersecurity skills and behaviour 
(N = 1166, 1194, 1149, 1188, 1169, 1167, 1124)

Notable findings shown in Figure 4 are the large percentage (76%) of unsafe responses 
regarding opening a screensaver received from a friend (question 5.14), the large 
percentage (68%) of only partially correct (i.e., only partially safe) responses regarding 
response to a bank phishing email (question 5.11), and the large percentage (56.1%) 
of only partially correct responses to the question regarding updating of software 
(question 5.12). All these findings indicate unsafe cybersecurity skills and behaviour. 

The Cronbach Alpha test was calculated, with questions 5.5 and 5.10 excluded as 
they were inverted, i.e. negative questions. For the remaining five questions, a result of 
α = 0.766 was returned, indicating a high reliability. The Chi-square analysis (shown 
below in Table 4) for the whole group indicated that certain responses showed 
significant results. For example, the only partially correct responses for question 5.11 
were significant (χ2 (2, N = 827) = 765.666, p < .0005. 
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Table 4: Chi-Square results for cybersecurity skills and behaviour questions

Question Result N df Chi-square p

5.11 partially correct 
(i.e., partially safe) 827 2 756.666 p < .0005 *

5.12 partially correct 683 2 306.226 p < .0005

5.13 incorrect
(i.e., unsafe) 523 2 79.770 p < .0005

5.14 incorrect 925 1 368.892 p < .0005

5.15 correct
(i.e., safe) 676 1 28.648 p < .0005

5.16 correct 778 1 129.667 p < .0005

5.17 correct 628 1 15.502 p < .0005

 * SPSS reports a p of .000 as p < .0005

Cybersecurity attitudes
The responses to the questions on cybersecurity attitudes (section 6 of the 
questionnaire) are presented in Table 5 below. Generally the results were encouraging, 
as students indicated generally low levels of agreement with the statements, all of 
which were statements for which agreement would represent a potentially unsafe/
harmful attitude. The one worrying exception was in the responses to question 6.1, 
where students exhibited an overly trusting view towards content sent via email from 
the email accounts of their friends – a level of trust that could make the receiver 
susceptible to malicious content. 

Reliability for the eight questions in section 6 was tested using Cronbach Alpha, 
which returned α = 0.713. It can therefore be concluded that the responses were 
consistent and a reliable measure of respondent attitudes towards the six cybersecurity 
matters.

Table 5: Cybersecurity attitudes

N Mean Std. 
deviation

Std. error 
mean

6.1 My friends would not send me anything malicious or scams 
through email. 1170 3.62 1.122 .033

6.2 Updating my security software and Windows /Apple is too 
time consuming, annoying and uses up my bandwidth/ data 
bundle.

1168 2.69 1.122 .033

6.3 The security settings and tools slow me down and are pesky. I 
turn them off or disable them. 1166 2.39 1.004 .029

6.4 It is a waste of time to change passwords because you can 
still get hacked 1163 2.47 1.062 .031

6.5 It is too difficult to remember difficult passwords; therefore I 
use my name or something easy to remember. 1171 2.34 1.203 .035

6.6 Posting pictures and bad messages online about my college 
students makes it anonymous and  is much better than saying it 
to their face.

1169 1.76 1.024 .030

6.7 It is OK to download (*) movies and TV series because the 
companies that make them are rich and I really cannot afford it 
(I am a student).

1169 2.53 1.143 .033

6.8 If I pirate software I will not get updates and security 
patches, but I don’t need [updates and patches] 1162 2.29 .998 .029

  * “download” in this context referred to downloading of “pirated” film and TV content (i.e., content
  acquired illegally, without the required authorisation obtained or payment made)

5. Analysis

Misalignments in relationships among CSA variables 
With respect to phishing, correlation results illustrated weak negative relationships 
between student self-perceptions of skills and (1) their actual skills and behaviour, and 
(2) attitude, on the matter. This indicates that while the students had a favourable 
perception of their security protection and their skills in this area, their actual skills 
and behaviour, and attitudes, were not as safe as their perceptions implied they were. 

In respect of pirated content, while most students reported actual skills and behaviour 
suggesting they engaged in piracy, most at the same time also held the correct attitude 
towards pirated content, i.e., the attitude that it can be dangerous. This indicates 
students will engage in behaviour even though they know it is wrong. 

Similarly, in respect of cyberbullying, despite a majority of students reporting 
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favourable self-perceptions of skills and behaviour for avoiding cyberbullying behaviour 
when posting messages online, the majority also gave attitude responses indicating a 
potentially harmful attitude towards posting offensive pictures and messages. 

For passwords, most students reported an attitude that it was difficult to remember 
complex passwords and so they used simple ones like their names (question 6.5), a 
potentially harmful attitude. Yet, at the same time, for the majority, the self-perceptions 
of skills and behaviour suggested they had strong passwords (question 4.5), results in 
the negative correlation (r = -.196, p < .0005). These are clear contradictions and 
disconnects among responses to the CSA variables.

To determine general correlations between the four variables – knowledge, self-
perception of skills, actual skills and behaviour, attitudes – based on data from all 
the questions on the six cybersecurity topics, Pearson Correlation Coefficients were 
calculated for each, as presented in Figure 5. 

Figure 5: Relationships between variables

It can be seen in Figure 5 that there are positive correlations amongst knowledge, self-
perception of skills, and actual skills and behaviour. The strongest positive correlation 
is the relationship between self-perception of skills and actual skills and behaviour, with 
the other correlations having relatively low values. This indicates that knowledge, self-
perception of skills, and actual skills and behaviour, have positive, albeit small, impacts 

on each other. Meanwhile, all three of these variables are negatively correlated with 
attitudes, which is to say that: the more correct the attitudes, the lower the levels of 
knowledge, self-perception of skills, and actual skills and behaviour appear to be. The 
strongest negative correlation is between knowledge and attitudes, indicating that 
poor knowledge results in a good attitude, or vice versa. These negative correlations 
indicate a form of cognitive dissonance.

The dilemmas of cognitive dissonance on CSA matters
We saw above, in the “Findings” section and in the first part of this “Analysis” section, 
that: there are shortcomings in some areas of the students’ cybersecurity knowledge, 
actual skills and behaviour, and attitudes; and in some of the cybersecurity areas for 
which the majority of students had strong self-perception of skills, the majority at 
the same time showed evidence of weak actual skills and behaviour, which implies 
a false sense of security. This misalignments and disconnects are concerning, and 
they were exhibited, in particular, in respect of the topics of (1) cyberbullying, (2) 
password security, (3) identity theft, and (4) phishing. It is thus evident that there are 
shortcomings in the CSA of many of the private tertiary students surveyed. 

One of the most concerning results in the knowledge category (see Figure 3 and Table 
1) was that over half of the students reported a weak understanding of phishing. 
And adding to the worrying nature of this finding was the fact that, at the same 
time, the majority of students gave a contradictory self-perception answer on the 
same topic, by indicating they are confident in being able to identifying a phishing 
email. This finding aligns to findings of the study by Kaur and Mustafa (2013), 
which concluded that there is no significant relationship between knowledge and 
true information security awareness. Similarly, Bada and Sasse (2014) reported that 
knowledge alone is insufficient for true awareness. Phishing attacks are becoming 
more prevalent, resulting in increased media attention on the topic, and increased 
attempts at education and awareness. Yet the CSA messaging in respect of phishing 
does not seem to be reaching the students, or they are ignoring it. This situation is 
precarious, as the results indicate the students have a false sense of security, which 
may make them more susceptible to falling victim. 

Parbanath (2011) found that consumers exhibited a large degree of concern over 
the disclosure and protection of their personal information, yet at the same time, in 
contradictory fashion, had limited knowledge of the relevant legislation. The students 
surveyed in this research appeared to exhibit an analogous contradiction: concerned 
about phishing yet not managing to acquire the necessary knowledge. This confirms 
that knowledge alone is not enough, and that it needs to be combined with training, 
as in the phishing simulation exercise by Dodge and Ferguson (2006).

The majority of students professed to the correct actual skills and behaviour on 
phishing by agreeing that they will not open suspicious email attachment, which 
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corresponds to their self-perception that they can identify phishing attempts. But as 
discussed above, this does not correspond with their knowledge. Rajan’s (2010) study 
found that those with knowledge and understanding of phishing still fell victim. And 
in spite of the widespread attention that phishing has received in recent years, a 2014 
study by the University of California and Google reported that phishing attempts 
still succeeded 45% of the time (Beres, 2014). 

The students surveyed seemed clearly to have a false sense of security. In the actual 
skills and behaviour section of the questionnaire, some of the answers provided were 
partially correct (e.g., the students would verify with the bank regarding a suspicious 
email). However, South Africa’s banks, and awareness initiatives by SABRIC (2015), 
have clearly indicated that banks will not request details by email. Therefore the most 
clearly correct answer was to ignore and immediately delete the email. 

Another worrying result was that over 40% of the respondents gave the view, in 
the knowledge section of the questionnaire (see Table 1), that an anti-virus program 
is sufficient protection against all possible attacks, and that, accordingly, they were 
well protected while online. This finding is consistent with Mishra’s (2014) study, 
which reported that most computer users consider anti-virus software as adequate 
protection and think that firewalls and anti-virus software are the same (though 
modern Internet security applications do often include firewall functionality). 
Mensch and Wilkie’s (2011) findings also indicated that a false sense of security may 
be gained by the installation of security tools, when in fact there is still vulnerability 
to other attacks such as identity theft and phishing.

In addition to their positive self-perceptions of skills in respect of phishing and anti-
virus tools, the students also exhibited confidence in the strength of their passwords. 
Yet the students reported that it is too difficult to remember complex passwords so 
they stick to easy ones, and that they find changing passwords a waste of time. These 
are insecure behaviours. NIST SP 800-50 (2003) recommends regular changing of 
passwords, different passwords for different systems, as well as a minimum degree of 
password complexity. This should be enforced by CSA training (McCrohan, Engel, 
& Harvey, 2010). On a more positive note, the students confirmed their passwords 
should be kept secret. This contradicts the findings from the study by Steyn, Kruger 
and Drevin (2007), who found that over half the staff surveyed were happy to give out 
their passwords. As Steyn, Kruger and Drevin’s (2007) study is more than 10 years 
old, we can perhaps assume that there has been some improvement in awareness 
of the need to keep passwords secret. Combined with the fact that the students 
considered it unacceptable to use the institution’s network for messaging and social 
media, it could also indicate a link to heightened desire for privacy or secrecy.

The students also generally indicated positive self-perception in respect of not 
allowing themselves to fall victim to cyberbullying. However, research has found 

that sometimes perpetrators do not realise their actions are cyberbullying, and, at 
the same time, incidents often go unreported by the victims (Oosterwyk, 2010). This 
may to some extent explain the respondent students’ perception that they would not 
fall victim to cyberbullying. 

Overall, positive self-perceptions were reported by the students for the various 
cybersecurity issues. Such confidence is misplaced when not linked to correct 
knowledge, actual skills and behaviour, and attitudes.

In respect of actual skills and behaviour, the responses indicated that the students 
allowed for system and anti-virus updates, downloaded from reputable sites, checked 
their privacy settings, and were careful about entering personal information and 
what they posted online. These results indicate secure behaviour, which is consistent 
with Pramod and Raman’s (2014) study which found tertiary education students 
are familiar with broad security issues. However, at the same time, there was a high 
percentage of incorrect responses for skills in dealing with suspicious files (76%) and 
dealing with situations when a hacker gains access to a computer (43%). 

For the attitudes category, the most significant and strongest result was that students 
agree that they would not receive scams or malicious emails from their friends. This 
is a potentially harmful attitude, as most friends share jokes and funny/interesting 
videos and images with family and friends, and these attachments are possible 
delivery mechanisms for malware. Malware could thus be unwittingly transmitted. 
Therefore this trust is misplaced. Also in respect of attitudes, the students correctly 
disagreed with the statements: that it is acceptable to post offensive pictures and 
bad messages about their peers; that it is time-consuming and annoying to update 
security software; that they turn off security settings; that patches and updates are 
not required; and that it is acceptable to download movies. The rejections of these 
statements represent appropriate cybersecurity attitudes. However, several of these 
responses do not align with the students’ actual skills and behaviour. It would seem 
that, to some extent, the students know what the acceptable norms are, but are 
willing to forgo following many of the norms at personal level. This is one of several 
instances of apparent cognitive dissonance revealed by the findings.

6. Conclusions
Cognitive dissonance in respect of cybersecurity matters – of the sort displayed by 
the students who were the respondents in this research – is a phenomenon that 
is targeted by cyber-criminals (Kritzinger & Von Solms, 2010), indicating that the 
students are vulnerable to cyber-attacks.

The number of potential victims can be reduced by increasing CSA (Department 
of Communications, 2013), making cybercrime less profitable. This cognitive 
dissonance found to be present among the students is a vulnerability that cyber-
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criminals exploit regularly, and indicates the need for a targeted CSA intervention 
to address the shortcomings of the specific population. The findings also suggest 
that generic awareness campaigns are no longer sufficient, and that an assessment of 
a target population is required to first identify the population’s CSA shortcomings 
prior to designing the awareness campaign.

As CSA is a common issue affecting all computer and Internet users in South Africa, 
awareness levels in the country need to be assessed by surveying a large spectrum of 
the population. In order to achieve a baseline of CSA in South Africa, a “generic” 
CSA survey should be designed to be applicable across population segments, 
organisations, demographics and economic groups. The baseline data can be used 
over a period of time in larger longitudinal studies to monitor the effectiveness of 
implemented CSA initiatives. Deeper qualitative studies in CSA, investigating the 
underlying reasons and motives for specific users’ knowledge, self-perceptions, actual 
skills and behaviour, and attitudes, also need be conducted to enhance understanding 
of the inter-relationships among these variables within various population segments.
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1. Introduction
Kenya is engaged in spirited attempts to digitise its land records. The manual system 
was fraught with multiple challenges: human error, opportunities for corruption due 
to missing files, incomplete land information, difficulties in accessing records, and 
cases of multiple titling – all of which served to make land rights generally inse-
cure in Kenya. The Ministry of Lands and Physical Planning has embarked on an 
ambitious process of digitising existing land records, in a bid to enhance both data 
reliability and security of tenure. 

In addition to digitisation of existing records, we propose increased use of drone (un-
manned aerial vehicle) technology in support of land mapping, particularly in remote 
areas, in order to enhance the accuracy of the data in the registries that are in the pro-
cess of being digitised. The data obtained through the use of drones could facilitate 
more accurate delineation of boundaries among land holdings, thus minimising con-
testation. Unlike maps created through traditional surveys, those generated through 
the use of drone technology have more details, enabling the recognition of various 
landmarks and buildings (Asian Survey and Mapping, 2016). Another advantage of 
drone technology is that it is rapid, enabling mapping and surveying of as many as 
40 hectares in a single day (Asian Survey and Mapping, 2016).

Up to 60% of surveying costs under the traditional surveying method are the logis-
tical costs incurred by a survey team (Almenteros, Arnante, & Dealca, 2016). Using 
drone technology eliminates the need for on-the-ground logistic teams, thus obvi-
ating these costs (Almenteros et al., 2016). Moreover, drones are able to map large 
areas in a short span of time, thus enabling rapid land-mapping and titling.

2. Land information in Kenya
Kenya’s antiquated manual land information system is traceable to 1902 when the 
then-Recorder of Titles under the British colonial regime used to keep titles under 
the Registration of Titles Act (RTA) system (Wayumba, 2013). These paper re-
cords are prone to wear and tear, loss, theft, being hidden, or even being deliberately 
misplaced. The manual land recording system has also been associated with double 
allocation of title for a single piece of land, missing files, and erroneous (sometimes 
fraudulent) transfers of titles (Business Daily, 2015). Frustration encountered by peo-
ple transacting land rights has acted as a disincentive to engaging and investing in 
the sector (Ayodo, 2014). A simple search may take over a week due to bureaucracy 
and interference by cartels and brokers who seek to benefit from the system (Ayodo, 
2014). The Doing Business in Kenya Report 2016 was critical of Kenya’s dearth of 
digitised land records, particularly outside Nairobi (World Bank, 2016). 

The tenacity of Kenya’s manual land records in registries around the country is re-
markable considering the digitisation efforts that have been pursued over the years 
(Mutiga, 2009; Mbaka, 2013; Wanzala, 2015). The failure to secure a fully digitised 

land information system can be attributed to: resistance by actors within the land 
sector who perceive digitisation as a threat; lack of adequate human and financial 
resources; lack of political will and leadership; and torn, missing and incomplete land 
records (Mbaria, 2009; Ntonjira, 2016). 

Following the post-election violence of late 2007 and early 2008 occasioned by a dis-
puted Presidential election and the identification of land disputes as a contributing 
factor to the violence (Kameri-Mbote & Kindiki, 2008), land reform emerged as an 
agenda necessitating immediate action. This fed into the finalisation of the National 
Land Policy in 2009, which, inter alia, called for digitisation of land records to avert 
fraud (Ministry of Lands, 2009). This was not the first time that computerisation 
and digitisation of land records had been suggested (see (Republic of Kenya, 2008), 
but inclusion of this matter in the National Land Policy signaled a more serious con-
sideration, and digitisation is now a statutory obligation, as enshrined under sections 
9 and 10 of the Land Registration Act of 2012.

According to the Land Governance Assessment Framework (LGAF) Report of 
2014-2015 prepared for the World Bank, which assessed the status of land gover-
nance in Kenya, the manual land-recording system is inefficient, time-consuming 
and militates against timeous decision making (Kameri-Mbote, 2016). A Commis-
sion set up to investigate illegal and irregular allocations of land in Kenya found 
that that uncertainty generated by multiple titles over single pieces of land “has the 
potential of disrupting the land market and jeopardising the general development of 
the country” (Republic of Kenya, 2004). 

Meaningful social and economic development are threatened in the absence of se-
cure land rights (Besley & Ghatak, 2009), which in turn are dependent on reliable 
and easily accessible land information. Recent contestations over ownership of prime 
pieces of land in Nairobi are apt illustrations of the problematic nature of land gov-
ernance in Kenya and the difficulties that arise in determining the ownership of land 
in the absence of reliable information. A scandal relating to alleged “grabbing” of a 
144-acre piece of land in the prime Karen estate in the south of Nairobi is a case in 
point (Nyassy, 2014). Various individuals claimed ownership of the land, and some 
had sold the land to third-party purchasers (Nyassy, 2014). Politicians and other 
leaders were allegedly linked to the fraud, but investigations to determine the real 
owners of the land were unsuccessful (Nyassy, 2014). 

Similar disputes have arisen over land in Nairobi’s prime Westlands and Parklands 
areas, regarding renewal of leases (Achuka, 2016; Mutavi, 2016). Instances abound 
where cartels are alleged to have colluded with officials from the Ministry to put up 
notices requesting application for renewal of leases on parcels of land, in default of 
which they dispossess owners of the land (Mutavi, 2016). There is also evidence of 
cases where lessees whose leases are expiring and who should have the first right of 
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reversion are evicted violently (Ombati, 2016). 

Contestation over ownership of land allegedly belonging to the United States Inter-
national University (USIU), pitting a former President of Kenya Daniel Moi against 
two investors, also sheds light on the lack of clarity on land ownership (Agoya, 2016; 
Wasuna, 2016). Lands targeted by cartels have even included lands housing public 
entities. Such was the case in the Lang’ata area of Nairobi when land belonging to a 
public primary school was at issue (Muthoni, 2015).

Thus, the importance of reliable and publicly accessible land information cannot be 
over-emphasised. At present in Kenya, surveying for cadastre maps (maps showing 
land ownership and boundaries) is largely done through varying spatial referencing 
systems by physical surveyors (Wayumba, 2013). This has contributed to difficulties 
in integration of survey plans to create a seamless map (Kuria, Kasaine, Khalif, & 
Kinoti, 2016). Survey data such as Registry Index Maps and survey plans are not in 
a common referencing framework, resulting in inconsistencies in the interpretation 
of survey plans and disputes (Kuria, Kasaine, Khalif, & Kinoti, 2016). Cognizant of 
these shortcomings, the Ministry of Lands and Physical Planning’s National Spatial 
Plan is seeking to modernise land registries (including making them more publicly 
accessible), is establishing a Kenya National Spatial Data Infrastructure (KNSDI) 
centre, and has embarked on various processes to build an updated, easily accessible 
and reliable National Land Information Management System (NLIMS) (Ministry 
of Lands and Physical Planning, 2017; GSDI, 2016). The NLIMS processes include 
digitisation of land paper records in various registries across the country (Daily Na-
tion, 2017). In order to digitise land records, the Ministry has in particular opera-
tionalised an Electronic Records Management System (ERMS) and up-scaled the 
digital access systems (Ministry of Lands and Physical Planning, 2017). It is worth 
noting that the Ministry has on different occasions disrupted normal services at its 
headquarters in Ardhi House, Nairobi to load its land paper records onto electronic 
platforms in a bid to digitise (Omulo, 2017). Various registries including Kisumu, 
Meru, Mombasa, Kwale, Kilifi, Eldoret, Bungoma, Kiambu, Thika, and the Central 
Registry in Nairobi, are digitised, in a process that began in September 2016 (Omulo, 
2017). 

The Constitution of Kenya of 2010 provides in Article 35(1)(a) for the right to access 
information held by the State and other persons, especially where it is required for 
enforcement of one’s fundamental rights and freedoms (Republic of Kenya, 2010). 
To implement this provision, Kenya enacted the Access to Information Act 31 of 
2016, which provides that the government or a public authority shall provide the 
information requested within 21 days of such request (sect. 9), unless such request 
falls within any of the listed exceptions (sect. 6) (Republic of Kenya, 2016). Kenyan 
individuals or corporations may lawfully demand information from public entities

including the Ministry and other state entities responsible for land administration 
and governance.

Article 60 of the Constitution recognises secure land rights, indirectly imposing a 
duty on state entities to ensure that they have proper and reliable records in this 
regard. Section 7(2) of the Land Registration Act 3 of 2012 provides that the Reg-
istrar of each Land Registry shall make information relating to land accessible to 
any person upon payment of the prescribed fee (Republic of Kenya, 2012). Section 9 
of the same statute provides that the Land Registrar shall maintain the register and 
any document in a secure, reliable and accessible format, including electronic files. 
Section 10 provides that subject to the right to access information under the Con-
stitution, the Registrar shall make information accessible to the public by electronic 
means or other means as prescribed by the Chief Land Registrar. These statutory 
provisions mandate state agencies to put in place mechanisms to facilitate the re-
laying of updated records and to enhance accessibility by the public. The National 
Broadband Strategy identifies the digitisation of land registries and the development 
of the aforementioned KNSDI as focus areas for implementation. 

3. Drones and mapping of land information
Mapping land information using drone technology involves the use of GPS-enabled 
drones to conduct aerial surveys. Drones are able to capture high-resolution images, 
which are then used by land planners to not only identify, but also digitise the record 
of boundaries of any land (Pablo & Petzold, 2016). Drones’ advantages over the 
traditional methods of mapping are: increased speed, increased reliability, and fewer 
costs than with sending surveyors out to physically map (Pablo & Petzold, 2016). 
Drones also have the advantage of easily reaching remote, largely unsurveyed areas 
(Pablo & Petzold, 2016). 

Drones have been previously employed in Kenya for recreational activities such as 
photography and security (Bonyo, 2015). Their use was, however, halted by the gov-
ernment in 2015, pending the promulgation by the Kenya Civil Aviation Authority 
(KCAA) of regulations to guide their usage and address possible breaches of security 
and infringement on privacy ( Johnson, 2015).  The KCAA finalised rules in 2017 
(KCAA, 2017) to guide the licensing, approval and flying of drones in Kenya (Kuo, 
2017). Various license-seekers, estimated at around 1,000, prompted the drafting 
and approval of the regulations to use drones for various purposes (Andae, 2016). 
For instance, the Ol Pejeta Conservancy had sought permission to use drones to 
fight poaching (Andae, 2016). In the regulations, the KCAA has categorised the 
use of drones into: those for recreation and sports; for private use excluding sports 
and recreation; and for commercial activities (Njoroge, 2016). The agency also clas-
sifies drones in accordance with their weight and uses in the rules, which also im-
pose criminal liability for breach (Njoroge, 2016). The regulations have filled the 
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regulatory vacuum, which, without doubt, hindered further acquisition and usage of 
the technology for various beneficial purposes. 

Several countries have harnessed drones to enhance the reliability and accessibility 
of their land-mapping. We now describe two such examples, in Tanzania and The 
Philippines.

Tanzania
In 2014, Tanzanian media reported several clashes over land among farmers in the 
country’s northern Maynard region (Makoye, 2016). In 2016, it was reported that 
farmers in the southwest region of Morogoro killed hundreds of livestock on grounds 
that the livestock-owners had let the animals roam onto their land and destroy their 
crops (Makoye, 2016). These conflicts were to some extent caused by unclear demar-
cations of land boundaries (Makoye, 2016). It was this challenge that the Tanzanian 
government sought to overcome using drone technology. In a project supported by 
the World Bank and the Tanzania Commission for Science and Technology, bound-
aries were mapped with drones and over 300,000 land titles were issued to citizens 
(Makoye, 2016).

The initial use of drone technology in Tanzania, before its use in land-mapping, was 
for mitigation of the effects of floods in the capital Dar es Salaam. With over 70 per 
cent of the population in the capital living in informal settlements prone to flooding 
(Soiselo, 2016), drones were used to help to generate accurate maps of the localities 
and thus assist administrators in drawing up accurate plans to protect persons at risk 
in flood-prone areas (Makoye, Drones help communities map flood risk in Dar es 
Salaam slums, 2017). 

The Philippines
The Philippines has applied drone technology in mapping land for surveying and ti-
tling (Asian Survey and Mapping, 2016). The country has around 24 million parcels 
of land, of which only about half are surveyed and titled (Pablo & Petzold, 2016). 
The high costs associated with surveying land were cited as one of the reasons for 
the many pieces of unsurveyed and untitled land (Pablo & Petzold, 2016). In a bid 
to accelerate the process of titling, the Asia Foundation partnered with the Founda-
tion for Economic Freedom and Omidyar Network in a project that used drones to 
conduct land surveys (Pablo & Petzold, 2016). A study found that use of drones was 
more cost-effective and faster than the conventional surveying methods (Almenteros 
et al., 2016). The study recommended a policy change in Philippines to allow the use 
of drones as one of the official techniques in land mapping and surveying (Alment-
eros et al., 2016) 

4. Recommendations
There are several steps that the Kenyan government should take so as to be able to 
use drones in support of development of a more reliable national land information 
system. The aforementioned KNSDI is only possible through the prudent use of 
information and communication technologies (ICTs) (Odongo & Rodriques, 2016), 
and drones need to be among the ICTs used. 

The Ministry of Lands and Physical Planning should apply to the Communications 
Authority of Kenya for authorisation and spectrum allocation for use of drone tech-
nology to capture land-mapping data. At the same time, land data generated through 
drone technology can only be reliable if it is protected from hacking and tampering, 
both of which are currently major concerns with Kenyan land data. Indeed, there is 
evidence that that processes of digitisation and computerisation of records, and land 
reforms generally, have been thwarted severally by interested parties and cartels (Kar-
iuki, 2017). Accordingly, the Computer and Cybercrimes Bill of 2017 (Republic of 
Kenya, 2017) needs to become law, so as to prevent fraud and address other vulnera-
bilities in respect of land-mapping. It is also necessary to to fast-track the enactment 
of the Data Protection Bill of 2013, to deal with privacy concerns. To support the use 
of drones, there is need for capacity building beyond traditional disciplines such as 
survey and the use of multidisciplinary approaches to capture land information. The 
Ministry responsible for land can also apply for allocation of spectrum to enable it 
deploy technology effectively.

Land information management in Kenya is currently unreliable and inaccessible. 
Efficient and effective land information management can improve security of land 
rights in Kenya and neutralise land cartels and intermediaries who act as gatekeepers 
in Land Registries and open the way for corruption. While technology is not a silver 
bullet or a panacea, and indeed can be manipulated – as fraud in Kenya’s Integrated 
Financial Management Information System (IFMIS) has shown (Okoth, 2017) – 
properly managed use of drones can improve the reliability of land information in 
Kenya, thus contributing to more secure land rights, more investment, and fewer 
opportunities for fraud.
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1. Introduction 
Increased use of computers,  Internet and other information and communication 
technology (ICT) tools have led to tremendous changes in the practices of commerce 
(Bolton, 2009). ICT-enabled mechanisms have engendered a vast electronic 
marketplace for the conclusion of contracts for sale of goods and services. The global 
e-commerce system draws much of its power from the savings it enables in terms 
of cost, time, distance, and efficiency (Boss, 2015).  Internet-enabled e-commerce is 
allowing for continuous changes in the way companies do business (Estrella-Faria, 
2009). Accordingly, if e-commerce is to fulfill its economic empowerment potential, 
legal systems do need to be adjusted so as to accommodate the emerging business 
practices. 

A core difficulty is that distance selling in the course of e-transactions in the 
cyberspace was never envisaged by the legislator of the traditional law of contracts 
(Pistorius, 2004). Purchasing goods or services on this basis does mean that it is 
difficult for the customer to examine them prior to concluding a contract (Lloyd, 
2014). The principles of law of contracts are old, shaped for a world of ink and paper 
(Pistorius, 2004). Their transplantation in e-commerce contract formation raises 
numerous questions. Specifically, it is crucial to have clear legal entitlements for 
online expression of an offer, and online acceptance of an offer, in order to preserve 
contract enforceability. 

In this report, I set out some of the issues at play for contract formation (offer and 
acceptance) in the new environment of electronic commerce. I then give a sense of how 
the African regional inter-governmental legal organisation, the Organisation pour 
l’Harmonisation  en Afrique du Droit des Affaires (OHADA, the Organisation 
for the Harmonisation of Business Law in Africa), has engaged with e-commerce 
matters to date, followed by consideration of how one OHADA Member State, 
Cameroon, has engaged at national level. I then identify gaps that will need to be 
addressed by lawmakers at either OHADA or Cameroonian national level in order 
for e-commerce to achieve its full potential as a source of economic empowerment 
in Cameroon. 

2. Contract formation in the online sphere
It is universally recognised that consent to an “invitation to treat” (i.e., an offer to sell) 
plays an unequivocal role in the formation of a contract in the field of business. This 
consent provides both parties with clarity and certainty as to the terms and object 
of the transaction, and their acquiescence in respect of the characteristics of the 
goods or services to be provided in terms of the transaction. Security in a commercial 
agreement cannot be ascertained in the absence of certainty that both parties have 
effectively agreed to the transfer of the goods, and to the terms of the transfer. 

A difficulty with the online realm, as legal scholar Dahiyat (2011) explains, is the
absence of face-to-face encounter between buyer and seller:

[because] it is likely that online parties will have no previous or personal 
knowledge of their partners, it is difficult to expect them to be sure of the 
identity and correctness of their partners or to know whether an electronic 
order is in fact placed by the person who pretends to be the offeror. It may 
also be very difficult for them to determine precisely whether the content of 
an order is altered during its transmission from the sender to the recipient. 
(Dahiyat, 2011, p. 298)

The rules of ethics and contractual loyalty in business agreements require that the 
parties to a contract must have received full knowledge of the terms of the offer 
before giving their agreement. Such rules can become strained in the context of online 
contract formation for online transactions. Face-to-face interaction in the course of 
formation of business agreement in the paper-based environment is susceptible to 
fewer mistakes than in the online environment.

Online business transactions make use of the Internet or other electronic media in 
the pre-contractual period of negotiation. During this period, the two parties, the 
seller and the buyer, have potentially conflicting interests. These contrasting interests 
coupled with distance and online impersonalisation have the potential to make it 
difficult for parties to the agreement to determine precisely whether the offer (or 
acceptance), as electronically expressed, clearly reflects the intent of the other party. 
Because of the foregoing, it is important for legislation to take into account the 
issues peculiar to online commercial contracts, during which, among other things, 
consumers are potentially exposed to fraudulent practices (Erasmus, 2011). 

One example of a fraught issue is whether a click on an icon on the website of 
a vendor – in the case, for example, of click-through agreements (also known as 
“click-wrap agreements”) – can qualify as unequivocal assent. In other words, is the 
consumer bound into an online contract by clicking on an icon provided on a trader’s 
website? This question has been raised before numerous courts. 

In the case in Davis v. HSBC Bank Nevada, N.A., the plaintiff filed a class action 
complaint alleging among others false advertising. The plaintiff contended that the 
relevant portions of the terms and conditions were not visible without scrolling 
down on the trader’s website. The court found that the plaintiff ’s failure to read the 
terms and conditions before checking the box accepting the terms was irrelevant to 
determining enforceability. The court reasoned that the contested annual fee was 
“within the plaintiff ’s observation”, and therefore binding. 
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In another case, Jerez v. JD Closeouts, the court found that if the “terms of sale” are 
simply buried or “submerged” in multiple layers of web pages, and such terms are not 
specifically brought to the consumer’s attention, their content will not be deemed 
part of the parties’ agreement. Thus, uncertainty still exists as to whether or not a 
click by the consumer constitutes a legally recognisable act signifying one’s intent to 
be contractually bound as such where terms were unilaterally imposed (Snail, 2008, 
p. 4). 

3. Legal provisions in OHADA
OHADA is an inter-governmental body, established by treaty in 1993, that currently 
has 17 Member States, including Cameroon. With the exception of Comoros (an 
East African island state), all OHADA Member States are in Central and West 
Africa. And with the exception Equatorial Guinea (a formers Spanish colony), all 
OHADA members are former French colonies.2

One of OHADA’s core functions is the issuance of Uniform Acts, which are directly 
applicable in all Member States. OHADA Uniform Acts do not, however, prevent 
the Member States from enacting specific legislation in the same sphere as that 
covered by a Uniform Act, provided the national legislation does not conflict with 
the Act (Martor, Pilkington, Sellers, & Thouvenot, 2007). 

On e-commerce matters, the relevant OHADA instrument is the 2010 revised 
OHADA Uniform Act on General Commercial Law, which became effective in 
Member States in 2011. At the level of the Union Economique et Monétaire Ouest 
Africaine  (UEMOA, West African Economic and Monetary Union), Regulation 
No. 15/2002/CM/UEMOA on Payment Systems aims at development of business 
transactions among UEMOA Member States (UEMOA, 2002). However, while the 
Regulation does contribute to modernising the UEOMA monetary market, it is 
silent on online transactions. 

The UN Convention on Contracts for the International Sale of Goods (CISG), 
adopted in 1980, is the fundamental legal instrument regulating the sale of goods at the 
international level (UNCITRAL, 1980). However, CISG does not refer to electronic 
commerce. The 1996 UN Commission on International Trade Law (UNCITRAL) 
Model Law on Electronic Commerce requires that UNCITRAL Member States 
ensure that such contracts are legally binding on the parties (UNCITRAL, 1996). 

2  OHADA’s Member States are Benin, Burkina Faso, Cameroon, Central African Republic, Côte 
d’Ivoire, Congo, Comoros, Gabon, Guinea, Guinea Bissau, Equatorial Guinea, Mali, Niger, the 
Democratic Republic of Congo (DRC), Senegal, Chad and Togo.

However, as of late 2017, among the 17 OHADA Member States, only Central 
African Republic, Congo, and Senegal have ratified the UNCITRAL Model Law’s 
provisions.3  

On consumer protection matters, OHADA has not produced any legal provisions, 
leaving development of consumer protection legislation to national OHADA 
Member State legislators. The Napoleonic Civil Code is the fundamental text of 
law used to regulate sale of goods and consumer related aspects in the OHADA 
countries. 

The aforementioned 2010 revised OHADA Uniform Act on General Commercial 
Law includes significant provisions in respect of (1) validity of electronic documents 
and (2) validity of electronic signatures.

Validity of electronic documents
Under Chapter 2 of the revised Uniform Act, the formalities performed by the 
Registre du Commerce et du Credit Immobilier (RCCM, Trade and Credit Register) 
in respect of electronic documents and electronic transmissions, have the same legal 
effect as those accomplished with documents in paper form, in particular as regards 
their legal validity and their probative force (Art. 82). Thus, the Act gives the possibility, 
to the parties in an online transaction, to present documents in electronic form as 
substitutes for paper-based documents. Documents in electronic form are recognised 
as equivalent when they are established and maintained by a reliable technical process 
which at all times guarantees the origin of the document in electronic form and its 
integrity during electronic processing and electronic transmission. Under the revised 
Uniform Act, the origin of documents in electronic form and their integrity during 
electronic processing and electronic transmission must be guaranteed by reliable 
technical processes. OHADA has, accordingly, established a Technical Committee 
for the Standardisation of Electronic Procedures.

Validity of electronic signatures
The revised Uniform Act recognises as valid (“qualified”) an electronic signature 
carried via a reliable technical process that guarantees: the origin of documents in 
electronic form at all times; and the documents’ integrity during processing and 
electronic transmission. Article 83 provides that a valid electronic signature applied 
to a document is one that makes it possible to identify the signatory and for the 
signatory to express consent to the obligations arising from the signature. 

Further, the Act states that the electronic signature, in order to be valid, must: be 
linked to only the signatory; allow the signatory to be properly identified; have been 

3  See http://www.uncitral.org/uncitral/en/uncitral_texts/electronic_commerce/1996Model_status.
html
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created by means which the signatory can retain under her/his exclusive control; 
and be linked to the document to which it relates in such a way that any subsequent 
modification of the document is detectable. And a valid electronic signature under the 
Act must: be generated by a signature-creation software and signature-verification 
software; and include an electronic certificate, authenticating the signatory, that is 
produced by an electronic certification service provider. The Act does not specify 
whether the signature-creation software should be two different pieces of software, 
or two elements of a single piece of software. The Act gives authority to the Technical 
Committee for the Standardisation of Electronic Procedures to determine the criteria 
to be fulfilled in order to be an electronic certification service provider. 

The Act recognises the right of the parties to the online transaction to use the 
dispositions of Member States’ domestic law to palliate (i.e., moderate) OHADA 
regulations regarding the technical constraints applied to the components of the 
electronic signature, so that it is deemed to be qualified (Art. 84). Judgements by the 
French Supreme Court (Cour de Cassation) provide some African OHADA judges 
with inspiration when it comes to the recognition of electronic signatures. The 
validity of use of a secure device for creating electronic signatures has, for example, 
received judicial blessing in France. In a judgment of 6 April 2016, the French Cour 
de Cassation confirmed the ruling of the Montpellier District Court in a dispute 
related to the validity of an electronic signature (Cour de Cassation, 2016). The judge 
in the case considered that the electronic contract had been established and kept in 
a manner that guaranteed its integrity, because the signature had been identified by 
a reliable process guaranteeing the link between the electronic signature and the act 
to which it was attached.

While the aforementioned provisions of the OHADA Uniform Act constitute 
encouraging developments for OHADA Member States’ consumers in e-commerce 
transactions, several important matters are not fully addressed in the OHADA 
instrument and must thus be addressed via national instruments. The Act is silent 
on necessary details in online business practices such as terms of offer in electronic 
transactions, and online transaction security. Accordingly, several e-commerce matters 
have been left up to the Member States’ sovereign lawmaking. I now examine what 
has been done at the national level in Cameroon.

4. Legal provisions in Cameroon
Located on the Gulf of Guinea in West Africa, Cameroon has a population of 
approximately 20 million people. Due to its varied colonial history, during which the 
country experienced periods of German, British and French control, Cameroon has a 
dual – or bijural – legal system, with English common law operating in certain regions 
(primarily in the west), and French civil law operating in other regions (DocuSign, 
n.d.). Cameroon’s legal instruments relevant to this report are its Law No. 2010/021 

of 21 December 2010 governing e-commerce and its Law No. 2011/012 of 06 May 
2011 on consumer protection. 

Article 10 of the 2010 e-commerce law stipulates that the law regulating the 
formation of traditional written contracts will apply to electronic contracts in 
respect of agreement, validity, and enforcement.  But, as explained above, transposing 
traditional notions of commercial law to a purely electronic environment raises 
certain fundamental issues with respect to formation of contract. Two such issues 
are: (1) presumption of reception of documents related to an online transaction; and 
(2) presumption of conclusion of a contract for an online transaction.

Presumption of reception of documents related to an online transaction
In the eyes of the law, at what particular period of time a message sent by a party 
in the course of an online transaction, is supposed to have taken legal effect? Such 
understanding is primordial to the successful conclusion of the online agreement by 
both parties. 

Article 12(3) of Cameroon’s Law on e-commerce underlines that: “The order, the 
confirmation of acceptance of the offer and the acknowledgement of receipt are 
presumed to have been received when the receiving party was able to access the 
documents”. The law does not clarify what is meant by “able to access the documents” 
in an online environment. Does this refer to the consumer ability to read, or to open, 
or to click on, or to merely notice the mentioned document on the trader’s website? 
This lack of clarity, which generates uncertainty in the practice of online trade, must 
be the subject of legal amendments.

Presumption of conclusion of a contract for an online transaction
Article 12 of Cameroon’s Law on e-commerce (Law No. 2010/021 of 21 December 
2010) stipulates that:

-	 A contract cannot be concluded unless the offeree was given the 
opportunity to access and review the details of the offer prior 
confirming his acceptance. (Art. 12(1))
                                                                                                                                                                                                                                                             

-	 Within 5 days, the offeror must acknowledge receipt of the online order 
sent to him. (Art. 12(2))                                                                                                                                                                      

However, the above-mentioned conditions of Article 12 do not apply to contracts 
exclusively concluded through emails, individual communications, or transactions 
between persons knowledgeable in the field. This implies that offer and acceptance 
sent through emails do not need further time for review or acknowledge receipt. 
The email stands as offer or acceptance, with the exception of contracts concluded 
between professionals (Art. 12(4), Law No. 2010/021 of 21 December 2010). It is 
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my view that this presumption of conclusion of an electronic contract in an online 
environment constitutes an abuse of consumers’ rights. In the particular context of 
the computer illiteracy of a large number of Cameroonians, opportunities should be 
given to online consumers to access and review the terms of the offer, prior to being 
bound as a matter of law. Enforceability should vary according to the methods of 
offer or acceptance used (Van Der Merwe et al., 2016). 

Given the uncertainties in Cameroon’s e-commerce law in respect of online contract 
formation, it becomes relevant to consider whether Cameroon’s 2011 consumer 
protection law is of assistance.

The consumer protection law
Article 3(c) of Cameroon’s consumer protection law (Law No. 2011/012 of 06 May 
2011) establishes:

The principle of information according to which consumers have the access 
to information to enable them to make an informed choice during any 
transaction concerning the supply of technology, goods, and services. (Art. 
3(c), Law No. 2011/012 of 06 May 2011)

Chapter 3 of the above-mentioned law protects the consumer’s economic and 
technological interests. More specifically, Article 5(2) declares that: “[a] competent 
court may declare contractual clauses void”, when such clauses:

-	 Exempt, exclude, reduce or limit the liability of suppliers or service 
providers for defects, deficiencies or shortages of any kind in 
technology, the good supplied or service rendered;

-	 Imply the loss of rights and freedoms guaranteed to consumers, or 
limit the exercise thereof;

-	 Create unjust, unreasonable, unfair or repressive contractual terms or 
conditions, or that transfer liability for defects, deficiencies or shortages 
not immediately obvious to the consumer;

-	 Impose a unilateral arbitration clause. (Art. 5(1), Law No. 2011/012 
of 06 May 2011)

 
Because the national legislator in Cameroon did not define the standards of 
“informed choice”, it could be difficult to argue that a trader by placing an icon on the 
website of the online shop linking to the terms and conditions, is liable for practising 
misinformation for assuming the contract concluded once the consumer has clicked 
on the icon. It is the author’s view that common law principles designed for a “bricks 
and mortar” world could be adapted in order to be effective in a digital environment. 
An online provided offer/acceptance should reflect in this sense the essential
characteristics of precision and clarity. It should represent a proposal sufficient in 
terms of legal contracting to enable an informed acceptance by the consumer.

5. Recommendations

A new OHADA instrument
One possible solution to the legal uncertainties outlined above is for OHADA 
Member States to collaborate in development of an OHADA regional instrument 
on consumer protection. Such an instrument could alleviate the current uncertainties 
in the legal provisions of Cameroon (and other OHADA Member States) in respect 
of online contracts. Moreover, such an instrument could, in addition to legislating 
on e-commerce matters, legislate on other important consumer matters such as: 
consumer participation in financial markets, consumer over-indebtedness, consumer 
contact with defective goods, unfair competition, and access to redress. This OHADA 
instrument could either take the form of a Uniform Act binding on all OHADA 
Member States, or a Model Law serving as a standard for Member States.

Strengthened Cameroonian provisions
Another option is for Cameroon to take steps at its sovereign national level to 
strengthen the protection of consumers in online business transactions. Such steps 
could be taken via a detailed law specific to online transactions, or via upgrades to the 
existing e-commerce and consumer protection laws to fill the gap of uncertainty in 
the digital business environment. 
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